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Foreword

Foreword
Recent years have witnessed the concept of Digital Preservation gathering momentum due to
the dynamic and evolving face of technology. Technology obsolescence is one of the biggest
threats envisaged by Digital Preservation Experts. The lessons from our past have not only
made us cautious, but also pointed us in the right direction to evolve digital preservation
strategies that can stand up to both the vagaries of time and technology.
This Study Report on National Digital Preservation Programme comes at an opportune
moment, as our empowered nation prepares to lead the digital revolution. With the vast
amount of data being generated on a daily basis, it is expected that the Study Report shall
pave the way for a standard set of guidelines to ensure long term preservation of our valuable
data.
It gives me great pleasure to present the Study Report on National Digital Preservation
Programme. I am indebted to Dr A K Chakravarti, Chairman of the Expert Committee for
steering the project and providing his valuable insights. I would also like to acknowledge the
contribution of Dr Dinesh Katre, Programme Coordinator, Human Centred Design and
Computing Group, C‐DAC, who took up the mantle of Principal Investigator and played a
pivotal role in shaping the Study Report on National Digital Preservation Programme. My
sincere thanks to the members of the Expert Committee for their contributions, which are the
primary building blocks of the Study Report.
I sincerely appreciate the efforts of the Expert Committee for preparing the Study Report on
National Digital Preservation Programme, and I am hopeful and confident that it shall meet the
expectations of all stakeholders and their diverse domains. On that note, I would applaud the
role of the Department of Information Technology, Government of India in taking a serious
and proactive view on the subject, and initiating the National Digital Preservation Programme.
I would also request the Department of Information Technology, Government of India to take
cognizance of the extensive recommendations of the Study Report towards evolving the
framework of our National Digital Preservation Programme.
Lastly, I would like to point out that the success of the National Digital Preservation
Programme will rest not upon a few, but a multitude of stakeholders spanning multiple
verticals. Adherence to standards and guidelines will mark the beginning of this initiative, and
will lead to an ecosystem that will ensure that data remains secure, relevant and accessible
over the years. Centre for Development of Advanced Computing (C‐DAC) has been one of the
key contributors in this domain and I am sure, will be called upon by the Department of
Information Technology, Government of India to play an important role in the National Digital
Preservation Programme as it evolves.

Rajan T Joseph
Director General, C‐DAC
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Preface

Preface
In order to gather the requirements of digital preservation across various domains, C‐DAC
constituted an expert group comprising of archivists, technical experts and stakeholders from
various organizations across the country. Initially, the members of this group were asked to
submit position papers stating the challenges of digital preservation faced by their
organizations and the necessary actions that need to be taken. Structured questionnaires were
prepared for different domains and sent across to all expert group members so as to capture
relevant information for this report.
A national meet of the expert group was organized at Pune on May 20‐21, 2010 during which
the members were given an opportunity to present their position papers and offer their
recommendations in terms of short term (3 years) and long term (10 years) actions. During the
presentations, feedback was given, questions were raised and the members were requested to
resubmit the enhanced position papers for inclusion in the report. During the final session of
the national meet, the expert group chaired by Dr. Ashok Chakravarti empowered the Principal
Investigator to represent and consolidate the recommendations for the proposed National
Digital Preservation Programme on behalf of all the participating organizations.
It is important to note that the recommendations given by the international panel of experts
during the Indo‐US workshop on International Trends in Digital Preservation held in March 24‐
25, 2009 at C‐DAC, Pune are also incorporated in the report.
The report is presented in 2 volumes as under‐
Volume –I
Recommendations for National Digital Preservation Programme
Volume‐II
Position Papers by the National Expert Group Members

Dr. Dinesh Katre, Chief Investigator
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1. Digital Preservation of Records in India – A Legal
Perspective
Vakul Sharma, Supreme Court
In India there is no omnibus law that takes care of digital preservation. However, the laws on
digital preservation may be divided into specific and generic categories. If the Information
Technology Act, 2000 falls in the category of specific law, then numerous other enactments
provide a backdrop for generic applications.
The Information Technology Act, 2000 & Digital Preservation
Information Technology Act, 2000 (hereinafter Act) can be taken as a first statutory enactment
that laid the foundation of digital preservation of records in India. In fact, it was the Act, which
introduced the definition of “electronic record” in legal lexicon for the first time. It also defined
certain other terms, like data, information, computer database etc. This Act also laid down the
foundation of the PKI, wherein the role of Controller of Certifying Authorities (CCA) as
repository of digital signature certificates was laid down. Interestingly, the term ‘repository’
was used to signify “a database of digital signature certificates and other relevant information
accessible online.”
The Act takes cognisance of digital preservation from the point of view of accessibility of
electronic records for a subsequent reference [section 7]. This key element has further been
strengthened by laying down of an appropriate procedural requirement for retention of such
electronic records.
Thus the conditions for retention of electronic records are:
(a) accessibility so as to be usable for a subsequent reference;
(b) retention in the format in which it was originally generated, sent or received or in a
format, which can be demonstrated, to represent accurately the information originally
generated, sent or received;
(c) the details, which will facilitate the identification of the origin, destination, date and
time of despatch or receipt of such electronic record.
The statutory conditions as laid down above for retention of electronic records are quite
stringent. Mere retention or possession of the electronic record is not sufficient; one must
follow an exacting procedure for retention of electronic records that fulfills all the aforesaid
conditions. Non-compliance of any aforesaid condition may render the electronic record
inadmissible in the court of law.
Moreover, another important element that has to be taken into consideration is that any
information, which is automatically generated solely for the purpose of enabling an electronic
record to be despatched or received, is non-applicable for the purpose of retention of
electronic records.
Electronic Records: Digital Preservation Features
The Central Government has framed Information Technology (Use of Electronic Records and
Digital Signatures) Rules, 2004, wherein it has been mentioned that for use of electronic
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records in Government and its agencies, following features of electronic record must be taken
into account [Rule 3]:
a) life time;
b) preservability;
c) accessibility;
d) readability;
e) comprehensibility in respect of linked information;
f) evidentiary value in terms of authenticity and integrity;
g) controlled destructibility;
h) augmentability.
It is obligatory to know that at present Central Government has not framed any specific
requirement vis-à-vis the aforesaid features of electronic records.
However, it should not be forgotten that digital signatures only provide a means for assuring
authenticity of electronic records in time, and not preserving authenticity over time.
Preservation and Retention of Information by Intermediaries
The Act articulates under section 67C that intermediary shall preserve and retain such
information as may be specified for such duration and in such manner and format as the
Central Government may prescribe. Further, any intermediary who intentionally or knowingly
contravenes any such provisions shall be punished with an imprisonment for a term, which
may extend to three years and shall also be liable to fine.
That is, the onus is on the intermediaries to preserve and retain information. The term
“Intermediaries” are being defined as under section 2(1)(w):
“intermediary”, with respect to any particular electronic records, means any person who on
behalf of another person receives, stores or transmits that record or provides any service with
respect to that record and includes telecom service providers, network service providers,
internet service providers, web-hosting service providers, search engines, online payment
sites, online-auction sites, online-market places and cyber cafes”.
As evident, an extremely diverse category of services falls under the aforesaid definition. The
question is – whether the Government departments/agencies/organizations or any body
corporate performing archival or related work would fall under the category of intermediaries?
The answer is – yes, as the archival organizations/departments or body corporate would be
performing the role of being a receiver, storage-keeper, or transmitter of any electronic
record.
Under the Act, various classes of intermediaries have been identified, primarily on the basis of
nature and scope of services being rendered. However, the Central Government is yet to
prescribe Rules for:
i.
duration,
ii.
manner and
iii.
format
of preservation and retention.
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It is important to note that there cannot be a one set of Rules to fit all categories of
intermediaries. It is important that specific minimum and maximum time duration for
preservation and retention of electronic records (i.e., information) should be codified in the
Rules in view of archival strength and availability of resources (including know how) and the
recurring cost of such preservation and retention to different category of intermediaries.
From the legal perspective, the terms “preservation” and “retention” are interdependent – as
one follows the other. It is preservation for retrieval. Preservation of information in electronic
form is meant to be for effective, efficient and purposeful use. Digitisation is often seen as one
of the means to preserve records. In order to preserve information, which may exist in
electronic form, this section makes it mandatory to have backup files on backup media.
Further, it is obligatory to note that this section 67C should be read with section 7 of the Act,
as the latter lays down the conditions for retention of electronic records. As mentioned earlier
that under section 7, the statutory conditions for retention of electronic records are quite
stringent. Mere possession of the electronic record is not sufficient; one has to adopt a
procedure for retention of electronic records that fulfils all the aforesaid conditions. Noncompliance of any aforesaid condition may render the electronic record inadmissible in the
court of law. With increasing digitization, more and more records are being kept in electronic
databases (electronic form), hence the need of the hour is to audit such electronic records or
electronic databases. In view of this, the Act has introduced section 7A, which calls for
mandatory audit of documents in electronic form, i.e. intermediaries may even be asked to
have compulsory audit their preservation and retention policies.
Section 7A

Audit of Documents etc. in Electronic form

Where in any law for the time being in force, there is a provision for audit of documents,
records or information, that provision shall also be applicable for audit of documents, records
or information processed and maintained in electronic form.
It articulates that organizations electronic records must also be audited. What would be the
audit period or duration? – it would be as per the law for the time being in force for that
specific area/subject matter.
Preservation, Retention and Data Protection
The Act further provides data protection measures by not only defining what constitutes
‘computer database’, but also provides for both civil and criminal liabilities for violation of data
protection.
“Computer Database” means a representation of information, knowledge, facts, concepts or
instructions in text, image, audio, video that are being prepared or have been prepared in a
formalised manner or have been produced by a computer, computer system or computer
network and are intended for use in a computer, computer system or computer network;
If an organization has preserved electronic records in a certain format or systematic form or
manner, then such a collection in a digital media can be referred to as computer database,
which are protected under the Act.
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Further, section 43, especially clauses (a), (b), (d), (e) and (i) of the Act protects such databases
from unauthorized access(es), downloading, extraction and copying.
Section 43. Penalty and Compensation for damage to computer, computer system, etc.
If any person without permission of the owner or any other person who is incharge of a
computer, computer system or computer network -

a) accesses or secures access to such computer, computer system or computer network
or computer resource;
b) downloads, copies or extracts any data, computer data base or information from such
computer, computer system or computer network including information or data held
or stored in any removable storage medium;
c) * * * * * * * * * * * * * * * * * * * * * * * *
d) damages or causes to be damaged any computer, computer system or computer
network, data, computer data base or any other programmes residing in such
computer, computer system or computer network;
e) disrupts or causes disruption of any computer, computer system or computer
network;
f)

denies or causes the denial of access to any person authorised to access
computer, computer system or computer network by any means;

any

g) provides any assistance to any person to facilitate access to a computer, computer
system or computer network in contravention of the provisions of this Act, rules or
regulations made thereunder;
h) * * * * * * * * * * * * * * * * * * * * * * * *
i)

* * * * * * * * * * * * * * * * * * * * * * * *

j)

destroys, deletes or alters any information residing in a computer resource or
diminishes its value or utility or affects it injuriously by any means;

The aforesaid clauses takes into account: (i) attempts made to access or (ii) securing access to
computer, computer system or computer network or computer resource, including data and
computer database without permission of the owner or any other person who is owner or
incharge of such devices. That is, even repeated attempts or trials to access, whether
successful or not will be covered under these clauses.
Intermediaries may seek compensation upto Rupees 5 crores from any such person, who has
infringed the aforesaid devices, including computer database. If need be, intermediaries may
opt for criminal prosecution against the accused under section 66 of the Act.
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Preservation and Retention vs. Privacy Issues
Since, any activity on the part of intermediaries to preserve and retain any information may
also require fulfilment of norms related to information (data) security and privacy, i.e., the
onus is on the intermediaries to have “reasonable security practices and procedures.”
In other words, intermediaries shall have twin responsibilities, i.e., to preserve and retain any
information, as well as to implement and maintain reasonable security practices and
procedures. Non-compliance of these provisions may attract criminal as well as civil liabilities.
Since, any activity on the part of intermediaries to preserve and retain any information may
also require fulfillment of norms related to information (data) security and privacy, i.e., the
onus is on the intermediaries to have “reasonable security practices and procedures.”
Moreover, intermediaries are “body corporate” as defined under section 43A Explanation (i) .
Section 43A Compensation for failure to protect data
Where a body corporate, possessing, dealing or handling any sensitive personal data or
information in a computer resource which it owns, controls or operates, is negligent in
implementing and maintaining reasonable security practices and procedures and thereby
causes wrongful loss or wrongful gain to any person, such body corporate shall be liable to pay
damages by way of compensation to the person so affected.
Section 43A has made it abundantly clear that where a body corporate, possessing, dealing or
handling any sensitive personal data or information in a computer resource which it owns,
controls or operates, is negligent in implementing and maintaining reasonable security
practices and procedures and thereby causes wrongful loss or wrongful gain to any person,
such body corporate shall be liable to pay damages by way of compensation to the person so
affected.
In other words, intermediaries shall have twin responsibilities, i.e., to preserve and retain any
information, as well as to implement and maintain reasonable security practices and
procedures. Non-compliance of these provisions may attract criminal as well as civil liabilities
under sections 67C and 43A respectively.
Even in the absence of any prescribed Rules (at present) on:
(a)
preservation and retention of information by intermediaries, and
(b)
reasonable security practices and procedures.
the intermediary on its own may articulate the said guidelines as a kind of due diligence
framework, which can be used as a defense by the intermediary before the courts/tribunals
etc., in case of civil or criminal litigation, especially in view of sections 79 [Exemption from
liability of intermediary in certain cases] and 85 [Offences by companies] of the Act.
Importantly, a due diligence framework is a kind of self-regulatory framework. It is pertinent to
note that the Act advocates due diligence framework to be established by the intermediaries.
Functional Equivalence & Other Statutory Principles
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It is obligatory that any mechanism to grant legal sanctity to digital preservation activities in
India must take cognizance of other generic enactment, namely the Indian Evidence Act, 1872.
It is obligatory to note that the Information Technology Act, 2000 is based on functional
equivalent approach, which means that the electronic record should be treated as functional
equivalent to paper records. Because of this reason digital signatures are seen as functional
equivalent to physical signatures. Moreover, the concept of ‘functional equivalence’ has also
been adopted by the Indian Evidence Act, 1872 in the sense that it advocates admissibility of
electronic records [section 65B]. In other words, any electronic record, which is functional
equivalent of a paper record shall be seen as admissible in any proceedings, without further
proof of production of the original. In a way, section 65B should be seen as a proactive
provision from digital preservation and retention perspective. Further, in view of this
approach a mapping of various provisions of Public Records Act, 1993 & Public Record Rules,
1997 vis-à-vis the Information Technology Act, 2000 become need of the hour .
Digital Preservation & Copyright Principles
Copyright is about protecting original expression. Copyright protects “original works of
authorship” that are fixed in any tangible medium of expression from which they can be
perceived, reproduced, or otherwise communicated either directly or with the aid of a
machine or device. Copyright arises as soon as a ‘work’ is created (or fixed). It does not extend
to any idea, procedure, process, system, method of operation, concept, principle or discovery,
unless fixed in a tangible form.
Copyrightable works include the following categories: literary works; musical works, including
any accompanying words; dramatic works, including any accompanying music; pantomimes
and choreographic works; pictorial, graphic, and sculptural works; motion pictures and other
audiovisual works; sound recordings, architectural works and computer programs.
The difficulty from copyright perspective is that every time a copyright work is digital
preserved or retained; it violates the copyright that may subsist in that work. In many cases,
archival institutes, organizations and bodies are facing difficulties while obtaining licenses for
copyright works. In fact, the Copyright Act, 1957 provides no special rights to such bodies,
except section 52(1)(o), wherein incharge of a public library is entitled to make not more than
three copies of a book for the use of the library if such a book is not available for sale in India;
also, section 52(1)(p) provides for reproduction of an unpublished literary, dramatic or musical
work kept in library, museum or other institution to which the public has access. Surprisingly,
the Copyright (Amendment) Bill 2010, has again ignored the rights of digital preservation
organization, archives, agencies and bodies by merely granting digital preservation rights to
libraries only ! It is important that the Copyright (Amendment) Bill, 2010 to grant special
status to entities involved in digital preservation of records, including archives.
Conclusions
Legally speaking, any formulation related to digital preservation in India must take cognisance
of the Information Technology Act, 2000 and Rules & Regulations made thereunder and other
generic enactments. All such organizations, institutions, bodies or agencies, which would be
performing any service with respect to any electronic message or record must perform their
legal rights and duties, including that of preservation, retention and audit as provided under
various enactments. A self-regulatory framework to articulate due diligence practices is thus
required.
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2. Digital Preservation in e-Governance
Renu Budhiraja, Director, Department of Information Technology
1. e-Governance domain requirements, challenges, priorities of digital preservation
Governments face increasing public pressure to demonstrate that they are accountable to the
legislature and to root out corruption or malpractice. As more citizen/State interactions occur
in electronic form, it is vital to ensure that electronic systems support record keeping. Citizens
will expect that their rights are well protected and documented in an electronic environment
as in a paper based.
E-Governance is very high on national agenda. The country has embarked upon a major
integrated National e-Governance Plan (NeGP).
The vision of NeGP is:
“Make all Government services accessible to the common man in his locality, through common
service delivery outlets and ensure efficiency, transparency & reliability of such services at
affordable costs to realize the basic needs of the common man”.
As part of NeGP, 100,000 Common Service Centres have been planned across the country.
Government plans to deliver all the G2C services like the Birth Certificate, Licences, income tax
return, PDS services etc online. It is envisaged that in the next 2 to 3 years, the volume of born
digital data in e-Governance would exceed a few terabytes.
Storage and retrieval of such volumes of data over a long period will pose many challenges. It
will require planning and budgeting for hardware and software upgrades, content transfer, and
personnel costs to be able to answer questions like what happens if we need an authenticated
certificate, say, after 25 or 50 years?. Today, a child is born in an Indian village, his birth
certificate (born digital) is received from a Common Service Centre (CSC). When he wants his
“Original” birth certificate online residing in another country after 25 years or more to register
his marriage etc., he should get it in no time. This can only be achieved if the records
generated through Electronic Government are carefully managed through systems providing
constant intellectual and physical control. The aim must be to preserve the combination of
content, context, and structure which give Electronic meaning over time, to protect the fragile
media from degradation, and to ensure efficient access.
Electronic Government has to be supported by a strong information management framework.
The following issues will have to be addressed:


Establish legislative and regulatory requirements for managing electronic records



Strengthen the role of the national archives in implementing an electronic records
management policy for the public service
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Develop clear linkages between all government records regardless of media or format



Implement policies for creation, maintenance and retention of electronic records



Build the human resource and environmental capacity to manage electronic records.

2. Characteristics, formats, size, type of repository (quantification of data in store)
Today we have structured and unstructured data being generated in e-Governance. For
example, transaction and application data in the databases, Contents on the websites,
Certificates, Licenses, various government forms, word-processed documents, spreadsheets,
presentations, mapping data(GIS), Land records data, audio and video data files, emails,
images, scanned copies of legacy documents, and many more.
These documents are in various formats like XML, Pdf, ODT doc, MPEG, JPEG, TIFF, HTML
depending on the vendor, technology, platform etc.
As a part of digitisation, the existing paper based documents/data is also being digitized in
various Mission Mode Projects (MMPs). For example in MCA21, 6 crore records have been
digitised. Similarly, there is massive digitisation that will be done as a part of the backend
computerization in the Edistrict MMP. The volume of data is going to grow over time in all
these projects.
Currently, we do not have clear identification of the various records in e-Governance that need
to be stored for short term and long term and categorisation of the same. Further, we do not
have any digital repositories. We have manual record management in the office environment.
The various e-governance applications are storing the transaction, database and application
data in various data centres with backup and recovery mechanism. However, the necessary
architecture and the processes are not aligned for Digital Preservation.
3. Criticality of long term digital preservation in e-Governance
With the elimination of paper based records gradually in government, it becomes critical to
ensure the preservation of various governments records generated in electronic format over
long periods of time depending on the type of applications. Like the Land records data would
need to be preserved over 50 years.
With the Innovation in the computer hardware, storage, and software industries media,
obsolescence is a very common fact. When greater storage and processing capacities are
available in market at lower cost, slowly the old product’s market goes down. So Devices,
processes, and software for recording and storing information are being replaced with new
products and methods on a regular three- to five-year cycle.
Another problem is that the digital documents are in general dependent on application
software to make them accessible and meaningful. But software is also developing and
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changing versions. Copying media correctly at best ensures that the original bit stream of a
digital document will be preserved. But a stream of bits cannot be made self-explanatory. A bit
stream can be made intelligible only by running the software that created it, or some closely
related software that understands it.
Further, majority of the e-Governance projects are developed in PPP mode with a tie-up with
the vendor for anything between 5 to 10 years. During this period, the responsibility of the
hardware & software obsolescence lies with the vendor. Government has SLAs with the
vendors to ensure that the service is not hampered.
Hence, the valuable intellectual assets of government are increasingly getting converted in
digital form. This data represents both intellectual property and a considerable investment of
time, effort and money. It would therefore be necessary to protect and preserve these assets
adequately.
Lastly, the records of the Government of India in Ministries/ Departments have been
traditionally preserved in paper based files. Most of this legacy data will have to be digitally
preserved. This would involve digitization of the paper based records into file formats as per
standards defined for digital preservation along with the creation of the necessary metadata.
Also all the digitized records would have to be digitally signed for ensuring authenticity and
integrity of the records prior to their archival. Hence, it is necessary to define the necessary
policies, framework and standards in order to address this data.
4. Legal requirements / implications related to long term digital preservation
As the government is serving the citizens, it is expected that their rights are well protected and
documented in an electronic environment as in a paper based. With RTI in place, it is
important to keep the records for a long period of time to ensure accessibility of electronic
records for a subsequent reference. The retention should be in the format in which the record
was originally generated, sent or received or in a format, which can be demonstrated, to
represent accurately the information originally generated, sent or received. Further, the
retention should also have the details which will facilitate the identification of the origin,
destination, date and time of despatch or receipt of such electronic record. There is a need to
have a system of accountability about the correctness of the document, and a statement that
it is generated from the original source of data ( for example, many times, a report generated
from the database is converted into DOC file, modified, and then published on for access by
others)
In view of above, it is important to lay down appropriate procedures and Acts for retention of
such electronic records. The IT Act 2000 has given legal validity to the Digital Signatures.
Failure to preserve the documents/data as per the law is punishable. Fines and imprisonment
may result if documents are not disposed or maintained as per the acts.
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If digital preservation is not assured, it will result in loss of confidence in electronic records
/governance.
5. The technological issues and requirements (storage, metadata, interoperability, etc.)
Long-term storage of content poses the following challenges:


Technology obsolescence of hardware and software ( encoding, software version,
hardware configuration, changes in device specification, hardware software compatibility )



Storage media instability.



Absence of established standards, protocols, and proven methods for preserving digital
information.
•





Should it be office Open XML, pdf/A ?

Interoperability of Digital repositories
•

meta data interoperability

•

archived document interoperability

•

Application level interoperability

Meta data standards for digital preservation facilitating the identification of the origin,
destination, date and time of despatch or receipt of such electronic record and for quick
access. Apart from what needs to be captured, challenges also include when and how
should metadata be captured and managed?



New Formats: The integrity of the digitally signed document is only possible if the
electronic data remains completely unchanged at the bit-level. This raises a problem when
e-Governance applications have to migrate electronic data to new formats or software
platforms in order to keep them accessible and legible. It is not enough that just the
electronic signature and the content of the document are present in the archives when a
signed document is needed years later. In order to perform validation, the certificate used
by the signatory must be obtained, and its validity at the time of signature creation must
be proofed. This poses significant challenges w.r.t Metadata and Electronic Signatures.

Further, there is a need for:


Standards for Data Archival, which should be vendor and technology neutral



Storage media for short term / long term preservation



Best practices for

Archival storage, backups, recovery, optimal utilization of storage

space, catalogue creation etc.


Best practices for secured data storage and transmission to the destination



Way of classification of electronic documents , identification codes , and their scheduling
for their archival



Role based Archived documents access mechanism
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Development of preservation technology watches for file formats and new technologies,
emulators and migration routines, and information on and repositories for obsolete
software.



Protection of electronic records from unauthorised access/ modifications



Certification / stamping that the archived documents are not tempered ( Some thing
similar to attestation of copies of the documents taken from the source document)

6. Gap analysis of current practices and digital preservation best practices
Authenticity of the documents
Currently, we have the PKI infrastructure in place. DSC is used by various e-Governance
applications to authenticate the source. However, necessary processes and procedures need
to be in place to validate DSCs over a long period of time to ensure the authenticity and
integrity of the records. The PKI infrastructure should be able to provide the following:


Encryption and/ or sender authentication of e-mail messages.



Encryption and/or authentication of documents (e.g., the XML Signature or XML
Encryption standards if documents are encoded as XML).



Authentication of users to applications (e.g., smart card logon, client authentication with
SSL).

E-mail archival strategy
Today we do not have a clear e-mail archival strategy. Unlike other e-Governance data being
archived, emails are especially important due to their sensitive and readily accessible nature.
Moreover, ability to search archived email at all times (in a legally admissible manner) is
important for the purpose of accountability and protection from litigation.
File formats
Today data is being stored in various formats some of which could be open and some
proprietary (xml, pdf, jpeg, doc/docx). Additionally various e-Governance projects are already
generating data in structured and unstructured formats (web sites, government forms,
certificates, licenses, spreadsheets, word processed docs, land records etc). It is important to
ensure that the documents are not bound to any proprietary or vendor specific software. The
formats used should be based on Open Standards whose specifications are available at any
point of time to be able to read data even after a long period.
Further, the retention should be in the format in which the record was originally generated,
sent or received or in a format, which can be demonstrated, to represent accurately the
information originally generated, sent or received. Further, the retention should also have the
details which will facilitate the identification of the origin, destination, date and time of
dispatch or receipt of such electronic record.
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Data centers
Today, Under NeGP data is being hosed in NIC / CDAC, State Data centres or even Private Data
centres. The following are the key challenges in the digital preservation of data:
a) Currently, the necessary technologies, tools and the processes are not in place which are
required for Data Preservation Repositories. Hence, a view will have to be taken as a part
of new technological initiatives within e-Governance like Cloud computing on the
necessary steps for Digital Preservation.
b) Further, we must have clearly defined policies in place to address security of the digitally
preserved data. A clear chain of command to authorize access to archived data depending
on its classification and automatic safeguards/triggers that alert for any un-authorized
access. As an example how will the citizen be safeguarded in case a security breach in data
centres results in data loss/ theft of data at the centre.
c) We should also have a policy in place for addressing the scenario for protecting the citizen
where in data loss occurs either while archiving data records or due to breach of data
centre. Policy should outline steps in such cases to unambiguously restore the original
version of the document.
Legal framework
Though steps have been taken by Government for legal recognition of Digital records in the
form of IT Act 2000, It Act (Amendments) 2008 etc, however rules for duration, manner and
format of preservation and retention have to be defined.
Other generic enactments to be taken into consideration while articulating on digital
preservation:
(a) The Indian Evidence Act, 1872
(b) The Copyright Act, 1957
(c) Trade Mark Act, 1999
(d) Indian Penal Code, 1860
(e) Civil Procedure Code, 1908
(f) Criminal Procedure Code, 1973 and
(g) Any other law/special law for the time being in force
It is thus imperative that for creating best practices for digital preservation – both specific and
generic law provisions should be taken into consideration.
Hence, the various e-Governance applications would need to make a provision for compliance
to the important sections of these Acts.
Metadata
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When defining an appropriate file format or framework for archival of e-Governance data, due
importance must be paid to associated metadata required for correct classification and access
of archived records.
This is a very important area to ensure storage, retrieval and interoperability, authenticity and
integrity of records over a long period of time. The users need to have trust that the object is
authentic, accurate, complete etc. (representation information, technical metadata etc.) This is
currently not being addressed in the e-Governance projects.
7. Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation in e-Governance
Short term Actions and Recommendations
Awareness training programmes
a.

Awareness creation through workshops and conferences regarding the importance of

Digital preservation activity to the government employees, service providers, Mission teams
and other stakeholders involved in the e-Governance decision making and implementation.
NISG, IIPA and others involved in the capacity building training programmes may include topics
on the Digital Preservation as well.
b.

A FAQ on Digital Preservation w.r.t e-Governance can be prepared and made available

on the e-Governance website.
Strategies, Policies, Guidelines and Procedures
a.

Identification of the various records in e-Governance that need to be stored for short

term and long term, ways of classification of electronic documents, identification codes, and
their scheduling for archival.
b.

Evolve a Digital Preservation Framework with centralized/ distributed digital

repositories housing the government data and the third party Certification of these
repositories. The framework should have the technical architecture to be put in place for
developing new systems based on the recommended Standards, migration technologies and
the requisite procedures.
c.

Evolve a long term vision and Policy on the Digital Preservation to be adhered by the

various e-Governance projects and departments. Further, evolve guidelines/ best practices /
Procedures on the following key areas for Digital Preservation.
Roles and Responsibilities
Strengthen the role of the national archives in implementing an electronic records
management policy for the public service
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Identify the roles and responsibilities of various agencies in the entire Digital Preservation ecosystem (who will run the Digital repositories, evolve standards, process and procedures, 3rd
party audits, security aspects, authenticity and authorisation of documents).
A working group with all the stakeholders could be constituted immediately with participation
from DIT, NAI, DAR&PG, NIC, CDAC, CERT-IN, Legal experts, CCA, NAI, STQC and private players
to drive the agenda of Digital Preservation in e-Governance.
Issuance of Digital Signatures in Government
With the use of Digital Signatures going to increase immensely in government, it would be
important to strengthen the Digital Signature infrastructure for issuance and online verification
even of the expired DSCs. Registries of government officials to validate authorisation would
also be required.
Standards
Evolving the necessary Metadata Standards for Preservation (what, when and how). Study the
existing Standards w.r.t Digital Preservation. Other related Standards for Digital Preservation
to be studied and implemented.
Further, other Standards for Data Archival including Metadata should be vendor and
technology neutral.
Projects to be initiated
Initiate a project on Digital Preservation with essential technology elements such as records
management, e-mail archiving and e-discovery tools. The project could also try a pilot
integration with a Digital Repository bringing together the silos of application archives.
Study the existing e-Office Mission Mode project scope w.r.t Record management and identify
the gaps.
New R & D projects can be initiated to study the upcoming technologies for Digital
preservation best suited to e-Governance.
There is also a need to develop a preservation technology watch for file formats and new
technologies, emulators and migration routines, and information on and repositories for
obsolete software.
Long Term Recommendations and Actions
Infrastructure


Considering the fact that it may not be feasible for various government agencies to have
separate Digital Preservation infrastructure (technically, organisationally and financially ),
it would be relevant to think on the lines of having a National Digital Information
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Infrastructure supporting a distributed system of digital Repositories. This would call for
having sufficient number of trusted organizations capable of storing, migrating, and
providing access to digital collections of government data in a secured manner.


All Govt. Departments managing large amount of digital records must avail the services of
a third party Trusted Digital Repository



To ensure the requisite trust and integrity, a process of certification of 3rd party digital
repositories would be needed.

Legal Framework
Study the existing legal framework in India and make necessary amendments for Digital
preservation of electronic records.
See section on “gaps in current practice” for more details.
Capacity Building within the Departments
Necessary change management and teams need to be in place within the departments and in
projects to ensure various aspects of Digital preservation which is an ongoing process.
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3. Digital Preservation Needs of NIC
Sukhdev Singh, Technical Director, NIC
Introduction:
National Informatics Centre (NIC) is a premier Information Technology organization under the
Department of Information Technology of the Government of India. It is at the forefront of the
active promotion and implementation of Information and Communication Technology (ICT)
solutions in the government. NIC has spearheaded the e-Governance drive in the country for
the last three decades building a strong foundation for better and more transparent
governance and assisting the governments endeavour to reach the unreached [1]. NIC is
providing network backbone and e-Governance support to Central Government, State
Governments, UT Administrations, Districts and other Government bodies. It offers a wide
range of ICT services including Nationwide Communication Network for decentralised
planning, improvement in Government services and wider transparency of national and local
Governments. It hosts over 5000 Governmental websites and applications as well as a singleaccess portal for citizen centric information. It has vast infrastructure all over the country along
with Integrated Network Operations Centre (I-NOC) for round the clock monitoring of all the
WAN links across the country. It has Data Centres located at its HQs and State Centres having
storage capacity of about 450 TB. Some of its activities, projects and services includes:
Internet/Intranet Infrastructure (PCs, Office Productivity Tools, Portals on Business of
Allocation and Office Procedures); IT enabled Services including G2G, G2B, G2C, G2E portals; IT
Plans for Sectoral Development; Business Process Re-engineering; Digital Archiving and
Management; Digital Library; E-Commerce; E-Governance; Geographical Information System;
IT Training for Government Employees; Video Conferencing; Web Services; General Informatics
Services; Medical Informatics; Bibliographic Services; Intellectual Property and Know-How
Informatics Services; Setting up of Data Centres; Building Gigabit Backbone; IT Consultancy
Services and Turnkey IT Solutions.
Nature of Digital Records with NIC:
Use of ICT for efficiency, effectiveness, transparency and accountability of informational and
transactional exchanges within and between government agencies at various levels and to
empower citizens through access and use of information is called e-Governance. NIC is
providing such e-governance support to government agencies at all levels i.e. Central, State
and District levels and in some cases upto Block levels. NIC has conceptualised, developed and
implemented a very large number of projects for various Central and State Government
Ministries, Departments and Organisations. Many of these projects are continuing projects
being carried out by various divisions of NIC at New Delhi Headquarters and State/District
centres throughout the country [2]. These range from Accounts, Agricultural, Animal,
Production Health, Audit, Central Excise, Rural Information, Elections, Energy, Community
Informatics, Environment and Forest, Fertiliser, Food Processing, Land Records, Minority
Affairs, Statistics and Programme Implementation, Personnel and Public Grievances
Informatics Division, Rural Development, Vehicle Registration, Vigilance, and Water Resources
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etc. NIC acts as information technology consultant in most of the projects. The ownership of
the digital records is with the respective government agencies or user departments.
Current Practices of Handling Digital Records at NIC:
NIC has set up state of art Internet Data Centres (IDC) at NIC Hqs, New Delhi as well as 30 small
data centres at various state capitals [3]. NIC Internet Data Centres combine around-the-clock
systems management with onsite personnel trained in the areas of Server Administrators,
Database Administrators, Internet, and systems management. This infrastructure facilitates
high availability, quick scalability, efficient management and optimized utilization of resources.
This also facilitates protection of data with efficient backup and recovery solutions. A Disaster
Recovery site has also been setup at NIC Hyderabad. Asynchronous replication is done over
WAN using FC-IP protocol.
Relevant practice, from the point of view of digital preservation, is that of offering standard
Technology Stacks (list of technologies) by data centres. For example, it offers shared web site
hosting on (i) Linux with MySQL / Oracle or (ii) Windows with MS-SQL / Oracle. Such standard
technology stacks when upgraded ensure consistence migration of digital records. Similarly in
case of dedicated hosting managed by IDC, necessary software platform, storage, networking
etc. is provided by IDC. No third party software is allowed and all upgrades are done by IDC.
Type of Data Stored at NIC:
All types of data are involved in projects dealt by NIC is stored at IDCs. These are:
 Emails
 Web Content
 Transaction Data
 Facts or Statistical Data
 Images
 Geographical Data
 Textual Documents
Rough estimates indicate about 250 TB of data is stored at various data centres of NIC. Annual
growth of this data is estimated at about 100 TBs.
Backup Technologies and Practices:
NIC has infrastructure for providing the automated backup facility to the servers located in
IDCs. Full, Differential as well as Incremental Backup on Daily, Weekly and Monthly basis is
available. Backup hardware includes automated LTO Generation-1, 2 & 3 tape Libraries with
Twenty Tape drives and 530 media slots. Backup storage capacity is 180TB uncompressed and
350TB when compressed with 2:1 Compression capability. Private LAN is used for backup to
avoid traffic congestion on public LAN. CA's Bright Store and Backbone's NetVault backup
manager are used for taking and restoring backups.
Type of Data Required to be Preserved:
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Most of the digital records held on NIC servers and Data Centres are generated in project of
various Central / State / District level government departments and agencies being
implemented through NIC. The ownership of such digital records is with the respective
government agencies or users. The functional requirements of the applications and records are
provided by the user agencies. Preservation requirements should ideally be specified by
respective user agencies.
Digital records created under e-governance process are considered and treated like any other
government record [4]. Department of Administrative Reforms and Public Grievances (GOI)
has recommended ‘records retention schedule in respect of records common to all ministries
and departments’ [5]. It has even provided guidelines for emails [6] and their retention
periods. As such, digital records of e-governance have to be retained and preserved for the
minimum period as per records retention schedule. This retention schedule would vary
depending upon the content of digital records in same manner as that of paper records.
For the sake of practical considerations and efficiency of preservation process, a distinction
between primary and surrogate records could be made. In case the digital record is a surrogate
or digital copy of physical record then its preservation could be considered as optional. In case
of a primary digital record i.e. digitally born record, if an authentic physical has been
generated, the preservation could be considered as desirable otherwise it should be essential.
NIC would require giving priority to preserve e-governance records held by it especially were
no authentic physical records are created. The preservation of such digital records should be at
least for the period as recommended for relevant record retention schedule [5].
Data Intensive Applications:
NIC hosts over 5000 Website and e-governance applications of Central Govt. Ministries &
Departments, Districts of India, States and UTs Govt. etc [2]. It handles about 130000+ email
accounts [7]. Some of the most data intensive applications include Passport Information
System [8], State level land records, treasury computerization of various states, Speed Post
and e-Post systems [9], Judgement Information System [10], etc.
Authenticity and Integrity of Digital Records:
Authenticity of record means that it is an accurate account of an activity, transaction, or
decision. Authenticity has to be insured at level of user departments. At application level it can
be implemented by having different roles for different type of users with a hierarchical
structure roles and responsibility. Integrity means that the record has not changed without
complete documentation of each change. Here security of the application, servers and
network plays an important role. NIC has well established security policies and infrastructure
taking care of such security issues [11]. Every application before it can be hosted on public
servers has to undergo the process of security audit. Publically accessible servers are scanned
for venerability. These are updated from with latest security patches. There are firewalls to
thwart any unauthorised access to servers. NIC’s Data Centre is ISO 27001 Certified [12]. This
requires NIC management to: (i). Systematically examine the organization's information
security risks, taking account of the threats, vulnerabilities and impacts; (ii). Design and
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implement a coherent and comprehensive suite of information security controls and/or other
forms of risk treatment (such as risk avoidance or risk transfer) to address those risks that are
deemed unacceptable; and (iii). Adopt an overarching management process to ensure that the
information security controls continue to meet the organization's information security needs
on an ongoing basis. NIC has a comprehensive Crisis Management Plan in place that includes
handing of security issues.
Requirement for Preservation of Digital Records:
Government organisations and agencies are accountable to public. Records assure the
accountability of government over time and are essential element of good governance.
Government agencies are required to comply with various public records legislations.
Government is increasingly using ICT to manage itself and reaching out and delivering service
to public. This e-governance produces e-records or digital records. Such records are treated
equivalent to any other physical or paper records according public records legislations. These
may be needed to support the delivery of programmes and services and to meet accountability
and archival obligations.
Digital Records are different from physical records like those on paper as they require to be
interpreted by suitable technology before they can be interpreted by humans. The media on
which digital contents are stored are more vulnerable to deterioration and catastrophic loss
than some analog media such as paper. This characteristic of digital records leaves a very short
time frame for preservation decisions and actions. Digital technology is evolving rapidly. When
faster, more capable and less expensive storage and processing devices are developed, older
versions become obsolete in matter of few years. When software or decoding technology is
abandoned, or a hardware device is no longer in production, records created with such
technologies are at great risk of loss, simply because they are no longer accessible. This
challenge is exacerbated by a lack of established standards, protocols and proven methods for
preserving digital information [13]. Thus, digital records are more fragile than paper records
and there is increasing concern to preserve such records.
International Scenarios of Digital Preservation:
Digital preservation is the management of digital information over time. It is not one time
process or product but should be seen as the set of processes and activities that ensure
continued access to information and all kinds of records. In 2006, the Online Computer Library
Center developed a four-point strategy for the long-term preservation of digital objects that
consisted of: (i) assessing the risks for loss of content posed by technology variables; (ii)
evaluating the digital content objects to determine what type and degree of format conversion
or other preservation actions should be applied; (iii) determining the appropriate metadata
needed for each object type and how it is associated with the objects and (iv) providing access
to the content[14]. Minnesota State (US) Archives Department, Minnesota Historical Society
has issued Electronic Records Management Guidelines [15]. These Guidelines provide
information on a variety of topics, such as file formats and file naming, electronic records
management strategies, electronic document management systems, digital media, storage
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facilities and procedures, e-mail and web content management, and electronic and digital
signatures. According to the guidelines, digital record, like any other record, has to be
Trustworthy (legally admissible), Complete (should have all the information necessary to
ensure their long-term usefulness), Accessible and Durable (for designated records retention
period). In 1991, the National Archives and Records Administration (NARA), in conjunction with
the National Association of Government Archives and Records Administrators, conducted a
study of digital imaging and optical media storage technologies at the State and local
government levels [16]. It lists significant technical and administrative recommendations for
selecting and managing optical storage systems for overall goal of maintaining access to
records of long-term value stored in digital format. NASCIO, that represents state chief
information officers and information technology executives and managers from state
governments across the United States, has discussed issues, opportunities and best practices
for electronic records in government [17].
General Strategies for Preservation of Digital Records:
There are various strategies available for preservation of digital records mostly to be used in
combination. These are:
(i)
Refreshing - transfer of data between two types of the same storage medium so there
are no bitrate changes or alteration of data.
(ii)
Migration - transferring of data to newer system environments. This may include
conversion of resources from one file format to another, from one operating system to
another or from one programming language to another so the resource remains fully
accessible and functional.
(iii)
Replication - creating duplicate copies of data on one or more systems is called
replication. Digital data is more likely to survive if it is replicated in several locations.
(iv)
Emulation - replicating of functionality of an obsolete system.
Metadata i.e. data related digital file that includes information on creation, access rights,
restrictions, preservation history, and rights management should be attached to each digital
record in durable format. To standardize digital preservation practice and provide a set of
recommendations for preservation program implementation, a Reference Model for an Open
Archival Information System (OAIS) is available [18].
Short Term Strategies for Preservation of Digital Records:
In short term, following path may be followed for digital preservation of records:
(i)

Awareness about digital obsoleteness in the organisation.

Normally, user govt. departments list out only functional and esthetical requirements for IT
projects. No special requirements are given to regarding retention periods of the e-records.
There is need for generation of awareness among the user govt. departments that technology
change rapidly and digital records are venerable to technological obsoleteness. Hence there is
need for explicit digital preservation of e-records requirement is specified along with other
functional requirements of various IT applications. Preservation is expensive in terms of
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resources that need be dedicated for planed process taking care of technology obsolesces and
migration of data. Retention periods and priorities for various types of e-records need to be
specified. Periodical seminars on digital preservation targeting user departments should be
included in short term strategies.
(ii)

Digital Preservation Policy for the Organization.

An institutional policy for digital preservation needs to be specified for NIC. It should be
inclusive and cross-departmental. It should relate NIC’s goals, objectives and mission
statements. There should also be a section to highlight the benefits of sustainable digital
collections.
The institutional digital preservation policy should recommend use of agreed, open and
interoperable standards. List objectives of preservation and how these objectives can be met
through specific activities. Whether the preservation activities be outsourced or carried inhouse. It must categorise different types of digital records and data available with the
organisation. Priorities and retention periods of different types of records should be specified.
It should also describe as how digital preservation should be implemented. Whether there
would a central department or division taking care of overall digital preservation requirements
of the organisation or it should be distributed across various divisions. There could also be a
hybrid model where a dedicated division may develop overall programme and guidelines and
delegate the actual implementation to respective departments and divisions. The scope of
preservation activities should be made clear. Preferred file formats should also be listed be
included in the digital preservation policy. It should also include as who would be ultimately
responsible for digital preservation within the organisation. What would be the funding, staff
and training of the staff? Policy review and version control should also be within the scope of
the organisation’s digital preservation policy.
(iii)

Implementing the Digital Preservation Policy.

A road map for implementing the organisational digital preservation policy needs to be
chalked out. Going all out in one go would not be advisable for whole of the organisation in the
short term. Few pilots should be designed first. These pilots should of short duration and cover
all types of records as sample sets.
(iv)

Review of Digital Preservation Policy.

Depending upon the outcome of the pilot projects, a comprehensive review of the digital
preservation policy need to be undertaken.
Long Term Strategies for Preservation of Digital Records:
(i)
Developing a reference model for Digital Preservation.
Under long term strategies, a digital preservation reference model has to be in place.
Institutional reference model would be based on Open Archival Information System (or OAIS).
(ii)
Establishing a Digital Preservation Authority.
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A Digital Preservation Authority would be required for reviewing institutional digital
preservation policy, monitoring its implementation and compliance. It could be a centralised or
cross divisional in structure.
(iii)
Implementation of Digital Preservation Processes.
a) For data and e-records archived on media for future use, refreshing of the media be
done at regular intervals. This interval should be well within the normal life of the
media.
b) Periodic review of existing set of technologies being utilised for applications need to be
institutionalised. Where next generation technologies are available, need for migration
be accessed.
c) Ensuring replication of data, not only for disaster recovery, but also for digital
preservation.
d) Where migration from existing set of technologies is not feasible, replicating the
functionality (Emulation) in future is to be ensured.
e) Suitable meta-data standard for preservation be adopted and adhered.
(iv)
Digital Preservation Audit.
Internal audit of digital archives and process be done every year. The internal audit team may
consist of persons co-opted across various divisions. External audit of archives and
preservation processes may be done from time span of three to five years. This job can be
outsourced from reliable and certified auditors if available.
Conclusion:
NIC undertakes projects of governmental agencies at national, state and district levels. It has
robust infrastructure to hand digital records at large scale and to insure its security. Statutory
provisions treat electronic records like any other physical or paper records and prescribe
retention periods for various types of records. Though policies regarding handing, retention
and preservation of digital records have to primarily come from user departments, NIC should
make provision for preservation requirements of digital records through well established set of
strategies and procedures.
References:
[1].
National Informatics Centre. http://www.nic.in/nicportal/aboutus.html
[Retrieved 03 May 2010]
[2].
National Informatics Centre. Projects. http://www.nic.in/nicportal/projects.html
[Retrieved 03 May 2010]
[3].
National Informatics Centre. Internet Data Centres. http://idc.nic.in/
[Retrieved 04 May 2010]
[4].
Public Records Act, 1993.
http://nationalarchives.nic.in/writereaddata/html_en_files/html/public_records93.html
[Retrieved 04 May 2010]
[5].
Department of Administrative Reforms and Public Grievances (GOI)
http://darpg.nic.in/arpg-website/RRS.PDF [Retrieved 07 May 2010]

National Report on Digital Preservation Requirements of India, Volume-II
22

Digital Preservation Needs of NIC

[6].
Department of Administrative Reforms and Public Grievances (GOI)
http://darpg.nic.in/arpg-website/ereference/e-mail-mgmt.doc
[Retrieved 07 May 2010]
[7].
NICEMAIL. http://mail.nic.in [Retrieved 07 May 2010]
[8].
GOI, MEA. Consular Passport and Visa Division. https://passport.gov.in/
[Retrieved 07 May 2010]
[9].
GOI, DoP. India Post. http://www.indiapost.gov.in/
[Retrieved 08 May 2010]
[10]. Judgement Information System. http://www.judis.nic.in/
[Retrieved 07 May 2010]
[11]. National Informatics Centre. Cyber Security Group. http://security.nic.in
[Retrieved 05 May 2010]
[12]. ISO/IEC 27001:2005. http://www.iso27001security.com/html/27001.html
[Retrieved 07 May 2010]
[13]. Levy, D. M. & Marshall, C. C. (1995). Going digital: a look at assumptions underlying
digital libraries," Communications of the ACM, 58, No. 4: 77-84.
[14]. Online Computer Library Center, Inc. (2006). OCLC Digital Archive Preservation Policy
and Supporting Documentation, p. 5
[15]. State Archives Department, Minnesota Historical Society. Electronic records
management guidelines. 2004.
http://www.mnhs.org/preserve/records/electronicrecords/erguidelines.html
[Retrieved 11 May 2010]
[16]. National Archives and Records Administration. Digital-Imaging and Optical Digital Data
Disk Storage Systems: Long-Term Access Strategies for Federal Agencies. 1994.
http://www.archives.gov/preservation/technical/imaging-storage-report.html
[Retrieved 11 May 2010]
[17]. NASCIO. Ready for the Challenge? State CIOs and Electronic Records: Issues,
Opportunities and Best Practices. 2008.
http://www.nascio.org/publications/documents/NASCIO-E-RecordsChallenges.pdf
[Retrieved 03 May 2010]
[18]. Reference Model for an Open Archival Information System (OAIS). CCSDS 650.0-B-1,
Blue Book, January 2002. http://public.ccsds.org/publications/archive/650x0b1.pdf
[Retrieved 03 May 2010]

National Report on Digital Preservation Requirements of India, Volume-II
23

Recommendations of National Archives of India

4. Recommendations of National Archives of India
Dr. Meena Gautam, Dy. Director of Archives, NAI

Introduction:
Ministries/Departments of Government of India create many records in digital format. These
includes generally word documents, excel sheets, database, scanned images, other formats
and emails. The creating agencies are responsible for creation, management and preserving
these digital records for as long as they are required. A comprehensive uniform framework
with guidelines for digital record keeping should be developed for the creating agencies.
Digital records are created as evidence of governmental activity and captured into record
keeping system alongwith metadata that describes their content, structure and context.
The digital records created should be accessible for as long as they are required. They can be
accessed through legislation on archives (Public Records Act of 1993 and Public Record Rules
1997, under revision), Right to Information Act, IT Act 2000 as amended etc. Digital records
should be stored/migrated in accordance with the uniform system which has to be developed
based on Govt. practices and programmes and to access them as and when required. Since
digital records can be easily modified, their security is very important to maintain their
authenticity and integrity while in custody of the Creating Agency as well as the Digital
Repository for long term preservation. Keeping in view the rapid obsolescence of the digital
technology, Govt. Ministries/Departments should plan for disaster management of these
digital records as they reflect the cultural documentary heritage of the country.
Government Ministries/Departments should plan for the short term as well long term
preservation of the digital records in association with IT Department, NIC and NAI. Digital
records that are to be retained indefinitely by the Government Departments require
preservation policy, public guidelines, best practices to ensure their ongoing accessibility after
their transfer to NAI as per laid down procedures on the basis of PRA and Rules, IT Act 2000 as
amended.
Digital records of temporary/short term value must be destroyed periodically by the creating
agency in prescribed manner as per guidelines of Digital Record Retention Schedule as per
Archival Legislation. For this, there is need to have standard guidelines for preparing Record
Retention Schedule for digital records as is done in case of paper records.
Digital records of archival value for long term Preservation should be transferred to the NAI by
the Record Creating Agency as per laid down procedures and guidelines of Record Retention
Schedule as mandated under the Public Records Act and Rules (which is under revision).
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RECOMMENDATIONS OF NATIONAL ARCHIVES OF INDIA
1. Need to lay down standards and guidelines for e-records for their management,
administration and preservation. There are no specific yardsticks for Electronic Records
except defining it under Section 2(e) (iv) of the Public Records Act of 1993, which defines
e-records as any other material produced by a computer or by any other device, of any
records creating agency. `Action is being taken by National Archives to amend the PR Act
to include electronic records, its management, administration and preservation’.
2. Guidelines for management for e-records which are born digital and retire digital has to be
different from paper records. An Expert Group needs to lay down uniform standards and
norms for recording, reviewing, indexing, by drawing up retention schedules for e-records
which can be followed by all Government Ministries/Departments in their current and
semi-current stage and for their appraisal before transfer to NAI based on mutual
consultation of the creating Agency and NAI.
This aspect need to be defined by the Expert Group in consultation with Department of
Personnel for Common Office Services and for Substantive functions of respective
Ministries/Departments need to be developed in collaboration with NAI as stipulated
under Public Record Act -1993 and the IT Act of 2000.
(While paper records are being retained for 25 years in the records rooms of respective
Records Creating Agencies, it is doubtful if e-records could be retained by the creating
agency for such a long period in an electronic device like computer, given the conditions of
fast changing technology, 1 yea, 2 years or when to transfer to a Digital repository .?? )
3. Expert Group have also to take into account the retention of electronic records as
envisaged under Section 7 of the IT Act, 2000 which states ‘Where any law provides that
documents, records or information shall be retained for any specific period, then, that
requirement shall be deemed to have been satisfied if such documents, records or
information are retained in the electronic form’.
Separate rules have to be formulated for drawing up of retention schedules, appraisal
and transfer of e-records for short term and long term period.
4. In managing e-records in their entire life cycle, some specific guidelines and best practices
in Ministries/Departments out of their working in e-environment which could be followed
by the other Digital Record Creating Agencies needs, to be laid down for better
understanding, technique and expertise to handle e-records by the creating agencies and
by NAI subsequently after transfer of Digital records to NAI like paper records. Has to
ensure that e-records of enduring value could also be archived for future use and
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consultations by administrators, scholars and other users right from their conceptual
stage.
NAI should be developed as a hub centre for preserving the digital information being the
NODAL AGENCY for upkeep of paper and other formats of records including e-records as
per the mandate of Public Records Act and Public Record Rules for the benefit of
administrators, scholars and users of Archives.
5. Need to bring in suitable clauses in the Public Records Act and Rules keeping in view the
mandate of NAI for both short and long term preservation of digital records generated by
Union Government/Ministries/Departments and PSUs and their archiving in Departmental
Record Rooms and NAI for which NAI is taking necessary action for amendment of the PR
Act. This can be achieved only by active collaboration with IT Department, DOPT and NIC.
6. An Expert Group should standardize some uniform set of standards/guidelines for the
formats to be used in all Govt. of India Ministries/Deptts. for creation of digital records, its
formats in reference to file content, structure and context and metadata and migration of
information for storage of data and likewise on line of programme to be followed in
various Ministries/Departments on uniform pattern and engage trained manpower and
skill development of the persons already in the field.
7. NAI should be developed as a hub centre by M/o Information Technology, NIC & DOPT for
preserving the digital information being the nodal agency for upkeep of paper and other
formats of records including e-records as per the mandate of PRA and Rules for the benefit
of administrators, scholars and users of Archives as NAI roadmap could be evolved on the
practice of the various Ministries/Departments who will transfer their e-records for long
term preservation to NAI. Regular awareness programmes for the personnel in the
Ministries and departments and NAI should be conducted for apprising them of the latest
development in the field of IT and digital record management practices..
8. The expert group should also recommend a regulatory mechanism in order to ensure
management of e-records throughout their life cycle, either for short term or long term
preservation by all Ministries/Departments of Government of India to ensure effective
implementation of the penal clauses in the IT Act of 2000, RTI Act of 2005 and Public
Record Act and Rules, to fix up accountability and responsibility of the public authorities
and its work force who are generating e-records for their maintenance, preservation and
transfer to NAI.
SHORT TERM MEASURES ( 1-3 YEARS)
9. Formation of Corpus of Experts in collaboration with NAI, Ministry of IT, NIC and DOPT to
take backup of all electronic records in appropriate medium for storage which would
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subsequently be migrated to latest technology keeping pace with the changing technology
without loss of information as per PR Act and Rules as immediate steps to preserve Digital
Information.
LONG TERM MEASURES ( 10 YEARS AND BEYOND)

10. An Expert Group should develop standards/guidelines for developing the retention
schedule common to all and for substantive e-file of Ministries/Departments. Framing of
Migration and Emulation Policy and methods for appraisal/transfer/access of e-records
(both born digital and converted to digital mode). (An Emulation policy is an approach
which keeps the source digital object in its original data format but recreates some or all of
the processes (for instance the hardware configuration or software applications such as
operating system) enabling the performance to be recreated on current computer.
Migration & emulation also support different levels of accessibility to the records) (Ref:
http://www.naa.gov.au/images/an-approach-green-paper_tcm2-888.pdf)
Note:
NAI still considers that the best method of storing the electronic records from archival point of
view is to convert them in to analog microfilm medium as the life expectancy of the same is
more than 500 years. Moreover the microfilm medium allows converting the analog medium
in to digital medium which will facilitate the recovery of data in case of system failure.
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5. Integrity and Authenticity of Digital Document
Debjani Nag, Deputy Controller, Controller of Certifying Authorities (CCA)

Public Key Infrastructure for Digital Signatures under the IT Act.
The Controller of Certifying Authorities (CCA) was appointed by the Central Government
under Section 17 of the Information Technology (IT) Act enacted in June 2000. The IT
Act promotes the use of Electronic Signatures for e-Governance and e-Commerce
through legal recognition to electronic records and treats Electronic Signatures at par
with hand written signatures. Digital Signatures, a form of Electronic signatures, identify
& authenticate the senders and ensures that the original message is not altered in any
manner.

The IT Act defines the legal and administrative framework for the

establishment of a Public Key Infrastructure (PKI) in the country for creating trust in the
electronic environment.
Digital Signature using Public Key Cryptography is a mechanism which can be used to
meet the objectives of authentication, integrity and non-repudiation. The system works
around a pair of keys - one public and the other private - associated with the subscriber.
The private key component of the subscribers key pair is used to generate the Digital
Signature while the public component is used for its verification. While the private key
remains with the owner, the public key is certified by a trusted agency in the form of a
Digital Signature Certificate (DSC). These DSCs are issued by Certifying Authorities (CA)
who have been licensed by the Controller of Certifying Authorities (CCA) to do so under
the IT Act. The CAs also maintains a Certification Revocation List (CRL) which contains
information on revoked DSCs. While accepting a digital signature as valid, it is the
responsibility of the relying party to make sure that the DSC has not been revoked by
checking the issuers CRL. On the other hand, the holder of a DSC has to inform the
issuing CA to revoke the certificate if he/she believes that the security of the private key
has been compromised. The onus of protecting the private key lies with the subscriber.
Digital Signatures using PKI also ensure integrity of the signed data. A message digest or
Hash of the data to be signed is generated using standard hashing algorithms which are
well known one-way functions. If any modification is made to the data which has been
signed, recalculation of the hash at a later date will render the signature invalid.
The requirements of integrity and authenticity of data and transactions are met through
the Public Key Infrastructure set up by the CCA under the IT Act.
The office of CCA came into existence on 1st November 2000. The various functions of
the office of CCA have been defined in Section 18 of the Information Technology Act,
2000. The CCA licenses Certifying Authorities (CAs) and monitors their operations
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continuously. Public Keys of the CAs are certified by the Root Certifying Authority of
India, (RCAI) which has been established by CCA under Section 18(b) of the IT Act. Seven
CAs licensed by the CCA are currentl;y in operation. The Public Key Infrastructure set up
in India comprises of these licensed CAs.
For the growth of Digital Signatures in the country and ease of use of these signatures in
various applications, Office of CCA has taken various proactive steps. These include
continuous review and updation of standards, notification of interoperability guidelines,
and incorporation of CCA’s Root Certificate in Microsoft IE Browser. It is also taking
various initiatives like, setting up of the Online Certificate Validation Services, and
incorporating CCA’s Root Certificate in various other popular browsers like Mozilla
Firefox etc. For user awareness on PKI, various training programmes are conducted all
over the country. Office of CCA has also become a member of Asia PKI Consortium for
co-operation with regional bodies for the promotion of PKI. It is also implementing the
MoU signed between Government of India and Government of Mauritius for
implementation of PKI in Mauritius.
More than 15,00,000 Digital Signature Certificates have been issued so far by the
licensed CAs. Digital Signatures are being used in various applications such as email
signing, electronic funds transfer, e-Procurement/e-Tendering, share trading; issue of
import/export licenses by DGFT, filing of company returns with the Ministry of Company
Affairs, Real Time Gross settlement System & EFT of the RBI, and Income Tax filing. More
and more applications are being PKI enabled to use Digital Signatures. Digital Signatures
verifiable under the provisions of the IT Act 2000 provide authentication and legal
validity to online electronic transactions.
Requirements in respect of Records Archival for Certifying Authorities specified in the
Rules under the IT Act.
1. Digital Signature Certificates stored and generated by the Certifying Authority must
be retained for at least seven years after the date of its expiration. This requirement
does not include the backup of private signature keys.
2. Audit information as detailed in para 9, subscriber agreements, verification,
identification and authentication information in respect of subscriber shall be
retained for at least seven years.
3. A second copy of all information retained or backed up must be stored at three
locations within the country including the Certifying Authority site and must be
protected either by physical security alone, or a combination of physical and
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cryptographic protection. These secondary sites must provide adequate protection
from environmental threats such as temperature, humidity and magnetism. The
secondary site should be reachable in few hours.
4. All information pertaining to Certifying Authority's operation, Subscriber's
application, verification, identification, authentication and Subscriber agreement
shall be stored within the country. This information shall be taken out of the country
only with the permission of Controller and where a properly constitutional warrant
or such other legally enforceable document is produced.
5. The Certifying Authority should verify the integrity of the backups at least once
every six months.
6. Information stored off-site must be periodically verified for data integrity.
Issues in long term validation of Digital signatures


Integrity and authentication of data needs to be maintained after any change in the
archived data.



PKI based digital signature is the only legally valid electronic signature that can be
used to authenticate electronic information in a way that the origin of the
information, as well as its integrity can be determined.



To use the signature for longtime, the document should be time stamped after the
signing process. Along with the time it also provides confirmation that the signing
had been carried out when the DSC was valid.



Available Signature Verification tools are essentially proprietary in nature. There is a
requirement for standard tools to check the integrity of the archived data using PKI
based digital signatures.



CRL & path validation information should be available for the retention period of
archived data.



Time-stamping services provide assurance that data was submitted to the timestamping authority at a certain point in time.



The time-stamp signed by the Time Stamping Authority (TSA) also uses PKI based
Digital Signature.
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Time stamping also provides increased assurance of non-repudiability in respect to
the possibility of time related frauds by bonafide signer.



In order to tackle situations like loss of verification information such as revocation
information, certificates & validation chain it may be required to store all these
along with the signed archived data.



The same method of availability of validation information is required in the case of
Time stamping also. The certificate used to create the timestamp and its validation
chain is also needed to be preserved along with the time-stamped archived data.



The format of the electronic signature need to be important role in the case where
archival need to be preserved for a long time.



The signature on Long term archived records needs to be checked beyond the
validity period of the signer’s certificate and the issuer’s certificate(s).



There may be requirement for migration to new format due to software and
hardware obsolescence



After migration, the original data undergoes change and the original signature and
time-stamp will not be valid. The data will have to be signed and time-stamped
once again.
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6. Digital Preservation of Citizen Identity Repository
Sumnesh Joshi, Assistant Director General, UIDAI

1. About UIDAI
The Government of India (GoI) has embarked upon an ambitious initiative to provide a Unique
Identification (UID) to every resident of India and has constituted the Unique Identification
Authority of India (UIDAI) for this purpose. The timing of this initiative coincides with the
increased focus of the GoI on social inclusion and development through massive investments
in various social sector programs, and transformation in public services delivery through eGovernance programs. The scale of the UID initiative is unprecedented and its implementation
will involve active participation of Central, State, and Local Governments, as well as public and
private sector agencies across the country.
The UID has been envisioned as a means for residents to easily and effectively establish their
identity, to any agency, anywhere in the country, without having to repeatedly produce
identity documentation to agencies. The UID would thus ensure that residents across India –
including the poorest and the most marginalized – can access the benefits and services that
are meant for them. The UID would thus be critical to the government achieving its goals of
social justice and inclusion over the next decade.
The brand name of the unique identification number is AADHAAR. The name ‘AADHAAR’
communicates the fundamental role of number issued by the UIDAI: the number as a
universal identity infrastructure, a foundation over which public and private agencies can
build services and application that benefits residents across India.
2. UIDAI implementation model
In next 4and half years about 600 million AADHAAR numbers will be issued. UIDAI approach
leverages the existing infrastructure of Government and private agencies across India UIDAI
will be regulatory authority managing a Central ID Data Repository which will issue AADHAAR
number , update resident information and authenticate the identity of resident as required
The UIDAI as a statutory body will be responsible for creating administrating and enforcing
policy. It will prescribe guidelines on the biometric technology, the various processes around
enrollment and verifications procedures to be followed to enroll into the system.

Central Identities Data Repository
The CIDR will be the central data repository and will function as a managed Service
Provider. It will implement the core service around UID It will store resident records,
issue AADHAAR and verify, authenticate and amend the resident data. CIDR will only
hold minimum information required to identify the resident and ensures no duplicate.
The Unique Identity Number
The unique ID or AADHAAR will be a numeric that is unique across 1.2 billion residents in India.
AADHAAR number will be a 12 digit random number so will have no intelligence. UIDAI will be
National Report on Digital Preservation Requirements of India, Volume-II
32

Digital Preservation of Citizen Identity Repository

collecting the minimum data fields- Name , Date of Birth , Gender, Fathers/Mother/Guardian’s
name and UID ( Optional for adults residents ), Mother/wife/Guardian’s name and UID (
Optional for adults residents ), introducer’s name and UID ( In case of lack of documents ),
Address, All ten fingers prints, photograph and both Iris scans
The Unique ID agencies
The widespread implementation of the UID project needs the reach and flexibility to enroll
residents across the country. To achieve this, the UIDAI proposes to partner with a variety of
agencies and service providers (acting as Registrars, Sub-registrars and Enrolling Agencies) to
enroll residents for UID. By participating in enrolling residents, registrars and enrolment
agencies across the country would be part of a truly historic exercise, one which can make our
welfare systems far more accessible and inclusive of the poor, and also permanently transform
service delivery in India.
Setting standards on demographics and biometrics
The UIDAI approach relies on the uniformity of standards in certain vital area of operations the
demographic data fields and verification procedure in UID system as well as the biometrics
standards to be utilized needs to be standardized across the country and across the various
registrars in the UID system . Hence the UID established two committees one on Demographic
Data Standard and Verification Procedure Committee and other on Biometric Design Standards
for UID
Based on the Demographic Data Standard and Verification Procedure committee
recommendation UIDAI decided to go for the minimum data fields - Name , Date of Birth ,
Gender, Fathers/Mother/Guardian’s name and UID ( Optional for adults residents ),
Mother/wife/Guardian’s name and UID ( Optional for adults residents ), introducer’s name and
UID ( In case of lack of documents ) and Address.
Committee on Biometric Design Standards for UID applicants recommends standards of
biometric to meet the requirement of UIDAI relating to de-duplicate and authentication. In its
report committee has recommended the standards for face, fingerprint and iris image.
UIDAI decided as per Biometric Design standards committee recommendation that all ten
fingers prints, photograph and both Iris scans should be collected at the time of capturing the
demographic and biometric data of a resident.
3. Role of Enrolling Agencies
Enrolling agencies will carry out the various functions and activities related to UID enrolment
such as setting up of enrolment centres, undertaking collection of demographic and biometric
data for UID enrollment, etc. Enrolling agency has to met with the following conditions:National Report on Digital Preservation Requirements of India, Volume-II
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Procure Biometric Devices as per UIDAI Specifications:- The enrolling agency should procure
biometric devices (for fingerprint and iris capture), used for capture of biometric data at the
enrolling station, which conform to the specifications decided by UIDAI. Further the UIDAI shall
empanel vendors who can make these biometric devices available as per UIDAI specifications
and the Enrolling agency shall procure from among the empanelled vendors only.
Setting-up of Enrolment Stations and Enrolment Centres :-The number of enrolment
stations/centers and the duration shall be decided by the enrolment agency and approved by
Registrar taking into account a number of factors like population density, geographical and
topographical features, accessibility etc.
Send Enrolment Data to Registrar:-The UIDAI will prescribe the methods by which the data has
to be transferred to the Authority for storage in Central Identities Data Repository (CIDR). The
guidelines from UIDAI will relate to the transfer of data into specific memory devices and
transporting them through a secure network or physically by the postal or courier services to
the address which will be specified.
Privacy & Security:-Enrolling agencies are responsible to make sure that the data is kept in a
very secure and confidential manner and under no circumstances shall they use the data
themselves nor part with the data to any other agency than the UIDAI. Mechanisms to ensure
the same have to be put in place by the Enrolling agency and shall be subject to audit by
UIDAI/its representative from time to time.
4. Digital Preservation
Digital preservation plays a most important and vital role in UID system in view of its vastness
and linking with many applications running in the field.
There is a need to preserve Biometric data for 1.2 billion persons for “long-term” Total data
will be 10 MB per individual with 1MB of data and 9MB of images. Images will be BMP or
lossless JPG 2000. Data will be in enterprise strength database.
Biometric with the demographic data will be captured and send to the central repository for
de-duplication. .After de-duplication CIDR will issue a 12 digit random number as unique
identity number known as AADHAAR.
It’s imperative to preserve Biometric data for de-duplication exercise as it should run on
combination of current and expired records. It is extremely critical to preserve the data and to
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have system in place to regenerate the data in case of loss. Also It’s critical to have historical
demographic data for expired records preserved for reference.
Storing of Database and security design
Aadhar database is going to be increased every year and biometric of child need to be taken at
the age of 5 and enforced by an expiry date column so after attaining the age of 18 the same
will be updated again. It is also necessary to record the death but system will not remove a
record upon a person death it will simply mark it as deceased and hence will render it inactive
for the purpose of authentication.
In the current context, archival of UID data is not an option as de-duplication has to operate on
the superset over time If there is any drastic change of technology requiring change in data
storage media/standard for biometrics, the selected vendors will provide migration tools to
move data to the newer media. In a way, the requirement for live data across generations
obviates the need for data preservation as there is no archival requirement on bio-metrics.
Security design at UIDAI secures all the components from logical and physical attack. It
includes firewalls, intrusion prevention and detection system, encryption etc and a proper
system administration.
The system is being implemented for the first time and hence there is no precedent in the
organization for digital preservation
5. Protection of Privacy
The Unique Identification Authority of India (UIDAI) accords highest importance and privacy to
the security of data collected on the residents who enrol themselves to obtain Ahdhaar. It is
the responsibility of persons employed by or associated directly or indirectly with the UIDAI
Registrars, CIDR ,enrolling agencies and other service providers to make sure that the data is
kept in a very secure and confidential manner and under no circumstances shall they use the
data themselves nor part with the data to any other agency than the UIDAI.
UIDAI recognize that the right of privacy must be protected and that the people are sensitive
to the idea of giving out their personal information particularly the idea of information being
stored at central database to be used for authentication. UIDAI will protect the right to privacy
of the person seeking AADHAAR.
UIDAI law is also in the process to give authority statutory power it is containing prescription
angst collection of information other then information permitted
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In the law there will be penal provisions against the persons employed by or associated
directly or indirectly with the UIDAI Registrars, CIDR, enrolling agencies and other service
providers for breach of certain key sections of the legislation -

including the specific

prohibitions on profiling , the disclosure of information and maintaining the confidentiality
To conclude, UIDAI will capture the data through partners and do de duplication and provides
authentication service. Another part is financial inclusion i.e. a bank account is to be opened
after allotting AADHAAR so the disbursement of public welfare schemes could be made
directly in the beneficiary’s bank account. People who don’t have anything to prove their
identity will now be able to give identity and through the machines like credit cards and mobile
network they will be authenticated. To provide these services digital preservation is of utmost
importance and critical.

National Report on Digital Preservation Requirements of India, Volume-II
36

Information Rights Management Framework For E-Governance System

7. Information Rights Management Framework For EGovernance System
Zia Saquib, Executive Director, C-DAC Mumbai and Manish Kumar
Abstract: Nowadays Information Security is becoming one of the topmost concerns for most of
the organizations these days. Even in the government sector it is becoming a key issue in its
highly networked systems where lots of document (sensitive and in digital form) keep moving
from one official to another. Once legitimate users have access to the information, they can
share it with unauthorized people, potentially breaching security policies. A framework is
required which can provide Government with greater control over sensitive information and
should significantly reduce the risk of having sensitive information in the hands of the wrong
people, whether by accident, thoughtlessness, or through malicious intent. This position paper
on Information Rights Management (IRM) Framework for e-Governance System is intended to
briefly contextualize issues around information security with an emphasis on developing a
framework on information security related policies, strategies, standards and regulations in
government.
Introduction: Information Rights Management is a term that refers to a technology which
protects sensitive information from unauthorized access. It is also referred to as E-DRM,
Enterprise Digital Rights Management. The Digital Rights Management (DRM) technologies are
typically associated with business to consumer systems designed to protect rich media such as
music and video whereas IRM technologies provides greater control to the enterprise sensitive
information and is typically used to protect information in a business to business model, such
as financial data, intellectual property and executive communications. IRM applies mainly to
documents and emails.
The basic functionality offered by an IRM solution usually comprises of:






Controlled access to information, such as controlling copy & paste, preventing screen
shots and printing.
Dynamic modification of access rights
Access control enforcement within and outside of organizational boundaries
Independent of document transfer
Full audit log of document access/modification

IRM is far more secure than simple password based protection; Standard encryption
techniques are used to protect the information. Importantly a document protected by an IRM
continues to remain protected even while document is in use and rights can be modified
dynamically depending upon the security requirements. Functionality such as preventing
screen shots, disallowing the copying of data from the secure document to an insecure
environment and guarding the information from programmatic attack, are key elements of an
effective IRM solution. An IRM system can take care of sensitive information right from its
creation till it is destroyed or achieved.
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Need and urgency for an IRM: The password based protection to protect information is not
sufficient as password protection allows you only to control "access" to the data. It does not
control on how that data is being used after it has been accessed. Most of the data leakages
happen via authorized users as authorized user can get access to secure information and after
gaining access to the secure information he/she can forwards it to unauthorized users. For
example, if you send me a document which is password protected, and I need to access it, you
will need to share the password with me. While you will control "who" has access to the
document, you do not have any control over "what" I can do with the document after I access
to it. I can print it, edit it, and forward it to somebody whom you'd not like me to. With IRM
you can specify granular controls that enable you to tightly control "Who" has rights on the
document, "What" are the rights he/she has (View, Print, Edit, Distribute), "When" can a
person perform the actions and from "Where". One can also make changes to the rights
dynamically after the document has been shared
IRM Framework for e-Governance Systems: There is an urgent need to create an IRM
Framework for government systems. It is the right time to have an IRM framework which can
take care of sensitive information right from its creation till it is destroyed or archived. The IRM
framework consists of an IRM engine and additional components, namely the repositories and
the access control mechanism. The proposed framework will perform all of the policy-related
tasks necessary to “enforce policy, with confidence that the policy shall be followed, from the
content owner to the remote environment where the content will be used.” Thus, policy
management also includes tasks such as authoring, distributing, and evaluating policy
expressions.
An IRM system deals with the three core entities: Users, Content, and Rights as shown in the
figure below. The Architecture deals with how these entities are modeled in the overall IRM
framework and their relationships. The main issues that require addressing in the
development of an IRM system include:




Modeling the entities
Identifying and describing the entities, and
Expressing the rights statements

Information Rights Management System for e-Governance will provides following basic
services
 Secure document from unauthorized access
o Enforce policy/rights on documents
o Dynamically modify policy/rights
 Online and offline document access
 Monitoring
 Audit Logging

National Report on Digital Preservation Requirements of India, Volume-II
38

Information Rights Management Framework For E-Governance System

Most of the Information Rights Management System involves a lot of key management, use of
standard encryption techniques both symmetric as well as asymmetric encryption techniques.
Besides these it uses authoring techniques by using XML based Rights Expression Languages
for specifying/expressing rights, and evaluation engine used for evaluating rights before
providing access to the information. An Information Rights Management System uses following
technologies
 Industry Standard Encryption Techniques
o Symmetric Encryption Techniques
o Asymmetric Encryption Techniques
 Cryptographic Key Management system
 Evaluation Engine
Conclusion: Information Rights Management systems are emerging as one of most talked
about areas in the industry. Information security is critical issue and need a lot of discussion.
This paper brings out the need and urgency for an Information Rights Management system for
e-Governance system. It will serve as a platform for discussion, singling out issues around
information security questions who, what, when, how, etc.
References:



ACM workshop, DRM
Methodologies and tools for Enforcement Layer, version 1.0
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8. Digital Preservation of Borne Digital Data - State of the Art
Sanjeev Kumar Gupta, General Manager, IBM
Will you be able to read this document in twenty five years? What about one hundred years? If
you print it on high-quality, acid-free paper and store it in a climate-controlled environment,
the answer is likely to be “yes”. But what if it is a Word 2002 file stored on a 700MB compact
disk and placed it in your desk drawer? In this case the answer is likely to be “no” for twenty
five years and “no” for certain in one hundred years. There would be issues of media longevity,
the existence of devices to read the media, systems code to access the device, code that can
interpret the media format, and finally a version of code that can interpret the data object.
The Challenge of Digital Data Preservation
Some of the challenges of LTDP exist for traditional objects; others are unique to digital
objects:


Lifetime of the medium – many (but not all) kinds of digital media have shorter lifetimes
than alternative traditional media.



Lifetime of the physical form factor (e.g., a 5 ¼” floppy drive) – this includes the lifetime of
a device that can read the form factor, the ability to attach the device to a computer, and
the lifetime of the software to access the device. This challenge is unique to digital media.



Ability to extract the object from the medium – digital media contain a collection of
entities, e.g., a file system on a CD; a prerequisite for using preserved objects is to know
how the bits on a medium are grouped into objects. This challenge is unique to digital
objects.



Ability to read the object – once an object has been extracted from the medium, one
needs to interpret its bits. While there may be difficulties with physical objects, e.g., in an
ancient language, the challenge for a digital object will almost certainly occur after
decades, whereas for physical objects it will likely not occur for centuries or millennia.



Understanding the object’s context– without knowing how/why an object (either physical
or digital) was created, it is impossible to truly understand the object, even if its contents
can be read, making it difficult to use for its original purpose or for any repurposing.



Knowing the object’s provenance – while this is a challenge with physical objects, it is an
even greater challenge with digital objects because of the ease with which digital objects
can be copied and altered, and because a digital object is not tied to any specific physical
entity.



Ensuring the integrity and security of the object – ensuring integrity of a digital object for a
long period has unique challenges: the object’s format may have to be modified to enable
accessibility, the relative strength of cryptographic algorithms diminishes over time,
keys/passwords need to be managed and secured, etc. Additional complexities arise from
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the need to on the one hand ensure secrecy for some objects and on the other hand
enable a service provider to transform the object’s format.


Organizational challenges – these include vendor viability, lack of interface with other
solutions, potential future cost, etc. Some of these challenges are unique to the digital
world (e.g., standards); others are shared with physical preservation (e.g., vendor viability).



Preserving the preservation system – while in theory an issue for physical entities, it is an
acute problem in digital preservation, since the preservation system is itself a digital
artifact. Printing to ensure future usability is not an option for at least three reasons: 1)
there is too much information, 2) printing can lead to a loss of information,1 and 3) for
many data types it may simply be impossible (e.g., three dimensional models, scientific
data, etc.).

Digital Me and the Personal Digital Dark Age
While digital preservation is a challenge facing all organizations that create digital records, it
increasingly touches individuals. “Digital Me,” which is data oriented around individuals and
their interactions with diverse institutions, across a lifetime of changing roles, and ultimately
for one’s estate and for posterity. Today, it is unclear whether our descendents will find
themselves without any record of their families – are we entering a personal digital dark age?
Others are asking these questions.
Leading LTDP proponents, such as the European Union (EU) and the US National Institute of
Health in relation to Electronic Healthcare Records (EHR), have expressed their worry about
the industry’s ability to ensure that our heritage will be retained for the future generations.
Long Term Digital Preservation
There is a lack of consensus on the definition of “Long Term Digital Preservation (LTDP)” within
the IT community and between the IT community and other communities, such as archivists or
records information managers (RIM). This lack of agreement leads to confusion. Further, it
leads vendors to erroneously claim that a traditional digital archive solution has solved the
problem of digital preservation, even though it does not address most of the challenges. In this
context, we offer an IT definition of Long Term Digital Preservation: Long Term Digital
Preservation (LTDP) is a secure and trustworthy mechanism to ingest, process, store, manage,
protect, find, access, and interpret digital information such that the same information can be
used at some arbitrary point in the future in spite of obsolescence of everything: hardware,
software, processes, format, people, etc. Interpretation can range from the relatively
straightforward ability to view the data (e.g., render an image on a current display device), to
more complicated processing (e.g., extracting text from a document and inserting into a
current program), to complete preservation of behavior (e.g., fifty years from now interacting
with ibm.com circa 2007 in the same way people interact today).
Long term is the period of time in which obsolescence starts to become a factor and depends
upon the object being stored, its format, the medium, etc. For objects with idiosyncratic
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formats or on short-lived media, this may be only a few years; for others, it may be over a
decade. To ensure that the relationship is understood, we also offer this IT definition of digital
archiving:
Digital archiving is a secure and trustworthy mechanism to ingest, process, store, protect,
manage, find, and access digital objects such that the same bytes comprising the object can be
retrieved at some limited point in the future in spite of obsolescence of hardware.
We see two main distinctions between digital archiving and LTDP:


Digital archiving addresses only obsolescence of hardware and makes implicit assumptions
on the availability of compatible software, formats, processes, etc. For many digital
archiving applications, these implicit assumptions are entirely valid, and incurring the
greater cost required to address the lack of compatible software, formats, etc., is not
justified.



Archiving focuses on being able to retrieve the stored content; LTDP focuses on ensuring
the information can be interpreted. This places additional responsibility on the
infrastructure in an LTDP solution; this responsibility is implicit in traditional digital
archiving solutions.

The Scenario
LTDP research originated in the mid-70s in the US Research Library Group. Since then,
numerous digital preservation initiatives have emerged and OAIS was created. Today, national
libraries, cultural heritage organizations and scientific organizations are at the forefront of
digital preservation, with national libraries the most advanced “industry sector” in LTDP
research and development. Other industries have only recently recognized the importance of
LTDP and their efforts to adopt it have been slowed by their more complex data requirements.
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The paper aims at proposing the following design of LTDP for India and describes the state of
art.
Application-based Preservation
Support for preservation tied to a specific domain, e.g., planning for HCLS,

Preservation Content Management
Management of content extended to ensure understandability of information
over time, e.g., create AIPs, drive transformations, etc.

Project-based
Services

Preservation Storage

Assessments,

Bit, object and space management over time

design, etc.
knowledge of
domain specific
formats

Managed
Services
Managed
preservation
etc.

Hardware

1. Hardware and Preservation Storage
Hardware is not by itself responsible for bit preservation but has a major impact on it. Data
must be migrated prior to hardware becoming obsolete. While claimed lifetimes of properly
handled media can range from over 100 years (certain optical media) to a handful of years
(disks), there are no standardized tests to determine life expectancies and there is conflicting
evidence and doubts about the actual lifetimes. For all of these technologies (except disks),
media lifetime exceeds the likely service lifetime of the device. Thus, most “electronic” media
will be threatened by the obsolescence of the hardware and software to access them long
before the media itself deteriorates. To address this obsolescence, data must be frequently
migrated, with the actual frequency dependent upon the specific type of medium. Since LTDP
is a long-term commitment, the cost of these migrations must be included when evaluating
the expected cost.
The second level in our framework addresses management of data over time. A key feature of
this level is to drive the migration of data. Migration tools themselves are well developed, but
currently lack automatic monitoring for obsolescence. Access methods and other means of
organizing the data on disk also pose a challenge because they are usually proprietary and
cannot be guaranteed to remain unchanged over time.
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2. Preservation Content Management and Application-based Preservation
Information preservation builds upon bit preservation and covers the top two boxes of the
design. We define the following approaches to information preservation:
Museum approach: The content and rendering/processing devices are maintained in an
operational state. This approach is neither scaleable nor or sustainable long term.
Emulation/Virtualization approach: A future computer is programmed to emulate the older,
obsolete rendering device and software. Emulators re-enable the original uses of the data;
they do not in general allow old data to be used in new ways. Another concern is that if the
emulator is developed in the future, the original rendering device is no longer available for
comparison. This issue was addressed by the Universal Virtual Computer (UVC).
Migration approach: Digital information can be migrated to new formats before the old
format becomes obsolete. Currently, migration is the most widely used method and it is
common to discuss migration of static documents to PDF/A. Migration will not work for all
data types and is unreliable if sophisticated features were used to create the record. In
addition, migration can introduce errors, and there are no automated means to verify a
migration.
Encapsulation approach: This method is a realization of OAIS. It can be used directly or in
conjunction with either emulation or migration. The original digital object is stored together
with enough information, possibly including emulation or virtualization code, to enable it to be
interpreted in the future Strategies for some of the above approaches have been established
and in some cases tested. It appears, though, that there will never be a single definitive
approach but rather a combination of approaches will be appropriate for the different
categories of digital information. All of these strategies suffer from a lack of automation in at
least the following areas:





Determining what documents need to be preserved
Collecting metadata when a document is ingested
Monitoring for software/format obsolescence and driving migration to address it
Verifying the success of a migration

In addition, all of these strategies require knowledge of the specific application or data
formats; today there is no general mechanism for obtaining this information. A related
weakness is preserving more dynamic data, such as a dynamic web site or the three
dimensional models used in aerospace. Here it is the application that controls the format of
the data and provides access to it. It is exactly this obsolescence that must be addressed. There
are also significant weaknesses in security-related functions (in the broadest sense) which have
long-term aspects, e.g., the means for digital identification (which can be transferred to
survivors), the authenticity and integrity of digital records that can be validated in the far
future, and 'long-lasting' encryption methods, long term management of keys, etc. An
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additional interesting question is how we migrate an object to address format obsolescence
(e.g., via hosted preservation service) without requiring the object to be in clear text.
A final generic weakness today is the ability to make guarantees on future interpretability and
the ability to understand the risks entailed by these guarantees.
3. Services
There is very little in the state of the art today that addresses either the left or right elements
in the design. While some of the organizations that have implemented LTDP essentially behave
as managed service providers, these are mostly libraries providing a service. There has also
been some preliminary work both in standards and in assessing the state of an organization
with respect to preservation.
A related item is that the LTDP community often discusses the lifetime cost of preservation.
However, while there are thoughts on what elements contribute to the cost, it is hard to get
reliable data for these parameters, especially where it concerns future technology-related
costs.
4. Standards
LTDP best practices emphasize collaboration and interoperability and there are many
standardization efforts related to preservation. As stated by an IDC analyst: “The industry
needs to standardize on common global standards – XAM and PDF/A are worthy initiatives.”
OAIS is the most referenced standard focused on preservation. There are several efforts at
concrete standards realizing the OAIS model for specific industries, e.g., Long Term Archiving
and Retrieval of Product Data for Aerospace (LOTAR), Metadata Encoding & Transmission
Standard (METS) for digital libraries, etc. There are also more generic standards such as PDF/A
(an ISO standard defining a self-contained variant of PDF) and the Long Term Archival and
Notification Service (LTANS). In addition there are standards that are not preservation-specific,
but which may be relevant, e.g., XAM, Open Document Format, etc. Finally, there are
standardization efforts that are more oriented toward services such as the effort to provide an
audit and certification standard for digital repositories. In general the weakest area is in
domain-specific standards realizing the OAIS reference model, and standards addressing the
weaknesses discussed above (e.g., a self-contained, self-describing media format, automation,
rich data, etc.)
Recommendations and Conclusion
The journey of LTDP has just started, individuals, organizations and governments have started
paying attention to this new challenge. We need to now leverage the strengths of all areas
such as ideas, technologies and policies go together to address these challenges for the
community.
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The paper in its analysis has suggested a design to adopt LTDP in India. The design aims at
addressing the LTDP from various perspective such as
1.
The basic technology and its approach.
2.
The various technologies available and its analysis
3.
The services model to strengthen the LTDP in long term
Recommendations
A separate program by GOI to be initiated in the financial year 2011-2012 with following
objective





Foster significant LTDP enablement and promotion of LTDP in India
Develop design framework for LTDP in India
Develop high-quality training programs around technologies., standards, cases and best
practices on LTDP
Development and adoption of LTDP in Government organizations

With these objectives in mind we can plan the approach on LTDP in following four broad areas
1) Policy and Promoting LTDP
 Prepare LTDP policy/guidelines for the Ministries/ Departments/ Organizations,
autonomous organizations, public sector undertakings, academic institutions and
other professional bodies giving insights on technology, to facilitate adoption of
LTDP and budgetary support for undertaking specific projects on LTDP.
 Built an IT ecosystem for LTDP in India to help the organizations for approaching
LTDP adoption. To facilitate the same following actions can be proposed
 Introduce LTDP as a mandatory model in all E Gov applications in India.
 Promote LTDP as a choice for technological development in IT
companies/Academics etc.
 Promote research and partnerships with various institutes across India.
 Set up Open Technologies LTDP Resource Center at CDAC to provide all
technological development / advancement/ knowledge center on LTDP for all.
2) Seminars/Trainings/Adoption
 Training and Knowledge sharing are important to be at par with the advances being
made internationally. It is propose that a number of face to face interactions be
conducted for the multiple stakeholders in the government, industry, academia and
the student’s community. A major emphasis can be laid on :
 Conducting LTDP technologies awareness-raising seminars.
 Conducting basic level training in major technology applications.
 Providing technical assistance to organizations planning to adopt LTDP.
 Developing training material for LTDP applications.
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Participating in activities which promote LTDP in India.

3) Collaboration
Universities are known to have led the way in early adoption of cutting edge technologies and
helping build the necessary workpool in the region. Thus, creating collaborative environment
for the Educational and research Institutes becomes third action point:
 Encouraging localization and research and development on LTDP technologies in local
universities with international collaboration.
 Collecting and disseminating information and data on the adoption of LTDP in India.
 Collaborating and cooperating with organizations worldwide in general, and in the Asia
region in particular on LTDP
4) Demonstration
To encourage and guide the stakholders demonstration of best practices or models or
solutions is a very powerful tool. It forms a basis for starting an initiaitive as well as for
showcasing success stories in the way forward. A baseline repository of solutions from India
and World is proposed to:
 Setup an LTDP Demo center in collaboration with research institutions, industry and
universities at CDAC.
 Bring out best practices models, applications and services adopted on LTDP.
5) Management
With the action points as above, the Program can be designed on PPP model to be jointly
managed by the Govt of India, CDAC and group of experts. Program can be managed by a
Director to be nominated by the Government. For the success of plan a well planned
management structure will be in place with well defined roles and responsibilities. The
Advisory group comprising of experts will advice and monitor the progress of LTDP in India.
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9. Digital Preservation of Banking Data
Patrick Kishore, Chief Information Security Officer, State Bank of India

1. What are the current practices of preserving the banking data, both in physical and
digital formats?
The State Bank of India is more than 200 years old and has well established practices of
preserving customer and business data. The banking industry is based on preserving the
confidentiality of customer information. Since financial transactions are prone to disputes and
subsequent reconciliation, banking records are preserved for long periods. The admissibility of
bank’s records as evidence is supported by The Bankers’ Books Evidence Act, 1891. This act
has since been amended in December, 2002 after the passage of Information Technology Act,
2000.
All vouchers of customer transactions are preserved in paper form for ten years at the branch
where the transaction has taken place. There is a standard operating procedure for sorting the
vouchers and storing them for easy retrieval. Ledgers and registers are typically retained in
paper form for periods ranging from 8 to 20 years. Records of personnel administration are
retained for 30 years.
In addition, administrative offices are required to retain files of correspondence, sanctions for
periods ranging from 5 to 20 years and board memoranda are retained permanently.
2. Has State Bank of India introduced any standards or guidelines or policies for preserving
the government records both in physical and digital formats? Are their any directives
from RBI in this regard?
State Bank of India has a Board approved policy for record retention. In 1998, after the Bank
started branch computerisation, policy for record retention at computerised branches and at
corporate centre was put in place. After the passage of Information Technology Act, 2000, in
2003, RBI issued guidelines for retention of records based on which the Bank put in place a
revised policy on record retention in line with the IT Act, 2000.
3. How the preservation practices have changed after the computerization in SBI, as the
records and transactions are now in electronic formats?
Prior to 2003, when the new record retention policy aligned to IT Act, 2000 was approved by
the Board, all branches where computerised with branch-wise accounting system. Everyday,
customer accounts statements and other reports as well as a daily multi-currency balance
sheet were printed, checked with vouchers, authenticated and preserved as was being done in
manual accounting. At the branch server, daily end-of- day back up, end-of-month back up
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and end-of-year back up were being taken on magnetic tape. The end-of-year back up was to
be retained permanently. After the branch was migrated to core banking solution, the data in
the branch server has been ported to a centralised Branch Data Archival and Retrieval System
for permanent record and the old tapes dispensed with.
After all the branches of SBI came on to the core banking platform, all customer information
such as signatures, photographs, addresses etc. as well as all transactional data, financial and
non-financial, is held in the central data base. Daily back ups and annual back ups are taken
and preserved onsite and offsite in fire proof vaults. Vouchers of customer transactions
continue to be retained in paper form at the branch where the transactions takes place.
4. What are the Indian laws / rules pertaining to long term preservation of banking data?
Are there any specific guidelines for long term preservation of born digital records in
SBI?
The laws governing retention of banking records are ,
i)

Banking Regulation Act, 1949

ii)

Bankers’ Books Evidence Act, 1891

iii)

RBI Act, 1934

iv)

Income Tax Act, 1961

v)

Companies Act, 1956

vi)

Indian Evidence Act, 1872

vii)

Prevention of Money Laundering Act, 2002

viii)

Information Technology Act, 2000

ix)

Banking Companies (Preservation of Records) Rules, 1985

In respect of born digital records, the Bank’s policy requires that the medium chosen does not
conflict with the accessibility required and that appropriate physical conditions for storage
must be ensured. Where born digital records are to be converted to paper form, IT Act 2000
requires that they be certified by the Officer so converting, in the format stipulated in the Act.
5. What are the legal implications or consequences if the banking data is not preserved or it
becomes untraceable after some years?
If information is required in the course of investigations or by a court and the Bank is unable to
produce the required evidence from its records, the onus is on the Bank to provide the
necessary evidence and failure to do so may invite penalties. In the case of court proceedings,
the decision that hinges on Bank’s evidence may be detrimental to the party concerned and
this may attract additional litigation.
6. What mechanisms are used to ensure authenticity, integrity and security of banking
records?
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All paper records are created at the time of the transaction and they are invariably
authenticated by officers who are authorised to do so. The original records are preserved with
strict control over subsequent retrieval. Records are preserved in book rooms within the
branch premises and are periodically fumigated and appropriate pest control measures taken.
In the core banking environment, at the data capture stage, integrity is ensured by makerchecker process. All transactions are entered into the core banking system by employees of
appropriate authority on a need-to-have, need-to-do basis. In the case of electronic records,
all back up tapes are retained offsite in data-grade safes / vaults. Strict control is exercised in
the transportation of the tapes.
7. Provide the characteristics of data, the formats (open source or proprietary), storage
requirements, storage media used for backup of the banking data. What is the size of SBI
data archive?
All transactional data of the Bank resides in two databases, one holding branch transaction
data prior to migration to core banking (approx. 4 terabytes) and the other holding the
transaction data after migration to core banking (approx. 27 terabytes). Since the data is held
in databases, all data elements are organized into tables and make sense only in the context of
the application.

The production data is held on hard disks which are accessed by the

applications. The backups are taken on Ultrium tapes and are held offsite.
8. What kind of technologies, tools and systems are being used by State Bank of India for
managing data?
Back ups are taken on Ultrium tapes using LTO-4 tape drives. In order to avoid the risks of
physically transporting back up tapes, we are examining the feasibility of remote back ups
where the back up will be written to hard disks / tapes at a remote location over the Bank’s
WAN. For near site synchronous replication we use dark-fibre to write to a remote, mapped
drive. For asynchronous replication, we use Oracle’s Dataguard as well as Symantec’s Veritas.
9. What precautions are taken for the controlling the access and security of electronic
records?
Current data on the data bases can only be accessed through relevant applications and users
are created strictly on a need-to-know, need-to-have basis. Back up tapes cannot be read in
isolation. Proper control processes are in place for restoring a back up tape to read old data.
All backend access is strictly controlled by biometric authentication.
10. How the connectivity / interoperability between the branches of State Bank of India is
ensured?
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All offices of State Bank of India and its associates in India and abroad numbering about 18,000
are fully networked with redundant links with service provider redundancy. This is a fully
meshed telecom service provider grade network comprising leased lines, ISDN lines, MPLS,
VSAT, and CDMA links. All branches and administrative offices are connected to the Global IT
Centre where all the centralized applications are hosted.
11. What are the challenges, hurdles, difficulties in the long term digital preservation of
banking data?
i)

With fast changing technology, readability of old tapes may be impacted if the
tape drives are phased out.

ii)

Storage medium being magnetic in nature is susceptible to changes in the
environment as well as physical damage.

iii)

Apart from the actual transaction data, a lot of system related data such as audit
trails and logs are also being preserved taking up resources.

In the light of the

provisions of Information Technology Act, 2000 the need to retain audit trails and
logs over long period needs to be examined.
12. What should be the strategy to ensure that the banking data archive is able to sustain
and remain accessible even after 10-15 years or beyond?
Suggest short term (3 years) and long term (10 years) actions that need to be taken for
initiation, maturation and sustenance of digital preservation
---In the context of fast technological changes, the need to preserve transactions data for long
periods needs to be examined. This can happen by appropriate changes in laws / regulations.
For instances, a limitation of 3 years to dispute any transaction or investigation will greatly
reduce the need to preserve data for a long period.
---Research into zero loss compression techniques would reduce storage space.
---Is there a need to preserve all data? We need to identify and preserve only the absolute
minimum data so that its readability, availability and integrity can be maintained at least cost.
---Digitization is a tempting solution. However, in reality it is only a balance between utopia
and nightmare because of the enormous amount of work required. No one can justify the
digitization of millions of documents when consultations never exceed 3 for every 1000
preserved documents!
13. What are your thoughts on quality auditing of the digital assets and banking data
archive?
At present, all financial auditing takes place on the live data base. Since audited data is being
archived, audit of the archival process would be sufficient instead of periodical audit of
archived data.
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10.

Digital Preservation of Life Insurance Policies

Seema Sridhar , Deputy Secretary IT, Life Insurance Corporation of India

LIC, the giant public sector insurance organization, has sold over 410 million policies since its
birth in 1956. As on date, LIC has over 250 million live policies. The policy documents
(customer records) which constitute a contract between the life assured and LIC are required
to be preserved during the entire lifetime of the policy. This is a mandatory requirement.
LIC functions with 2048 fully computerized branch offices, 109 divisional offices, 8 zonal
offices, 992 satellite offices and the Corporate office. LIC’s Wide Area Network covers 109
divisional offices and connects all the branches through a Metro Area Network. LIC has tied up
with some Banks and Service providers to offer on-line premium collection facility in selected
cities. LIC’s ECS and ATM premium payment facility is an addition to customer convenience.
Apart from on-line Kiosks and IVRS, Info Centers have been commissioned at Mumbai,
Ahmadabad, Bangalore, Chennai, Hyderabad, Kolkata, New Delhi, Pune and many other cities.
With a vision of providing easy access to its policyholders, LIC has launched its SATELLITE
SAMPARK offices. The satellite offices are smaller, leaner and closer to the customer. The
digitalized records of the satellite offices will facilitate anywhere servicing and many other
conveniences in the future.
Organization specific and domain requirements, challenges, priorities of digital preservation
– Life Insurance.
Accessibility and Transactional Needs – Authentic and continued Information availability and
accessibility for Servicing with security considerations.
Historical Needs – Chronology of transactions, storage and retrieval while maintaining the
chronology of events.
Long term retention requirement - Legal Documents – Proposal Papers, Policy, Alterations,
Assignments, Nominations, Payments.
Space management – Physical Space requirement for the paper documents poses growth
obstacles.
Disaster Recovery (Floods, Fire etc.).
Nature of Records : Structured( Database ) and Non Structured Records ( Proposal Papers,
Policy Bond, Medical Reports ). Paper records constitute huge volumes with challenges due to
the very nature of documents being Multilingual / Multi-Templates.
Quality of preservations - storage, manner in which preserved, formats, metadata.
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Technological Issues: Storage, Format, Bandwidth.
Challenges of Physical deterioration, Digital obsolescence.
It is important for the Organization to have integrated approach towards digital preservation
which should enhance and leverage the transactional processing capability of the organization
in insurance domains. User is to be presented with the unified view of information on
continuous basis irrespective of the nature of storage, media, and location.


Characteristics, formats, size, type of repository (quantification of data in store)

Structured (Database) – Terabytes of Information in Database relating to the Policy Contracts,
transactions.
Non Structured Records (Proposal Papers, Policy Bond, Medical Reports). - Imaging technology
being used for the preservation and accessibility.
Large volume of digital information is generated on daily basis from the transactional systems.
Regulatory requirements necessitate preservation of the information in reliable manner.
Multiple levels of storage are taken for the information repository organization. Information is
available to the Operational Location in distributed manner and is also centralized in Data
Warehouse for the Decision Making. Multiple repositories are maintained to ensure continued
access. Images are captured at the field level then archived and stored at Branch and Divisional
levels.


Criticality of long term digital preservation in your domain

Retention is depended upon the Contractual Duration and the Legal and regulatory retention
requirements (such as IRDA, RTI, Government)


Legal requirements / implications related to long term digital preservation

Retention is depended upon the Contractual Duration and the Legal and regulatory retention
requirements. Digital preservation needs to enable the information to be disseminated as
authenticated copies (Regulators such as IRDA, RTI and Government)


The technological issues and requirements (storage, metadata, interoperability, etc.)

Inherent issues in storage with magnetic and optical media.
Readability of formats in the future
Media decay and failure
Access Component Obsolescence
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Lack of established standards, protocols and proven methods for preserving digital
information. (Ex.- media standards for tapes have changed considerably over the last few
years, and there is no guarantee that tapes will be readable in the future . )


Gap analysis of current practices and digital preservation best practices

Lack of Industry best practices, standards, metadata information for the insurance domain.


Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation in your specific domain
o
o
o
o
o
o

Risk Assessment for ensuring content availability – technology risk (application,
formats).
Process focused approach.
Determining the appropriate metadata needed.
Well documented digital preservation policy and process based on the global best
practices and standards.
Technology standards adoption.
Digital Sustainability.

INFORMATION TECHNOLOGY IN LIC
LIC has been one of the pioneering organizations in India who introduced the leverage of
Information Technology in servicing and in their business. Data pertaining to over 250 million
policies is being held on computers in LIC. LIC has gone in for relevant and appropriate
technology over the years.
1964 saw the introduction of computers in LIC. Unit Record Machines introduced in late 1950’s
were phased out in 1980’s and replaced by Microprocessors based computers in Branch and
Divisional Offices for Back Office Computerization. Standardization of Hardware and Software
commenced in 1990’s along with implementation of Standard Packages for Branch operations.
FRONT-END OPERATIONS
With a view to enhancing customer responsiveness and services , in July 1995, LIC started a
drive of On-Line Service to Policyholders and Agents through Computers. This on-line service
enabled policyholders to receive immediate policy status report , prompt acceptance of their
premium and get Revival Quotation, Loan Quotation, etc. on demand. Incorporating change of
address can be done on line. Quicker completion of proposals and dispatch of policy
documents have become a reality. All our 2048 branches across the country have been
covered under front-end operations. Thus all our 109 divisional offices have achieved the
distinction of 100% branch computerisation. New payment related Modules pertaining to both
ordinary & SSS policies have been added to the Front End Package catering to Loan, Claims and
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Development Officers’ Appraisal. All these modules help to reduce time-lag and in ensuring
accuracy.
LIC has distributed data across all the Branches. Each Branch has its own Server which has
database of all policyholders/agents/developments officers. All servicing functions are carried
out by Branches using the Front-End Application Package (FEAP) provided by Software
Development Centre (SDC) located at Corporate Office, Mumbai. A clearly defined policy is in
place with regard to preservation of data at Branch as well as at controlling Divisional Office.
WIDE AREA NETWORK
All the Branches, Divisional Offices, Zonal Offices and the Corporate Office at Mumbai are
connected through a Wide Area Network (WAN). This has enabled a customer to get his policy
status and pay premium at any branch in any city.
Right from the beginning, LIC has been adopting latest technologies for preserving policy
information. The challenges faced have been innumerable – challenges of handling large
amount of data that is required to be preserved, maintaining it updated and securing it. The
objective has been not only to ensure digital preservation but also to make use of the data for
efficient and quick service-delivery.
BACKUP POLICY AS PART OF DIGITAL PRESERVATION
As part of digital preservation, a clearly defined backup policy has been implemented in LIC.
Since LIC is currently maintaining distributed databases at its Branches, backup of Branch
database is taken on SLR Tapes as per the details given hereunder:
1. Day-end backup

:

Taken at the end-of day and preserved outside the Branch for

2. Week-end backup :

On the last working-day of the week and preserved outside

one week.
the Branch for one month.
3. Month-end backup :

On the last working-day of the month and preserved at the

controlling Divisional Office for one year.
4. Year-end backup

:

On the last working-day of the year (after close of year-end

transactions) and preserved at the controlling Divisional Office for 5 years.
5. Version-change backup:

Before installing a new version of software and preserved till

next version change.
The above backup policy is implemented at Divisional / Zonal Offices as also at Central Office
for their respective databases.
SECURITY OF DATA ON MIGRATION OF HW
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While data is required to be preserved for business continuity, it should also be secured. Apart
from security of network / server access, digital data is also protected from getting into the
hands of people not connected with LIC.
As part of security of digital data, whenever hardware is migrated to newer / higher versions,
data is ported onto the new hardware and data is erased /deleted from the old servers after
confirming that the data has been properly ported onto the new hardware and is accessible
properly. Similarly, old media containing the stale data are destroyed.
PRESERVATION OF DATA IN A CENTRAL REPOSITORY
As part of digital preservation policy, LIC has implemented the following:


Corporate Active Data Warehouse (CADW) which is a central database of entire digital
data of LIC.



Enterprise Document Management System (EDMS) which is implemented for preserving
policyholder (customer) documents in digital form.

LIC’S CORPORATE ACTIVE DATA WAREHOUSE
LIC setup its Data Warehouse for the purpose of having all the data in one central repository.
LIC's Data Warehouse contains the largest database in the country. Size of LIC's database has
now reached 29 TB and is growing at very faster rate as around 40 million policies are getting
added to the database every year, apart from 20 million transactional data like premium
payments, maturity/death claims, loans, alterations, revivals, etc. Maintaining this large
database is a challenge in itself. We are regularly reviewing HW/SW requirements and
upgrading the same based on requirements.
LIC's ENTERPRISE DOCUMENT MANAGEMENT SYSTEM (EDMS)
LIC has implemented EDMS in a very successful manner. The EDMS Project is the largest
digitization project ever undertaken & completed anywhere in the world till now. LIC has been
able to digitize 250 million policy dockets (customer records) with each docket having an
average number of 16 documents in it. The scanned/digitized documents have been preserved
in a distributed manner at Branch & Divisional Office Servers (Divisional Office Servers work as
a backup / DR system). Total number of digital documents in LIC's Servers today is over 4000
million.
Well

defined

logistics/scanning/upload

processes,

coordinated

team

efforts

at

Branch/Divisional/Zonal/Central level and efficient Project Management ensured digitization
of a very large volume of customer records in LIC. This project has touted as the most
successful projects undertaken in LIC.

National Report on Digital Preservation Requirements of India, Volume-II
56

National Programme on Digital Preservation and Access to Indian Cultural Heritage

11.

National Programme on Digital Preservation and Access to
Indian Cultural Heritage

Dr. Ramesh Gaur, Head Librarian, Indira Gandhi National Centre for the Arts (IGNCA)

1. INTRODUCTION
The term Cultural Heritage denotes all kind of archival material related with cultural traditions
of various civilizations of the world. It refers to knowledge created by the people associated
with Art, Culture and allied areas. Cultural Heritage may be classified as Tangible Cultural
Heritage and Intangible Cultural Heritage. Tangible Cultural Heritage may be further divided as
moveable, immoveable and natural heritage. Moveable Heritage includes work of arts, books,
manuscripts, artifacts, art objects, artwork etc. Immoveable Heritage refers architecture,
monuments, archeological sites and buildings of historical significance. Natural Heritage may
include the record of the countryside, natural environment, flora and fauna, forests, etc.
According to the 2003 UNESCO Convention for the Safeguarding of the Intangible Cultural
Heritage, the intangible cultural heritage (ICH) – or living heritage – is the mainspring of our
cultural diversity and its maintenance a guarantee for continuing creativity. Oral traditions and
expressions including language as a vehicle of the intangible cultural heritage; Performing arts
(such as traditional music, dance and theatre); Social practices, rituals and festive events;
Knowledge and practices concerning nature and the universe; Traditional craftsmanship; water
management, and tradition healings. Intangible Heritage includes those knowledge resources,
which are not formally documented and may not be available in form of a material.
Government of India has ratified the UNESCO Convention for safeguarding of intangible
cultural heritage. It also agreed to contribute to the "Fund for the Safeguarding of the
Intangible Cultural Heritage" at least every two years.
2. INDIAN CULTURAL HERITAGE

2.1. Manuscripts
The glorious past of Indian culture lies in ancient manuscripts. These are the basic historical
evidence and have great research value, which led to recognize its need and importance
internationally. It is estimated that India possesses more than five million manuscripts, making
her the largest repository of manuscript wealth in the world. They are written in over 400
scripts on different kinds of material like birch bark, palm leaf, cloth and paper. These
manuscripts are in the custody of different institutions like libraries, museum, mutts and
individuals.
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2.1.1. What is Manuscript?
Etymologically, manuscript means something that is hand written. Here the term manuscript is
related to antiquity not necessarily means the write up submitted by an author to a publisher.
The Antiquities and Art Treasures Act, 1972 lays down the legal framework for custody of
manuscripts. Antiquities, defined under the Act include “any manuscript, record or other
document which is of scientific, historical, literary or aesthetic value and which has been in
existence for not less than seventy-five years”. If this definition is taken into consideration in
phase value, a manuscript means
1. a hand written document
2. which has scientific, historical, literary or aesthetic value and
3. which is at least seventy-five year old.
2.1.2. Survey of Manuscripts
In one of the surveys made by Dr. S. C. Biswas and Mr. M. K. Prajapati on behalf of INTACH
during 1988-90 and on the basis of scrutiny of about 1100 printed catalogues and hand lists
belonging to 70 libraries, institutions and individuals, the following estimates were made:
1. Total number of manuscripts in India
5,000,000
2. Indian manuscripts available in European countries
60,000
3. Indian manuscripts in South Asia and Asian Countries
150,000
4. Number of manuscripts recorded in catalogues
1,000,000
5. Percentage of manuscripts languages wise
Sanskrit
67%
Other Indian Languages
25%
Arabic/Persian/Tibetan
8%
(Source: Project Document, NMM, 2003)
Though our ancestors had tried to preserve these manuscripts, thousands of such valued
unpublished Indian manuscripts on varied subjects are lying scattered or fragmented in India
and foreign collections and some of these are no longer accessible to research scholars. This
invaluable and unique pool of knowledge is under threat and manuscripts are disappearing at
an alarming rate.
2.1.3. Initiatives at Indira Gandhi National Centre for the Arts (IGNCA)
Recognizing the need to encompass and preserve this knowledge resource and to make these
accessible to scholars and researchers, Indira Gandhi National Centre for the Arts (IGNCA)
initiated the most important manuscript-microfilming programme in 1989. It has approached
many of the private and public institutions and individuals who are in possession of valuable
manuscripts preferably in Sanskrit Language and has signed Memorandum of Understanding
with each of them for microfilming of their manuscripts. IGNCA has, so far, microfilmed over
2.5 lakh manuscripts. Out of the total of over 20,600 microfilm rolls, 17087 rolls have been
digitized and 13803 rolls duplicated. Some of the reprographic material of various primary and
secondary texts has also been obtained from many foreign institutions including Bibliotheque
Nationale (Paris), Cambridge University Library (Cambridge, UK), Staatsbibliothek (Berlin),
INION (Russia), Wellcome Institute for the History of Medicine (London), and India Office
Library & Records (London).
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2.1.4. National Mission for Manuscripts, IGNCA, New Delhi
The National Mission for Manuscripts (NMM) is the first consolidated national effort for
reclaiming India’s inheritance of knowledge contained in the vast treasure of manuscripts. The
Mission was established in 2003 by the Ministry of Tourism and Culture with Indira Gandhi
National Centre for the Arts as its nodal agency. The major objectives of the Mission are;


Survey, document and catalogue Indian manuscripts, in India and abroad, and compile a
National Database



Facilitate conservation and preservation of manuscripts through training, awareness
building and financial support



Provide ready access to these manuscripts through digitization and publication



Promote scholarship and research in the study of Indian languages and manuscriptology



Set up a National Manuscripts Library at the Indira Gandhi National Centre for the Arts,
New Delhi

The Mission functions through different types of centres established throughout the country
to materialize these objectives. There are 46 Manuscript Resource Centres (MRC-s), 33
Manuscript Conservation Centres (MCC-s), 42 Manuscript Partner Centres (MPC-s) and 300
Manuscript Conservation Partner Centres (MCPC-s)
Digitization of manuscripts is the means of protecting and documenting textual heritage. So far
NMM has digitized more than 30000 manuscripts from different manuscripts repositories in
India. The Mission, in collaboration with University of Madras, Chennai is currently digitizing
the existing volumes of New Catalogues Catalogorum (NCC). It has already digitized 5 books.
The Mission plans to digitize 500 manuscripts each in 50 important repositories across the
country. The Mission also plans to digitize 45 most valuable and rare manuscripts in the
country.
2.1.5. Museums and Libraries under Department of Culture
The Manuscripts available with some of following organizations under Ministry of Culture,
Govt. of India are as indicated below:
Organization
Number of Manuscripts
Rampur Raza Library
15,000
Khuda Baksh Oriental Public Library
20,060
Asiatic Society, Kolkata
32,000
National Library, Kolkata
3,258
Central Institute of Buddhist Studies, Leh
10,000
Central Institute of Higher Tibetan Studies, Sarnath
1,028
Salar Jung Museum, Hydrabad
10,000
2.1.6. State Archives, State Libraries and State Museums
According to information compiled by IGNCA, the holdings of some of the major stateadministered institutions are as follows:
Organization
Number of Manuscripts
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Adyar Library and Research Centre, Chennai
Andhra Pradesh Oriental Manuscripts Library and
Research Institute’(Shifted to Osmania University Campus)
Delhi Archives
Goa Central Library
Government Manuscript Library, Allahabad
Manipur State Archives
Manipur State Kala Academy
Oriental Institute and Manuscript Library,
Thiruvananthpuram (Kerala)
Orissa State Archives
Orissa State Museum
Rajasthan State Archives, Bikaner
Rajasthan Oriental Research Institute
(Jodhpur with 8 branches)
State Archives, J & K
State – Central Library, Hyderabad
The State Archives of Andhra Pradesh
TMSSM Library, Thanjavur (Tamil Nadu)

40,000
23,115
171
50
11,000
334
1636
56,000
5,000
37,000
14,000
1,16,123
1,000
17,000
6,209
47,625

Manuscript holdings with State Government run institutions are widely distributed. However,
information is not readily available regarding the extent to which these manuscripts are
catalogued, scientifically preserved and made accessible to scholars.
2.1.7. Universities
Some of the major universities with substantial collections of manuscripts are listed below.
These universities receive limited funding and are unable to commit the regular funds required
for cataloguing, preservation and dissemination. Equally, potential readers from a nonuniversity environment are often unaware of the nature and accessibility of universities
collections for research.
Organization
Number of Manuscripts
Aligarh Muslim University (UP)
12,000
Andhra University Library (AP)
3,000
Banaras Hindu University, Varanasi (UP)
10,500
Bhanderkar Oriental Research Institute (Pune)
20,000
Gauwhati University (Assam)
3,248
Kameshwr Singh Darbhanga Sanskrit University (Bihar)
13,000
Kurukshetra University (Haryana)
5,500
GOML, University of Madras (Tamil Nadu)
72,620
Osmania University Library (Andhra Pradesh)
6,428
Patan University (Gujarat)
3,700
Poona University (Maharashtra)
4,416

National Report on Digital Preservation Requirements of India, Volume-II
60

National Programme on Digital Preservation and Access to Indian Cultural Heritage

Punjab University (Punjab)
Sampurnanda Sanskrit University, Varanasi (UP)
Sanskrit Academy, Osmania University (Andhra Pradesh)3,000
Shivaji University Library, Kolhapur (Maharashtra)
Tamil University, Thanjavur (Tamil Nadu)
University of Calcutta (West Benbal)
Utkal University (Orissa)
Vishwabharati University (West Bengal)

18,395
1,40,000
5,673
3,365
42,000
3,053
15,354

2.1.8. Voluntary Bodies, Trusts, Temples and Individuals
Hundreds of societies, trusts and voluntary bodies throughout the country, often with no
permanent staff or premises, have a substantial number of manuscripts in their possession.
While many of them, are relatively well organized, many more are, unaware of the basic need
for record management and professional care.
2.2. Other Cultural Heritage
Other Materials related to Indian art, humanities and cultural heritage such as books, still
images, audio, video and other analogue forms are distributed in large number of libraries,
museums, and archives. These materials cover cultural and literary heritage of India, folklore
and intangible cultural heritage (including language, literature, manuscripts, painting,
sculpture, performing arts, tribal arts, traditional architecture, monuments etc..), Indian
History, Indian Science and knowledge systems, demography, anthropology, Indian places for
tourism, Government publications and education etc.
Materials
Rare Books
Classical Music & Vedic
Chanting
Folk Music, Folklore and
Speeches
Visuals (Paintings, negatives,
slides Pictures, photographs )
Video
Govt. Publications
Archival materials (Masks, Art
Objects, Artifacts, Textiles,
Ornaments etc.
Educational Materials

Volume
(Apporox.)
400000
200000 Hours
200000 Hours
1000000
20000 Hours
50000
100000

100000

Major Resource Centers
Available with various cultural
institutions
All India Radio, Sangeet
Nataka Academy, NGMA, LKA,
Doordarshan, Archives,
Intangible Cultural Heritage
Mission, IGNCA.

Central Secretariat Library
IGNCA, National Archives,
State Govt. Archives
NCERT, UGC, CBSE

A large amount of intangible cultural heritage is lying scattered with many individuals and
institutions. Keeping this in view, in year 2006 Ministry of Culture, Government of India
announced launch of a National Mission on Intangible Cultural Heritage with Indira Gandhi
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National Centre for Arts as nodal Agency. However mission is still in files only as after this
announcement,
3. THE COPYRIGHT ACT 1957 AND CULTURAL HERITAGE
The ownership rights of copyright holders in case of tangible cultural heritage materials except
Indian ancient manuscripts are well covered in Indian copyright act 1957 as amended in 1995.
The explanations for such works as given in above act are as given below:
 Work of architecture means any building of structure having as artistic
character or design, or any model for such building or structure;
 Artistic work: a painting, a sculpture, drawing (including a diagram, map, chart or plan),
an engraving or a photograph, whether or not any such work possesses artistic quality
 A work of architecture and any other work of artistic craftsmanship.
 Cinematograph film means any work of visual recording on any medium produced through
a process from which a moving image may be produced by any means and includes a
sound recording accompanying such visual recording and cinematograph shall be
construed as including any work produced by any process analogous to cinematography
including video films.
 Engravings include etchings, lithographs, woodcuts, prints and other similar works,
not
being photographs.
 Musical work means a work consisting of music and includes any graphical notation of
such work but does not include any words or any action intended to be sung, spoken or
performed with the music.
 Photograph includes photolithograph and any work produced by any process analogous to
photography but does not include any part of a cinematograph film.
 Plate includes any stereotype or other plate, stone, block, mould, matrix,
 transfer, negative duplicating equipment or other device used or intended to be used for
printing or reproducing copies of any work, and any matrix or other appliance by which
sound recording for the acoustic presentation of the work are or are intended to be made.
 Sound recording means a recording of sounds from which such sounds may be produced
regardless of the medium on which such recording is the method by which the sounds are
produced.
3.1. Ownership of copyright as given in Copyright Act 1957
First owner of copyright:- subject to the provisions of the Act, the author of a work shall be the
first owner of the copyright therein; In the case of a photograph taken, or a painting or portrait
drawn or an engraving or a cinematograph film made, for valuable consideration at the
instance of any person such person shall in the absence of any agreement to the contrary, be
the first owner of the copyright therein.
3.2. Term of Copyright as per Copy Right Act 1957
Term of copyright in published literary, dramatic, musical and artistic works:- Except as
otherwise hereinafter provided, copyright shall subsist in any literary, dramatic, musical or
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artistic work( other than a photograph) published within the lifetime of the author until sixty
years from the beginning of the calendar year next following the year in which the author dies.
 The making of sound recordings in respect of any literary, dramatic or musical work, if
o Sound recordings of that work have been made by or with the licence or consent
of the owner of the right in the work.
o The person making the sound recordings has been given a notice of his intention
to make the sound recordings, has provided copies of all covers or labels with
which the sound recordings are to be sold, and has paid in the prescribed manner
to the owner of right in the work royalties in respect of all such sound recordings
to be made by him, at the rate fixed by the copyright Board in this behalf.
 The making or publishing of a painting, drawing, engraving or photographs of a work of
architecture or the display of a work of architecture.
 The making or publishing of a painting, drawing, engraving or photograph of a sculpture,
or other artistic work falling under sub-clause (iii) of clause (c) of section 2 if such work is
permanently situate in the public place or any premises to which the public has access.
 The inclusion in a cinematograph film of: -Any artistic work permanently situate in a public
place or any premises to which the public has access; or Any other artistic work, if such
inclusion is only by way of background or is otherwise incidental to the principal matters
represented in the film;
 The reconstruction of a building or structure in accordance with the architectural drawings
or plans by reference to which the building or structure was originally constructed.
Provided that the original construction was made with the consent or licence of the owner
of the copyright in such drawings and plans.
4. INFORMATION TECHNOLOGY ACT 2000 VIS-À-VIS DIGITAL PRESERVATION AND ACCESS
TO DIGITAL INDIAN CULTURAL HERITAGE
Indian IT Act 2000 does not cover issues concerning digital preservation and access to Indian
cultural heritage. There is a brief mention about “access”, “information”, “electronic record”
etc but all in different context and connotations. Some of the terms as define in above act are
as given below:
1) In this Act, unless the context otherwise requires, —
a) "Access" with its grammatical variations and cognate expressions means gaining entry into,
instructing or communicating with the logical, arithmetical, or memory function resources
of a computer, computer system or computer network;
(r) "Electronic form" with reference to information means any information generated, sent,
received or stored in media, magnetic, optical, computer memory, microfilm, computer
generated microfiche or similar device;
(t) "Electronic record" means data, record or data generated, image or sound stored, received
or sent in an electronic form or microfilm or computer generated microfiche;
(v) "Information" includes data, text, images, sound, voice, codes, and computer programmes,
Software and databases or microfilm or computer generated microfiche:
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5. DIGITAL PRESERVATION- LEGAL ISSUES
Copyright protects the rights of copyright owner. There is a relationship between preservation
and access in both the traditional and digital forms. Copyright provides safeguard to protect
the original work from copying and reproduction. Digitization deals with conversion of material
from print or non-print to digital form. So, it may be termed as reproduction of the original
work. Digital preservation deals with issues concerning “refreshing”, “migration” and
“emulation” of contents from one form to other or one media to other. This copying process
has raised many legal issues. Both copyright Act 1957 and Indian IT act 2000 are silent on these
emerging issues. It needs to have a fresh look and strategy to deal with issues concerning
digital preservation.
Many countries have legal deposit acts for digital material. Books Delivery Act, which has
provisions of deposition of books at National Library of Kolkata and Delhi Public Library, New
Delhi also, needs a revision. A new act as per present demands, which may cover both the
provisions of Books and Digital Deposits, is required soon. It is understood that DB act is being
revised by the Government of India. It may demand a fresh look at Indian Copyright Act and IT
Act also. The legislation for deposit of digital material may help in protection of IPR and
related rights.
6. BARRIERS TO ACCESS TO CULTURAL HERITAGE
Cultural Heritage in India is unique, vulnerable and voluminous. The benefits of Cultural
Heritage, traditional knowledge and monuments etc are not shared equally amongst all. Our
Cultural Heritage should be accessible not just to eminent class of scholars but also to
everyone whomsoever wants to use it. Some of the key issues regarding access to Cultural
Heritage are as given below:
1. Collect, store and organize for long term preservation
2. Select, digitize, organize and validate content to create an effective archiving system for
users.
3. It should be accessible to all users, irrespective of the technology they use or their
disabilities, including navigation, content, and interactive elements.
4. Access systems should be user-centered, as per the needs of users, relevance and ease of
use.
5. It should take care of multi-linguality. Access in more than one language should be
provided.
6. It should use interoperable systems within cultural networks to enable users to easily
locate the content and services that meet their needs.
7. Copyright, ownership rights and other legal issues should be clearly defined and protected.
The Museums and other Cultural Institutions in India are in a dilemma of dissemination and
access to the Cultural material available with them. Many of these institutions even do not
have proper storage space for the material available with them. The majority of cultural
heritage material available with them is still not catalogued. Digitization has been started by
some of these Institutions; however access to digitized material is still a dream.
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There are many barriers in free and fair access of Indian Cultural Heritage not only to common
people but also to the scholarly community. Some of such barriers to access to Indian Cultural
Heritage are discussed below: 6.1. Technological barriers
Technological acts both as a barrier as well as a catalyst in enhancement of access to
information and knowledge. It also helps in the preservation of Cultural Heritage. How
technology is a barrier in access to information is discussed below:
6.1.1. Lack of basic infrastructure
The lack of basic infrastructure with many cultural institutions in India is well known fact.
Infrastructure such as telephone, computers, Internet, Intranet, digital technology, availability
of trained IT manpower is still beyond the reach of many Cultural Institutions in India. Hence
the digital divided is increasing.
6.1.2. Lack of technological vision
Recent years a number of initiatives have been taken up for introduction of IT applications at
various cultural institutions. A number of digitization projects initiated with financial support
from Ministry of Information and Communication technologies and Ministry of Culture have
resulted in digitization of manuscripts and other various cultural knowledge resources such as
manuscripts, photographs, paintings, and audio video material at various institutions. Some of
the digitization work has also been undertaken by Institute themselves for example IGNCA etc.
Some institutes have digitized the material with the help of National Informatics Centre, C-DAC
etc and with the funding support from Ministry of Information and Communication Technology
and other funding agencies. However, most of this digitized material is lying in form of
CD/DVDs or file server. There is no technological vision for access to this material. There is no
comprehensive plan or guidelines prepared by any institution in relation to following
objectives:o Digital preservation
o Digital Archiving
o Digital repository.
o Meta data Standard
6.1.3. International standards
Incompatibility of metadata standards to describe cultural heritage objects, and lack of other
standards for the cultural heritage sector are some of the barriers to access to Indian cultural
heritage.
6.1.4. Lack of digital archiving software
India is considered as IT super power, however, Library Automation and digital library
initiatives in India do not supported by good quality softwares.
6.2. Economic barriers
Without adequate financial resources neither Cultural Heritage can be preserved nor access
can be provided. Unlike resources in science and technology, it is expected that access to
resources in the field of Cultural Heritage should be made free of charges. However, there is
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cost involved in it. This cost need to be taken care by either Government or other
stakeholders. Therefore, appropriate funds are required for making provisions for faster
access to cultural heritage resources. But situation is otherwise as Art and Humanities is not a
priority sector and is not having sufficient budget available for preservation and access to
cultural resources.
6.3. Language barriers
India is a country with many languages and scripts. The cultural heritage material particularly
manuscripts are available in different languages and scripts. There are 18 official recognized
languages in India. There are more than 400 different languages exist in India. About 50
different languages are being taught in schools in India. India has Newspapers in 87 different
languages, Radio programmes in 71, and films in 15 languages. The scholars are not available
to read and translate many ancient languages & scripts. So language is a barrier to access to
Indian Cultural Heritage material. Many inscriptions available in India are still not being
translated.
6.4. Technological obsolescence
Many of the audiovisual cultural heritage material are still not integrated into traditional
library activities. Old gramophones, spool tapes, VHS & many more old form of audio visual
material is facing problem of technological obsolescence as players for many of these
equipments are not available. Conversion of these materials into new form of multimedia
technologies is very expensive. The digital version of such material also requires large storage
space. Multimedia technologies are also facing problem of current technological obsolescence
as technologies are changing at very faster pace.
7. TRADITION OF PRESERVATION AND ACCESS IN INDIA
To meet the twin objective of preservation and access, Indians resorted to a comprehensive
policy of preparing manuscript, starting with seasoning and processing of the material and
treating the material with eco-friendly insecticides to careful storage. It may be followed that
the life of a palm leaf manuscript is far longer than a modern day device like CD or microfilm.
The tradition of manuscript preparation, preservation and coping continued in full strength till
the end of the 19th Century. The downfall started to be settled since the beginning of the 20th
Century when printed books stated to gain popularity. After independence, that in the second
half of the 20th Century, the old tradition ceased to be practiced and it took a long time to
adopt and utilize a new practice to preserve manuscripts. It is primarily because of this vacuum
or otherwise in this transitory period after independence that the half of the manuscript
reserve in the country was lost.
8. MODERN CONCEPT OF PRESERVATION AND ACCESS
Libraries, museums, archives and communities are society’s knowledge hubs and primary
information providers. Here, resource materials are available in printed books, manuscripts,
still images (slides, photographs and negatives), art objects, festivals, rituals documented in
audio and video etc. Most of this analogue information can not be accessed without the
proper equipment. Also, the accessing of the same information simultaneously by many users
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requires multiple physical copies and equipment. With the frequent use of the original
material, the material gets deteriorated everyday.
Digital technology opens up a total new perspective. The World Wide Web holds millions of
websites and the Internet is the market place for research, teaching, expression, publication
and communication of information. Besides preserving and providing access to digital material
a great number of archives and libraries nowadays have also turned to creating digital
surrogates from their existing resources.
Last few decades have changed the concept of Communication and Information Technology,
worldwide. Maximum research went in these areas, which resulted in faster phasing out of the
hardware and software platforms, applications (online as well as products) and format of data
etc. At the same time, one level backward compatibility support was always extended by the
industry with every development. Today, majority of the data is being generated digital (borne
digital) and we have left with no other option left to plan for its long term availability. This is
mainly because the electronic equipments are easy to handle, quality checking of data
generated is mostly in real time and storage is cheaper and condensed. Also, digital conversion
is only means to integrate the traditional form of data (converted digital) with borne digital
data and with its metadata.
The reasons for implementing a digitization project, or more precisely a digital preservation
project, are mainly to:






To increase access: this is the most obvious and primary reason, where there is thought to
be a high demand from users and the library or archive has the desire to improve access to
a specific collection.
To improve services to an expanding user’s group by providing enhanced access to the
institution’s resources with respect to education, long life learning.
To reduce the handling and use of fragile or heavily used original material and to create a
“back up” copy for endangered material such as Brittle books or documents.
From a desire to develop collaborative resources, sharing partnerships with other
institutions to create virtual collections and increase worldwide access and to seek
partnership with other institutions to capitalize on the economic advantages of a shared
approach

Digital technologies offer a new preservation paradigm and the opportunity of preserving the
original by providing access to the digital surrogate; of separating the informational content
from the degradation of the physical medium. In addition, digital technologies liberate
preservation management from the constraints of poor storage environments typical of the
tropical and sub-tropical climates of the area, where the repositories are located.
9. EMERGING SCENARIO IN THE 21ST CENTURY: PROSPECTS AND CHALLENGES
Indian Cultural Heritage, which contain centuries of accrued knowledge in such areas as
philosophy, sciences, literature, arts and the pluralistic faith systems of India are more than
just historical records. They represent the collective wisdom and experience of generations of
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thinkers. In fact the entire gamut of history is left unexplored or partially explored in these
cultural resources. So what is badly needed is that
1. The information about the Indian Cultural Heritage available in institutions and libraries
must be made available in India along with digital copies and microfilms of the content
2. Find out the way and explore the knowledge available in these resources to utilize the
same for sustainable development of the mankind.
3. Indian manuscript Libraries/Archives both those in public and those in private domain
contain very valuable knowledge base, it is unique, irreplaceable and superior in quantity
and quality to any other archival source. The recently developed technologies of
digitization, if wisely combined with scholarship are offering cheap and efficient methods
of preservation, which would permit India to collect this documentation in a central
database and provide this material to the interested scholars worldwide in an easily
accessible format.
4. A general pitfall for digitizing projects is an attempt to maximize the quantity of the
collected data without providing the appropriate metadata and the resulting catalogues.
Metadata collection and cataloguing are essentially scholarly activities and need excellent
skills. So no digitized images without appropriate metadata and catalogues should be
produced during the project.
10. NATIONAL PROGRAMME ON DIGITAL PRESERVATION AND ACCESS TO INDIAN CULTURAL
HERITAGE: A PROPOSAL
Success and failure of any technology application in an institution depends upon the
institutional policy, long term plan and commitment of the staff concerned. The same is true
for the digital media. After every three month there is a new hardware model and modified
software (with new or additional features). An application based product is always defined
with the delivery platform and hence has a very limited life. An online application can have the
possibility for its migration to the updated platform more easily. A digital data can have a
longer life compared to a product and application. For this, the computer manufacturers have
to extend the support for particular format of data for a longer period and media readability
up to two levels of backward compatibility. The media manufacturers have to ensure the life
of the media for a longer period.
It is proposed to create a National Programme on Digital Preservation and Access to Indian
Cultural Heritage for research and study of the Indian knowledge systems using the state of
the art computer technology. This will help in integration of fragmented information
documented in different media to access simultaneously. This in turn will help institutions in
collaborative projects, sharing expertise and disseminate the information online. Duplication
of work by different institutions can be avoided to a great extent. Initially, the project may be
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for 5 years 2010-2015 (60 months), which may be extended to the next five year based on the
achievements of the Programme.
10.1.
Expected Outputs
Documentation for Standards / Guidelines for Digitisation: Guidelines will be made available
in public domain, so that any archival institution that wants to digitize its corpus can use and
follow the same standards. Many digitisation projects are in progress, but standards followed
are only used by a closed group.
Documentation for Metadata creation for information exchange: Guidelines for metadata
creation for information exchange between the institutions nationally and internationally.
Training / Consultancy Services : Training will be provided to institutions, interested in
developing similar digital corpus of their analog resources.
Integration and accessibility of the digital corpus generated through the various Missions,
institutional projects and private projects related to Indian art, humanities and cultural
heritage.
GIS based Cultural Cartography - The project will endeavour to map ecological and cultural
profile of diverse communities of India along with specific aspects of art and crafts traditions
prevalent among them.
Capacity building for integration of project outputs generated through the different projects.
11. VARIOUS MODELS AVAILABLE WORLDWIDE
 UKOLN is funded by MLA: the Museums, Libraries and Archives Council, the
Joint Information Systems Committee (JISC) of the funding bodies for higher
and further education in England, Scotland, Wales, and Northern Ireland; as
well as by project funding from the European Community. UKOLN also receives
support from the University of Bath where it is based. More details on UKOLN
activities can be found on at: http://www.ukoln.ac.uk/activities/ UKOLN aims
to inform practice and influence policy in the areas of: digital libraries,
metadata and resource discovery, distributed library and information systems,
bibliographic management, and web technologies. It provides network
information services, including the Ariadne magazine, and runs workshops and
conferences.


The National Library and Alexander Turnbull Library's in New Zealand
guardianship of published and unpublished heritage items ensures that they
are kept for the use of present and future generations, and provides for
research into all aspects of New Zealand life and culture. The National Digital
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Heritage Archive (NDHA) http://ndha-wiki.natlib.govt.nz/ndha/ encompasses
the technology, new business processes and other organisational changes the
National Library has put in place to provide ongoing access to and preservation
of digital heritage collections under the guardianship of the National Library
and Alexander Turnbull Library.


The mission of the National Digital Information Infrastructure and Preservation
Program at Library of Congress, USA http://www.digitalpreservation.gov/ is to
develop a national strategy to collect, preserve and make available significant
digital content, especially information that is created in digital form only, for
current and future generations. NDIIPP is based on an understanding that
digital stewardship on a national scale depends on public and private
communities working together. The Library has built a preservation network of
over 130 partners from across the nation to tackle the challenge, and is
working with them on a variety of initiatives.



The National Library of Australia's Preserving Access to Digital Information
(PADI) http://www.nla.gov.au/padi/about.html initiative aims to provide
mechanisms that will help to ensure that information in digital form is
managed with appropriate consideration for preservation and future access.
Its objectives are:
o to facilitate the development of strategies and guidelines for the
preservation of access to digital information;
o to develop and maintain a web site for information and promotion
purposes;
o to actively identify and promote relevant activities; and
o to provide a forum for cross-sectoral cooperation on activities
promoting the preservation of access to digital information



The Digital Preservation Coalition http://www.dpconline.org/about/index.html
was established in 2001 to foster joint action to address the urgent challenges
of securing the preservation of digital resources in the UK and to work with
others internationally to secure our global digital memory and knowledge
base. Established as a not-for-profit membership organisation the coalition
provides a mechanism by which members can work together to realise the
opportunities of long term access.
The
goal
of
the
kopal
project
http://kopal.langzeitarchivierung.de/index_ziel.php.en is to develop a
technological and organizational solution to ensure the long-term availability
of electronic publications. Thereby, the transparent integration into existing
library systems and the reuseability through memory institutions play a critical
role. In the implementation of the system, international standards for long-
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term archiving and metadata will be adopted. In this way, both sustainability
and the ability to further develop the system are guaranteed. As part of the
project, massive amounts of digital materials of all types from two partner
organizations, the German National Library and the Niedersaechsische Staatsund Universitaetsbibliothek Goettingen (Goettingen State and University
Library), will be deposited. The materials will range from digital documents in
the form of PDF, TIFF, or TeX files to complex objects like digital videos. The
technical operation of the long-term archive is located at the Gesellschaft fuer
wissenschaftliche Datenverarbeitung mbH Goettingen. The participation of
IBM Deutschland GmbH as a development partner enables the professional
customization of the software components. IBM will also provide long-term
support
12. LINKAGES WITH OTHER PROJECTS OF THE GOVERNMENT OF INDIA
Linkages will the established with the following projects of the Govt.
 National Mission for Manuscripts: National Mission for Manuscripts is associated with
survey, conservation, cataloguing and digitisation of the manuscripts. Selection of
manuscripts for its digitisation, under the digitisation mission will be the extension of
digitisation work by the NMM, to avoid any duplication. Also, both the missions will enrich
the digital manuscript library at IGNCA.
 National Mission on Monuments and Antiquities
 National Mission for Intangible Cultural Heritage
 National Mission on Libraries or Library Commission ( proposed)
This will help in avoiding duplicity of digitization work undertaken by the various institutions.
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13. Conclusions
In India a large number of digitization of manuscript projects undertaken by various
institutions such as Indira Gandhi National Centre for the Arts (IGNCA), Khuda Baksh Oriental
Public Library, Patna etc have not delivered desired results because of lack of appropriate
archiving system. Digital data are vulnerable, much more so than the originals. Digitization
Projects often start with temporary grants and focus upon collecting the maximum data
possible. However, at the end of the project, when a great quantity of precious data are
collected often there is no institution to properly care for these data and look after the postcollection activities. This is why, for any digitization project a background institution that can
take responsibility for archiving the data and preserving them for at least 50, if not 100, years
is a necessary condition. Therefore, National Programme on Digital Preservation and Access to
Indian Cultural Heritage under the umbrella of National Digital Preservation Programme of
India should be formed at the earliest.
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12.

Digital Preservation in Cultural Heritage Sector
Dr. Vandana Sinha, Director, American Institute of Indian Studies

Introduction of the Organization:
The American Institute of Indian Studies (AIIS) is a forty-six year old consortium of sixty one
American universities and colleges with strong programs of teaching and research dealing with
Indian society and culture. The Center for Art and Archaeology is a unique research centre of
the American Institute of Indian Studies (AIIS). The Center was set up in 1965 with the mission
to carry out original research on South Asian cultural history and to facilitate the research of
visiting scholars. For over forty years, the Center's staff has documented a significant portion
of the surviving artistic achievements of South Asia through photographs, measured drawings
and research. The documentation of the Center was initiated to support its core research
program on temple architecture. The project gathered together a range of historical, cultural
and technical information sourced from ancient texts, records and field documentation. The
intensive site documentation undertaken through this project resulted in a photo archive of
more than 140,000 meticulously documented photographs and slides, of South Asian art &
architecture.
About 7000 monuments from 2000 sites dotting the entire length and breadth of the subcontinent and over 300 museums containing related artefacts have been documented so far.
More than 6000 measured architectural drawings, meticulously drawn floor plans and basal
elevations of temples, mosques, tombs, and secular buildings, many of them not previously
drawn, supplement the Center's outstanding photographic collection.
Other Cultural Heritage Organizations in the Country:
1. Archaeological Survey of India (ASI), under the Ministry of Culture, is the premier
organization for the archaeological researches and protection of the cultural heritage of
the nation. The ASI has 24 circle offices in Indian States and Union Territories
2. All Indian States have a Directorate/Department of Archaeology and Museums
3. National Mission on Monuments and Antiquities of ASI is creating a digital database of
built Heritage and antiquities
4. In addition there are a large number of visual repositories maintained by government,
semi-Government and Private organizations.
Organization specific and domain requirements:


The domain of culture is generally represented by archives and libraries.



The archives and libraries deal with sensitive and historically significant materials each
with specific preservation needs

National Report on Digital Preservation Requirements of India, Volume-II
74

Digital Preservation in Cultural Heritage Sector



Materials preserved in archives and libraries are generally manuscripts, paintings,
photographs, negatives, audio-video tapes, microfilms, architectural drawings, paper
documents such as reports, correspondence, proposals, administrative papers etc.



During the last decade, the digital technology has begun to overshadow the print
technology and in certain areas such as communication it has taken over completely. The
convenience and cutting edge technology offered by the digital media has popularized it to
such an extent that many cultural organizations have chosen to gradually switch from
analogue to digital. As a result the digital data created by cultural organizations are –

Collection Based Data:


Born Digital Images



Digital Images/replicas created through digitization (scanning) of photographs,
negatives, microfilms or documents



Metadata in form of databases of the collections (in MS Dos, Excel, Access, SQL)



Audio Video files



E-Books

Office data:


Power – Point Presentations



Official Correspondence (e-mails)



Proposals, Reports etc.



Born Digital metadata (text data in word and excel formats)

Challenges
While most cultural organizations in India have adopted digital technology by choice or by the
necessity, there is still a remarkable degree of ignorance among archivists and librarians about
this new technology. It has resulted in lot of apprehensions amongst them and posed varied
challenges to them to deal with the digital materials. For instance most archivists and
librarians are concerned about 

Archival quality data

Archivists and librarians believe the quality of materials replicated in digital media is inferior to
the originals.


Long term preservation
o

Format obsolescence

o

Volatility of digital technology

While the materials available in the formats of particularly photographs or papers are known
to exist long for at least 100 year without much preservation needs, the longevity of digital
data is questionable. It constantly needs to be looked after and managed in order to preserve
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it for a longer time. The rapid change in technology is a great challenge for cultural
organizations to cope with.


High Maintenance Cost

Fast changing technology is responsible for frequent replacement of hardware, software, and
storage.


Lack of Standardization

No standards have been set in terms of use of software and hardware, storage etc. that has
forced archivists and librarians to grope in dark.


Technical infrastructure

Most archives and libraries are not adequately equipped to handle digital materials. As a result
lot of digital materials are created but with no vision to preserve them and hence most of
these materials have short life.


Expertise

There is lack of trained professionals (archivists and librarians) to handle digital media and
manage them.


Access

Literally no readymade software or viewing application is available in the market for viewing
the digital data along with visuals that discourages usage of digital media on day to day level.


Copyright

Once digital materials are published online, simultaneously comes up the issue of copyright as
after uploading the materials online there is no way to control its usage and secure copyright
of the owners.
Priorities of digital preservation:
Although digitization of physical collection is still at the infant’s stage in the country, but a lot
of digital data in forms of born digital images created through digital cameras, documents
(word, excel etc.) and e-mails are being produced in huge masses. Thus there is an urgent need
to preserve:


Born digital (intangible) data available in form of digital images, databases, e-mails, videos
first as they are not available in physical formats.



Next comes the digitized data, created from scanning of original material such as
photographs, negatives, microfilms, documents as long as their original copies exist.

Characteristics, formats, size, type of repository (quantification of data in store)
Characteristics:
Today most cultural organizations dealing with built and artistic Heritage including the AIIS
possess or accumulate the following two types of dataCollection Based Data:
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Born Digital Images



Digital Images/replicas created through digitization (scanning) of photographs,
negatives, microfilms or documents



Metadata in form of databases of the collections (in MS Dos, Excel, Access, SQL)



Audio Video files



E-Books

Office data:


Power – Point Presentations



Official Correspondence (e-mails)



Proposals, Reports etc.



Born Digital metadata (text data in formats of word and excel)

Format:
Tiff, Raw, JPEG, Auto Cad, HTML, Bitmap, Excel, Access, Data Base file, Audio-Video file
Size:
File size varies from 1 KB to 400 MBs or more in case of image files. Total size of data required
to be preserved could go to many terabytes (AIIS’s digital archive size is 4 TB)
Type of Repository:
Image-Archives
Audio – Visual archives
Text file archives
Criticality/Necessity of long term digital preservation in your domain:
Digital technology has brought a revolution in the areas of creation of information, access and
dissemination which are major functions of any cultural organization. Therefore digital media
has become an essential part of cultural archives and libraries. Materials deposited in archives
and libraries need to be preserved for long term access and therefore it is essential for
caretakers to know their materials so that long term preservation can be ensured. While
caretakers of archives and libraries are well trained to handle preservation of traditional
materials they don’t possess necessary expertise to preserve materials created in digital
formats. Digital materials come to archives in varied formats but due to lack of adequate
knowledge about the materials archivists are unable to evaluate the preservation needs of
these materials. And thus many such materials get unusable after few years due to
obsolescence of that particular format in which those were created.
In addition, to ensure long term preservation of materials, proper storage of holdings is
absolutely essential. While storage of physical materials has been taken care of successfully by
organizations, storage of digital materials for long term preservation is a big issue for
archivists. A lot of data is lost because no proper storage system is known to archivists yet
which can ensure long term preservation of their digital data.
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Thus it transpires that there are two critical issues for long term digital preservation in the
culture domain1. Format of materials
2. Reliable Storage System
Legal requirements / implications related to long term digital preservation


Making multiple copies of a work, distributing copies among multiple institutions, and
migrating works to new technological formats and media, involve the exercise of exclusive
rights, including but not limited to the reproduction right.



Under licensing agreements, libraries are not allowed to make copies of electronic
materials for long-term archives. So libraries that only subscribe to an electronic version of
a newspaper or journal may never have an opportunity to make preservation copies.

The technological issues and requirements (storage, metadata, interoperability, etc.)
Crating digital environment in archives and libraries:


Requirement for high capacity and sophisticated storage systems which can store many
terabytes of data together,



Can ensure safety of the data (like the RAID system that allows creating automatic back-up
of the files and thus reduces human efforts and resultant errors)



Solution required for maintaining old formats of born – digital data in their original shape
as conversion of them to the new format causes loss of original format in which the data
was created. For example, in case of a born digital image, the change of format may result
in loss of the artwork.



Due to ephemeral nature of the digital media archivists and librarians’ dependency on
physical materials is not reducing. Maintenance of both physical and digital material is too
difficult and beyond the affordability of many organizations and Institutions. Hence, there
is requirement for a foolproof data management system that ensures the safety and
longevity of critical archival information.
•

Standardization for creation and management of data:
o

Creation of standard catalogue management software for varied collections
(image, audio-video, bibliography, metadata etc.

o

Standards for use of operating systems

o

Standards for Storage
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o

Standards for Back-up

o

Standards for creation of archival quality data both in digital media and manual
digitization

•

Seamless access

Gap analysis of current practices and digital preservation best practices
Current Practices:


Lack of familiarity with digital technology/media among archivists and librarians



Lack of trained professionals to handle digital media/Lack of expertise



Lack of technical support



Apprehensions about the digital media such as its ephemeral nature



Maintenance cost



Insufficient law



Traditional mindset about access, dissemination and preservation



Lack of collaborative ventures

Best Practices:


In America and Europe professionals have been in advantageous positions due to easy
access to technology



Regular Training programs for archivists and librarians for sharpening edges



Focused Research and Development programs for specific fields and its needs



Amendment in law in accordance with the requirement of the progressive technology



Awareness about the benefits of digital technology to society in access, dissemination and
preservation



Solutions to handle maintenance cost by sharing resources (outsourcing, collaboration)



Standardization

Models of Best Practices:
Artstor, United States:
Getty Foundation:
University of Michigan:
University of California, Santa Cruz
British Library, London, U.K.
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Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation in your specific domain
Short term (3 years) actions: Planning & Creation of Digital Environment


Intensive Training/Orientation programs for archivists and librarians/caretakers of
archives/library collections



Policy development for digital preservation that involves establishing Guidelines and
Standards in accordance with International standards for:
o Formats to be used for data creation-

It is essential that all the digital data meant for long term preservation should be created in “Raw”
or some universal format which is not affected by change of technology. For existing data which is
available in varied formats other than “Raw”, such set-ups should be developed all over the
country at local and regional levels which are equipped with equipment to handle upgrading and
migration requirement of all old and new formats so that the issue of format obsolescence could
be taken care of.
o

Storage for preservation of data (Please see Appendix 1 attached below)
−

National/International level certification of practices related to digital data
creations and preservation

−

Formation and Amendment of Copyright laws to insure protection of
copyright of owners/repositories who wish to preserve the digital data for
long term access.

−

Formulation of Research and Development teams for developing
appropriate standards, software for archival quality data creation,
preservation and management as well as Hardware for storage and
backup etc.

−

Identification of Institutions/organizations for 1) developing master
trainers who can organize training programs 2) mass level archival quality
digitization, 3) data storage centers

While some organizations with strong funding support can create their own technical
infrastructure to create and preserve archival data for long term, it is not possible for small
scale organizations to do so with their limited means. Large and small organizations need to
collaborate to handle their digital requirement. Large organizations with reliable and sturdy
technical infrastructures can be assigned the role of centralized repositories (trusted
repositories). Such organizations can be identified at National, State and regional levels which
can work on the pattern of banks where small organizations as well as individuals can deposit
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their data on payment basis. The responsibility of such centralized/trusted repositories should
be to preserve and manage data for their customers.
−

Setting up high quality access mechanism as one of the deterrent in
digitization. Need for high speed connection countrywide to make
substantial use of this huge investment.

Long term (10 years) actions: Implementation
−

Complete digitization of physical data available with cultural organizations

−

Preparation of databases of collections in various repositories

−

Creation of dedicated online National digital libraries for various types of
materials such as images, audio video, administrative documents, museum
collections, archaeological materials, books as collaborative projects
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“Storage for Long Term Digital Preservation Recommended by Successful Models” (Appendix –
1) prepared in consultation with Arvind Sinha, Vice President, Enterprise Architecture, PB
Systems, Irvine, California, United States
Enclosure
Storage for Long Term Digital Preservation Recommended by Successful Models
The below suggestions are made based on the practices followed by some success models in
United – States in the field of long term digital preservation of Image and Audio-Visual
collections.


Image and Media files with highest quality are big in size. Henceforth they need large size
storage.



To store such files we need very high end and specialized storage.



Storage Area Network is fast so that files can be accessed faster. It also has built in
mechanism for fault tolerance, such as RAID.



In high end storage, disks are swappable and they re-construct the content upon failure.



In order to protect the failure of storage a replication mechanism is highly recommended
which should duplicate the content at certain frequency so that loss of data can be
minimized.



In addition to replication a Disaster Recovery set is also recommended.



In addition to all these, a conventional backup strategy should also be implemented. This
could be incremental daily backup and weekly full backup. And media on which backup is
happening must be retained for a longer duration to reconstruct the system up-to-date.



It is recommended that image/media files must be created in raw format. Raw formats are
easier to convert into any popular and advanced format.



So every image/media file created in Raw format needs to be converted into a popular
format which is more efficient and occupies smaller disk space. This is needed for easier
dissemination. This way media files will never become unusable.



In addition to this precaution, an international body is needed to govern the acceptance of
some new format and new media players/operating systems. So that RAW format remains
common across the board and valuable digital assets never become unusable. At the
minimum a new media player/operating system should always be backward compatible.



In the case of cultural heritage contents are getting created at multiple locations by
different organization. It will be more feasible that we establish infrastructure at each
level, for example•

We can setup a live replication link between two local offices. This way local office
1 will become backup for local office

•

Since Local offices are the one which create images/media henceforth the load on
the system will be less on daily basis and heavy sporadic. Therefore live replication
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will not be troublesome for staffs to carry out their work. This way we can utilize
low cost and less sophisticated system to its maximum ability
•

Since regional office and command center in this model will be dissemination
centers therefore we will set them up as periodic backup facility for local offices
falling in the jurisdiction of each regional office. Therefore we need strong system
and bigger bandwidth. In this arrangement regional offices require heavy duty
system with top notch back up facility.

•

Command center will be focal point of receiving all requests. Therefore main site
will be running on command center which will provide search facility for all the
users. All user administration and accounting work will be handled from here. So
we need a strong server which can handle multiple requests at the same time. On
this server we will not have the load of media file. We will only update metadata
information and thumbnail of all media assets. When users want to see the further
details we will get it from regional offices.

•

This way load is distributed across the network.
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13.

iCHART – test bed for Indian cultural heritage and the arts
Ramachandra Budihal, Senior Solution Architect, Wipro Technologies

Introduction:
While the usage of digital medium for information exchange has transcended people, systems
and domains by offering multiple benefits, it also has its bunch of new formidable challenges.
The impact of digital environments has been remarkably universal, extending to all walks of life
– virtually all walks of life‐ in various avatars viz., text, images, audio, video, web, programs,
databases, 3D models etc., Digital preservation – a new challenge of this century in securing
the long‐term persistence of information in digital domain. The production and consumption
of the digital information has grown very rapidly in the last decade and unfortunately, the
capacity to manage hasn’t. The problem exacerbated by the relatively brief time horizon
beyond which preservation of digital materials becomes an imperative, a consequence of the
fragility of digital storage media, as well as rapid obsolescence of storage and rendering
environment. We need to take steps to secure the long‐term viability of the digital materials
by a standardized approach across domains for economic sustainability of the digital
preservation. In this study paper, I am trying to briefly touch on aspects of interoperability,
scenarios, use cases for one particular domain the Arts and cultural heritage artifacts
preservation – digitally. In order to achieve this it is inevitable to develop testbeds that serve
as the platforms as propounded in alignment with OAIS of ISO.
Purpose of testbeds
Validation is a very important step in the process of sustainability of digital preservation;
testbeds are the ways and means to achieve this step. The testbeds enable us to test the real
life scenarios under accelerated modes of simulating the fast processing of the complete life
cycle/life time tests of systems that are used for Digital preservation – h/w, s/w, environment,
people, processes etc., changing during its lifetime and after that. From these thought
experiments one can reproduce the scenarios, which could give insights into wide variety of
real‐life challenges of digital preservation in various types of digitally encoded information
domains. Little investigation using these testbeds help the whole lot of domain to understand,
setup the scenarios that are representatives to define and develop the toolkits, standards etc.,
while the conceptual model behind the testbed design is domain independent, there will be
domain specific addons that particularly help in optimizing the end usages by not over
burdening the scenarios development process itself.
Testbed for the arts and cultural heritage
This helps to build, identify the commonalities between the challenging domain ‐ Cultural
heritage and the arts domain as the artifacts are diverse in terms of space and time, usage and
forms (tangible and intangibles)
Cultural heritage – tangibles – visuals objects of all forms; intangibles – customs and traditions,
knowledge etc., intermix of tangibles and intangibles
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The arts – tight coupling between the tangibles and intangibles, often intermix in a very agile
and dynamic environments with added feature of user interaction
The test bed will have to operate on wide variety of rich data sets for e.g.,
1) Digital resurrection of cultural artifacts of world heritage sites of India
2) Ecology and environment changes affecting Taj Mahal and Ajanta/ellora
3) Performing arts as a part of intangibles including both classical and tribal, folklore
4) Knowledge resources such as written documents
5) Oral vedic traditions to folklore and janapadas etc.,
And many more…
Test bed definition
Test bed requirements are going to be arrived by following


Analysis of nature and properties of information sources and their subsequent
consumption



Information flow of the artifacts (sources) that are needed to be captured about the digital
domain objects i.e., the “ingest”



Information flow of the the object of interest itself that needs the structural
representation and subsequent transformation in the digital domain



Coverage of the functionalities as applicable such as DRM, Access control, virtualization
etc.,



Identification of representation information

All these will inturn help in defining the architecture of the testbed for the domain specific
needs
iCHART ‐ Indian Cultural heritage and the Arts testbed
iChart is an testbed for Indian Cultural heritage and the arts domain that focus on preservation
of all data necessary to document, visualize and model the heritage sites, artifacts, document
intangible knowledge heritage assets of all forms including the performing and visual arts. This
will provide a valuable resource to assist the experts in conservation area to restore the
associated world heritage/national heritage sites while keeping its original integrity. Modeling,
documentation and visualization of manmade and natural heritage sites is not a trivial job by
itself is a formidable and complex task that requires large amounts of processes, methods and
tools that generate humongous amount of data and information which are not sparse, loosely
connected and distributed; these offer greater challenges in documentation. While UNESCO
has given guidelines and some concrete use cases for World heritage site documentation, each
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site has its own uniqueness so it cannot be standardized to a large extent. Therefore the
system under consideration should be extensible, so that it can be applied for documentation,
visualization and modeling of heritage sites apart from documentation of intangibles
associated with it for most of the cases in general; and extended for specific/custom
requirements. The overall workflow would be as follows


Identification of heritage sites of interests for inclusion as test cases



Drawing up the common features associated all apart from the unique features in each of
them



Identification of intangibles associated with/around them



Defining the overall data architecture including metadata



Performance analysis of the different types of software required in order to make use of
such data

Activities that are needed for implementation
 Investigation into the large list of heritage sites and identify the pilot test cases for testing


Investigation of the selected sites such as Hampi/ajantha with respect to the most
representative types of data and information.



Analysis to identify the representative types of data and information relevant to the site
and on which media these information is stored



Analysis and investigation into visualization tools for various types of data



Liaising with statutory bodies and Govt./custodian organizations in order to identify how
to access to data residing in their custody.
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Digital Preservation at All India Radio

Manju Mathur, Dy. Director Engineering, All India Radio

1. Briefly describe your domain / the type of data archive that your organization has to
manage, its applications, significance over long term duration.
All India radio (AIR) is a Broadcasting organization. Akashvani network consisting of 233
stations and 373 broadcast transmitters of which 146 are MW, 161 FM and 54 SW
transmitters. Its coverage extends to 99.14% by population. Operating in a multi-cultural,
multi-linguistic country like India, AIR broadcasts in 24 languages and 146 dialects, in its home
service. In external Services, it covers 27 languages including 16 foreign and 11 Indian
languages. Each radio station has its own Tape & Disc library wherein the sound recording of
different programmes such as Music, Talks, Discussion, and Drama etc. are preserved at these
stations. The sound recordings which are of Archival value are sent to the Central Sound
Archives of All India Radio.
The Central Sound Archive of All India Radio is located in Akashvani Bhawan, New Delhi, which
is All India Radio’s Headquarters. Central Sound Archives of All India Radio possesses a huge
collection of sound recordings of archival value, covering a large variety, category and type of
music, talks, speeches of eminent political personalities, scientists, educationist and social
reformers in their own voice and other programs which cover a long time span of several
decades.
The precious treasure is being used by insiders & outsiders:


The programme is Up-linked through Satellite daily and down-linked by all AIR Stations for
Broadcast.



Research scholars from all over the country visit & listen to these recordings.
A nominal fee is charged for the same.



All government and various private agencies, PSU and Universities and
Institutions procure speeches of great leaders and eminent personalities (especially poets)
on payment basis.



Interacting with other sound archives and international associations to exchange
information for evolving archival standards, evaluation and incorporation of new
technology for better preservation and scientific management of archival functions.

Significance of preserving this precious material over long term duration lies in the fact that if
the material is lost, damaged or destroyed due to improper preservation, handling and use,
and lack of safety, the same can not be regenerated and will be lost for ever.
2. Is the data in digital format? Or you have to digitize it for the purpose of preservation?
The sound recordings in the archives are predominantly preserved on ¼” analogue audio
magnetic tapes and gramophone discs.
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AIR has transferred more than 70% of the sound recordings on Analogue tapes & Gramophone
disc to CD-R. The process of digitization is still in progress.
The Archival material is received to Central Archives either from Radio Stations all over the
country or from Outside Sources in any format like Analogue Tape, Audio CD, R-DAT and Audio
Cassette etc., the same is digitized and transferred to CD-R.
The details of the sound recordings on analogue tapes & gramophone disc are in text mode.
The Meta Data of the sound recording in text format has been transferred on Database. The
Database has been got made from outside software company.
3. What is the size of the archive managed by your organization? In your estimate how
much it can grow in next 5 years?
Number of Analogue Tapes in Archives is: more than 48000
Number of Gramophone records in Archives is: 3500
Total Hours of Sound Recording in Archives is: 22000 Hours.
In next 5 years it will be: 27000 Hrs.
4. Provide the characteristics of data, its users, the data formats (open source or
proprietary), storage requirements, storage media used for backup of the archive.
•

Characteristics of a recording include:

•

General

•

Nation/State

•

Language

•

Alpha numeric symbol

•

Date, time, Place & duration

•

Historical information about musician or music

•

Occasion

Programme Content
o

Selection title

o

·Name of raga/festival to which the song/music relates or the topic in case of spoken
words programme

o

Artiste/speaker/participants

o

Eminent personality

o

Composer

o

Musical instruments

o

Sound effects
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The users of the Archive material are All India Radio Stations, Research scholars from all over
the country, All government and various private agencies, PSU and Universities and
Institutions.
The data format is open source.
The storage space requirement is basically governed by the volume of current archival
holdings, average annual in-flow, and the expected increase in future. The AIR archive has 7
rooms of convenient size, with fire proof doors. The storage space has temperature and
humidity control measures which are appropriate for the type of stored material. The archive
is free from dust, dirt and other foreign matter. Entry to the storage area is restricted and
strictly controlled.
A double sided aluminum rack of size 2345mm(h) x 940mm(w) x 380mm(d) which
accommodate about 880 number of 7” audio tapes and for storage of compact disc mobile
shelving units are used. A single sided rack of size 1050mm(w) x 320mm(d) x 2200mm(h)
stores 2880 CD’s.
Data CD’s in Wave format of all the Archival material are used for backup of archive. This is
preserved at present in Staff Training School(T) of AIR which is away from Central Archives.
This can be used in case of any disaster.
5. What are the present archiving practices followed by your organization / repository?
What kind of technology, tools and systems are used for reading and managing data?
The present archiving practices followed in AIR is


Selection of material



Acquisition of material.



Cataloguing



Preservation



Resource Generation

Selection method has been established and forms an integral part of the archive for the
selection of material for archival storage. All India Radio archive has made policies for selection
of material for archiving. The criteria are:


Likely re-use potential in future broadcast as primary source material.



Uniqueness compared to present archival holdings.



Significance or importance from cultural, historical, political & social point of view.



It is mandatory to preserve all speeches of President & Prime Minister.
After an item is selected, it is followed by its acquisition. The acquired material is the

recordings received from broadcasting stations. When the material is acquired the method of
acquisition is noted along with date received on.
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The manual system using card catalogues is used. Cataloguing of Music in manual system card
catalogue is based on information on the artists names, style, instruments, composer,
accompanists names, rhythm, date, duration, place of recording and station which recorded it
and the payment position. Spoken word is catalogued on the basis of information: title of item,
subject, place and station that made the recording, date and duration. Further categories of
catalogue information include technical data, language of recording, copy right information,
performing artist is from staff or outsider etc.
Thus a catalogue entry providing this information is lengthy document. Therefore, for efficient
working of an Archive, computerization database management was got made from outside
Software company. The platform of the database software is MY SQL.
The digitized data is preserved in two formats on CD-R. One is WAVE format & another is
MPEG-I layer II format. The compression ratio used is 4:1. The WAVE format CD is used as
Master CD & kept for long term preservation. The MPEG-I layer II format Audio CD is used as
circulation copy. The preservation standards are followed in respect of number of copies,
environmental conditions & safety from magnetic field and fire. Two copies of each recording
are made-the preservation (master) copy & working/duplicating copy. The temperature and
humidity conditions in the storage area are maintained as per re commended standards. For
tape & vinyl disc: 18-21 degree C & 35-45% humidity. For CD’s/CD-R : 23-27 degree C & 45-55%
humidity.
While adopting policies and procedures for income through archival services, AIR Archives
started releasing music albums (both Hindustani and Karnataka) under the banner “ Akashvani
Sangeet”. So far 59 albums have been released 39 Hindustani Music and 20 Karnataka Music.
Professional Tape Recorder and Playback machines are used for recording & playback of
archival material. The record and playback speed for tapes is 7.5 inch/sec., normally the
recording level is kept at 4 dB below the normal recording level. Master copy is played from
machine having only playback head.
Professional CD players are used for playback of CD-R/CD’s. Bar codes are provided on all CD-R.
Bar code reader is used for reading the details of recording on CD-R.
6. Have you faced any problems due to format incompatibility, technology obsolescence,
data corruption, damaged backup media?
No such problems have been faced as the medium of preservation is CD.
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7. Are there any established policies, guidelines, methods defined for long term
preservation and archiving for the data managed by your organization? If yes, please
mention it.
The archives collection is the most important programme resource for the present day
programme makers and researchers and not only for use by the posterity. Therefore, the
management of archive has to consider all the relevant factors required in running the
archives on professional lines and devise ways to make their collection as relevant and useful
as possible. The decision in this regard is based on a comprehensive framework of policies The
following are the archival policies:


Access Policy: Access is defined as any form of use of archive’s collection.



Selection & Acquisition Policy: The policy outlines selection principles, general selection
criteria, selection priorities, acquisition principles, general acquisition criteria, acquisition
mechanisms and responsibility.



Preservation policy: The aim of preservation is to provide permanent access to the
heritage in the form of sound recordings and associated paper based documentation
material held in the Archives. The policy covers classification, preservation vs. access,
duplicating & client’s/reference copies and storage.



Cataloguing policy: The policy covers the creation of standardized descriptive records of
the intellectual content of collection materials, which together with the creation of index
points facilitate access to those materials.



Marketing policy: This policy is required to generate internal resources to supplement
govt’s contribution. AIR Archives started releasing music albums (both Hindustani and
Karnataka) under the banner “ Akashvani Sangeet”. So far 59 albums have been released
39 Hindustani Music and 20 Karnataka Music.

8. What difficulties and challenges are faced while preserving the data?
The following difficulties were faced while preserving the data on conventional system of
storage either the analog magnetic tapes or phonographic vinyl discs:


Quality degradation with time and use



Special precautions required to be taken during storage to minimize print through, h.f drop
outs etc.



Necessity of spooling and checking at regular intervals



controlled environment (in respect of heat, humidity, dust, sunlight, jerking, electric &
magnetic fields etc.)



Careful handling



Large storage area



Limited life



Difficulty in cueing & cut selecting(random access is not possible in magnetic tapes)



Recorders & Players have been obsolete
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In case of digital audio


Interchange of material is difficult due to the use of number of different data and storage
formats. Standardization is required in this respect, analogue.



Audio refurbishing is a very expensive



A through training of the operators is required for achieving successful results



Music experts are required for subjective listening of refurbished out put



In-house repair of refurbishing software is not possible

9. What should be done so as to enable you, as the archivist, in preserving your data more
effectively?
In view of shortcomings as mentioned in question no. 9 above, the sound recordings on
analogue tape or gramophone disc type of storage has been digitized & transferred on
compact Disc. After audio is digitized it becomes practically free from the limitations of the
recording medium. Repetitive playback is also no problem particularly when the recording
medium is non contact type. Search and cue is all very simple. Besides, because of compact
disc recording the requirements of storage space is reduced substantially.

Another great

advantage in digital format is that such digital signal can be freely and non- destructively
processed and edited.
A scheme of webcasting & podcasting services of All India Radio has been approved under
11th plan of AIR. Under this scheme the Archival data will be available for On-Demand audio
services. The digital archive data available in CDs will have to be ripped and uncompressed
audio will be stored in storage system along with Meta data.
10. Do you follow any quality assurance process for maintaining your archive? What are
your thoughts on quality auditing for digital repositories, archives?
Archives contain audio recordings lot of which is several decades old. Over the passage of time
and usage, many of the recordings get impaired because of one or more of defects e.g.
clicks/scratches, hiss, surface noise, crackle, print through, drop out etc. Digital audio signal
processing has shown the way towards the removal of quality degradation of old archival
materials. AIR has two different systems of refurbishing, CEDAR refurbishing system from U.K.
& Sonic Solutions from USA. These were installed in early 90’s. The software up grades has
been coming even now. The systems are PC based, they are not identical. Cedar system works
in Real time whereas Sonic solution works in non-real time. Refurbishing has two components
– restoration & enhancement. Restoration means noise-reduction/distortion reduction. Drop
outs, Click & crackles can be corrected with these systems. A through training of the operators
is given to AIR officers for achieving successful results.
For testing CD players, Test Discs containing various test signal are available. The audio
analyzer having digital domain is being used for the measurement of digital machines. Digitally
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mastered test tapes are used for testing R-DAT machines. Professional Monitoring systems are
used for high quality listening.
The tape recorder/playback machines are maintained at all times. The frequency response,
THD+N are taken as per Maintenance schedule for all type of equipment.
11. What should be the strategy to ensure that the audio data archive managed by you
sustains and remains accessible even after 10-15 years or beyond?
A scheme has been approved under 11th plan of AIR regarding setting up of regional Archives
and Upgradation of facility at central Archives. Under this scheme the regional archive will be
setup at 4 AIR stations including facility for digitization of archival material. The digitized
archival material will be stored in the local server at the respective stations with the provision
for access by authorized persons through password. Backup on LTO tapes at each of the five
centers will be provided. Each of regional Archive will be able to access to Central Archives on
line.
12. Are you aware of any international projects in your domain where they have evolved
some techniques to preserve similar type of data?
AIR has undertaken a project entitled “Upgradation of AIR Archives with refurbishing and
optical disc storage facilities” with assistance from United Nations Development Programme
(UNDP). At the time of framing the project document in 1988, the write once read many
(WORM) type optical disc for recording of audio digitally had been developed. AIR has two
different systems of refurbishing,
CEDAR refurbishing system from U.K. & Sonic Solutions from USA. The scope of the project is
to upgrade AIR archives with the following facilities:


Two laboratories for audio signal refurbishing.



One laboratory for transfer of audio materials to digital Tape & Optical Disc.



16 specialists trained in different areas of specialization.

ITU was taking necessary action for procurement of the UNDP equipment. Similar action was
also going on for the procurement of GOI equipment.
References
1) Sound Archives-A Profile
2) Digital Audio- Watkinson
3) Advance Digital Audio – Ken. C. Pahlmann.
4) ABU document on CDR
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Short Terms Plan For Digital Preservation Of Doordarshan
Archives Content
Dr. Kamalini Dutt, Sr. Director Archive, Doordasrhan



Doordarshan Archives content from 1960s to 2005 is in various formats of analogue as
mentioned in the Main Paper (Page -2). Doordarshan has a plan to digitize its entire
content within one year extending maximum to two years by inviting private partners to
help us meeting this target. The RFP being floated for getting best partners will be
announced on our website by 15th June 2010.



The migration from analogue to digital domain is crucial for all intangible archives like ours
as standards have to be set now. Any mistake at this juncture will have spiralling impact on
digital preservation. The characteristics of intangible content has been tabulated below
under two columns Advantage and Disadvantage
Advantage










Disadvantage

Completely moves to new technology
Re-purposing resource
Asset is easily retrievable
Easily restorable
User friendly interactive dissemination
Meta tagging
Facilitates dip level







Machine Dependent
Easily Perishable
Requires Constant Monitoring
Frequent Migration
High Costs

The metadata in a virtual archive of intangible content rules the domain as no retrieval is
possible without proper flawless metadata. For this Doordarshan Archives has adopted
Dublin Core 21 elements. For all the analogue content to be migrated to digital domain
within one year extending to maximum two years will have meta tagging of both micro
and macro levels.

Metadata standardization is being done keeping in view inter

operability and international standards.
We also have a process of auditing the quality of Metadata by engaging Subject and
Language Expert.


Due to various reasons, the analogue content needs physical and electronic restoration.
Within next three years Doordarshan plans to restore, priority content and preserve them
in such a manner that it is ready to face any technological migration in future.
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Transcription of the spoken words in the content is already underway and it is expected to
be completed by the end of three years for all analogue content. This aspect of digital
migration is crucial for text based search in the file based archives. This also facilitates
publishing books.



Doordarshan Archives has already pioneered Media Asset Management based archives
which meets the challenges of technological changes, as file to file migration is much less
demanding on time and moves with complete Meta tagging, whereas the physical
migration from tape to tape does not provide for any meta tagging, thus, rendering the
retrieval process difficult and unyielding.



Doordarshan Archives plans to launch a dedicated archive Website wherein complete
information of 2 lack hours will be posted in a phased manner. We will begin with a select
showcasing of 10,000 hours of content from various categories of programmes with
Metadata harvesting suited for Web purpose. This website envisages simple and advance
search to meet the needs of browsers and scholars.



Doordarshan Archives is also developing a domain thesaurus for facilitating retrieval. This
has been done for our 'Leader of India' website project and will be extended for dedicated
archives website.



Our prestigious DVD project will get a fillip by the large scale digitization. So far we have
released 100 titles which have received commendable response from our viewers and art
lovers. We plan to increase this fivefold as our Zonal Archives will also be totally operative
and ready for taking up such dissemination jobs.



For achieving the above, it is mandatory to have a proper archive environment for
preserving intangible content in digital storage system. It is required to house the archives
in a building which meets the programme needs with vaults (compactors) installed in
proper temperature and humidity control i.e. 18-200 C and 45% humidity. It should be a
dust, heat proof place with air curtains etc. Media Asset Management and its servers
should have regulated electricity supply and temperature and humidity control as
mentioned above.



Physical and electronic security system must be in place for giving limited access to main
vaults and activity area.



IPR is another important area without which the dissemination programme becomes
meaningless.

Doordarshan needs address this urgently as all the agreements being
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currently used do not have future proofing from the angle of IPR. We also need to
urgently develop IPR policy for our organization conforming to IT and IPR related legal
provisions. It is mandatory to have an agreement scanned and preserved in digital form
and tagged to the programme as part of Metadata. This will enable us to study the IPR
and also plan dissemination of such content in future.


There are no institutions which train archivists for intangible content like ours. It is
essential for us to develop a training programme for raising a crop of good archivists who
are familiar with the process and procedures of intangible content management.



Water marking of the content to prevent piracy has to be introduced at the time of
content generation itself so that any misuse of the content can be easily detected by
decoding the watermark.



Doordarshan Archives has immense revenue earning capacity through a proper
dissemination programme. The Website also can have a dual approach by giving some
content free to view and some content to be permitted for downloading through a
payment gateway. Our content also can be put on video on demand which will strengthen
our DTH service.



DVDs released by Doordarshan Archives should have a robust marketing support which
can be professionally handled by a private party.



Disaster retrieval copy for all the archival content should be planned in a remote location
which is safe from any natural and man made disaster.



Doordarshan will also like to check the interoperability between multiple archives holding
some contents. The test-bed would be our own Zonal Archives.
Special Units to be created within Doordarshan Archives
for high quality archiving

1) Domain thesaurus multiple spelling dictionary and name authority dictionary:
Presently our Archives is totally dependent on search through English text, whereas, we deal
with content based on multiple languages. Different language zones of the country spell a
particular name, differently even in English due to cultural diversities, i.e. Thyagraja in South is
spelt TH – Thyagraja as to soft and hard consonants in South are differentiated by use of 'H',
thus the spelling varies from North. While our dictionary will standardize the spelling, it will
also offer multiple spellings for open search. Similarly, multiple words are used for expressing
one key word like Kriti, Rachna, Kirtanam, Pada, etc. Though, in the language domain each
may have different connotation, as key word, these expressions are freely used to denote one
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single entity. Thus it becomes very essential to create thesaurus for easy retrieval by one and
all.
2) Linguistic Unit to meet linguistic challenges :
This Unit will have language experts who will be responsible for error free transcripts and
quality check of versions. We also plan to develop multiple language search by involving
softwares created by IT experts like IIT Madras Language Initiative.
3) PR Unit: This Unit will have legal experts who will go through agreements signed for each
programme and determine various rights for dissemination of clips or programmes. A
process will be developed for screening every programme, disseminated on multiple
platforms for determining the right holders and their stakes.
LONG TERM PLAN (10 YEARS OR MORE )
Doordarshan Archives has already initiated a long term plan by introducing Media Asset
Management system and preserving its digital content in file formats.
A brief


Digital tape is ingested to one of the 8 nodes into the server which processes the content
by trans-coding it simultaneously to high resolution (50 mbps) and low resolution (wmv).
The high resolution sits in the server till the metadata is created. The clips are described
by locators (key words) and the complete transcription of spoken words is attached to
metadata. The Domain Expert and the Language Expert check the quality of metadata and
the archive administrator archives it after audit. The back end management of the archive
content is taken care by another system which stores the content in LTO4 tapes.



Low brows version is also available for creating Website with limited metadata.



Scaling up of the system for our long term preservation. We intend to scale up Media Asset
Management System to support 2 lack hours of programmes migrated from analogue to
digital. This will be managed in six Zones including Central Archives Zone. All the Zonal
Archives will have connectivity through wire. High resolution content traffic will be
supported by such an arrangement to enable quick access of material preserved in any of
the Zones for repurposing and making fresh programmes.



Doordarshan has chosen DVC Pro 50 as its programme and transmission medium. As the
organization moves to tape-less environment the challenges of true digi born will surface.
At present Doordarshan is taking care of current archiving in an informal manner by
acquiring content which has been telecast recently and are available on digital tapes. A
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proper workflow has to be introduced and made mandatory for any programme to reach
the archives with in 24 hours after its telecast.


The true digi born should have the facility of reaching the archives automatically through
wire communication which will then be preserved in the Media Asset Management System
and also in the disaster retrieval management system.



For dissemination in the long term archive environment our complete archives should be
available for browsers to place order for high resolution through online satellite or wire
transmission.



The long term plan for doordarshan archives is based on automation of content moving
from transmission wing to archives with machine generated metadata, enriched by manual
value addition and preserved in LTO future generation tapes. We also should gear up to
migrate from digital to digital i.e. 50 mbps to 120 mbps for meeting the requirements of
HD TV.



Doordarshan also dreams of setting up SAARC Archives in New Delhi which will hold the
content of all the SAARC Countries freely exchange and organize seminars and workshops
of Media Content, strengthening people to people contact.
PROTECTING DIGITAL ASSETS

Digital Assets will require protection at many stages starting from Disaster Recovery
Management to Piracy Control in Business Environment. As the steps increase the costs will
also be demanding. Simple disaster recovery will include:
1. Replication of Assets in Digital Storage Media, copies to be kept in a secure and
geographically diverse locations.
2. The best practices in this area have been found to be followed by Broadcast Industry
wherein the network takes this concept and links to complete facilities across the country
so that if one facility breaks down the other duplicate facility available in the other end of
the country can take over and maintain an uninterrupted Transmission.

International Best Practices

Indian Environment

Gap

Storage Conditions:
The tapes are stored in best Standard

specifications This can not wait to be
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environment with proper
temperature and humidity
control, heat and dust
proofing
is
maintained
meticulously. Access to these
vaults are highly restricted.

for storage is
not
maintained. The tapes
are
subjected
to
exposure,
thus
they
develop
multiple
problems even before
they are selected for
digital migration.

amended as any delay in
providing proper storage
facility will result in
massive loss of cultural
content.

No trained staff is
available in this area.
Process
has
been
developed indigenously
and leaves much to be
desired.

Training institutes should
be
established.
International courses to be
conducted,
Media
Archivists should be made
familiar with International
best practices and process
already developed so that
as viewed by "BBC". "The
non-expert do not reinvent
the established concepts"

Our digital asset
management is close to
international practises
only to the extent that we
store our content in 50
MBPS and archive in
LTO4 tapes.

We are not ready for
migration to HD as the
migration from analogue to
digital is also in its first
phase. There is lot to be
done in this area as more
than 2 lack hours of content
is still lying in analogue.

Categorization & Cataloguing
Trained
Archivists
and
Librarians are deployed for
this purpose who have
compete understanding of
intangible content. They work
under
a
professionally
developed process

Digitization Standards:
As the Media Archives are
already gearing up for
another migration i.e. from
SDI to HD, many production
houses
have
started
producing their born digital in
HD. Down conversions are
done to meet its transmission
requirements.
The SDI
content and other content
from legacy formats are
stored in 50 MBPS. The born
digital HD is stored in 120
MBPS in LTO5 tapes
Metadata :
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This area is still under R&D.
Major broadcasting
organizations are trying
various methods of metadata
standardization. By and large,
they follow Dublin Core or
METS

In Doordarshan we had
an indigenously
developed library
management system
called ARCH LIB which
provided the testbed for
creating metadata of
culture specific content.
Later, we graduated to
Media Asset
Management which
provided Meta tagging
facility wherein a clip
could be accessed
through metadata. We
follow Dublin Core 21
elements

There is not much gap in this
area except if international
broadcasting organizations
standardize their metadata
practises, we have to adopt
the
same
for
interoperability.

This area is under utter
confusion with regard to
broadcast
content.
Doordarshan has still not
made any progress in
developing its IPR policy
and other related issues.

There is a big gap in this area
which needs to be addressed
urgently without which
dissemination of preserved
digital content will be very
difficult.

Doordarshan
has
launched
a
massive
digitization
project
through which all the
components required for
broadcasting is going to

The tapeless environment
will be more challenging
than archiving of tapes, as
understanding of virtual
movement
of
content
creation of virtual archives

Rights & licensing
International community of
broadcasters are very much
alert to IPR related issues.
Each country has its own
approach to IPR which is
determined by its internal
laws and cultural practises.
But for inter-operability of
content
international
consensus needs to be
developed which is being
deliberated in WIPO and
other fora.
Tapeless Environment
The Broadcasting Industry is
moving towards a tapeless
environment from content
generation to archiving. There
will not be any medium
involved. This will require
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seamless on line archiving, be digitized in next few will
depend
on
which is already happening in years. This will provide standardisation of practices
the base for archiving and processes.
the area of TV News
towards
tapeless
environment.
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National Film Archive of India

V. H. Jadhav, Director, National Film Archive of India

Summary
The history of Indian film dates to the beginning of the twentieth century to the silent era,
starting with Raja Harishchandra, by D G Phalke in the year 1913. Today, the Indian film
industry has the distinction of being one of the oldest and most prolific, producing the highest
number of films almost a thousand annually.
These films are a significant record of our culture& heritage and its evolution over time, across
generations. However, the industry's efforts to conserve our film heritage are nascent
compared to the volume of production. The industry universally till date has been preoccupied
with the immediate importance of film, with little or no measures to safeguard them for future
generations.
In the United States, as per the statistics released by Library of Congress “About 80% of silent
movies produced in the United States have already been lost or are in a un-restorable state.”&
“90% of silent movies produced before 1930 and about 50% before 1950 have been lost.”
In India, of the 1000 films produced in the country during the Silent Era, less than 10 films are
available now. Similarly, many valuable films of the Sound Era, including Alam Ara (1931), the
first talkie of India, are lost forever.
Additionally other valuable records such as screen plays, posters, stills, costumes, properties
and vintage equipment too been damaged or completely lost over the past decades.
A commitment to preserving these assets of national importance has devolved on to
governments globally. Moreover, the possibilities for archives to grant access to the films in
their care are presently being revolutionized by the advent of digital technologies.
Governments across the world have initiated digitization and restoration of their film archives.
Netherlands has recently embarked on a 7 year plan to digitize films with a budget of Euro 150
Mn, while Singapore has initiated this activity with a budget of approximately $ 200 Mn.
This proposal addresses the approach and methodology for preserving and restoring these
national assets, which are records of our rich cultural heritage, and ensuring their survival and
availability to future generations.
Introduction
The National Film Archive of India was established in February, 1964 as a media unit of the
Ministry of Information & Broadcasting, Government of India, with the objective to:
a) Trace, acquire and preserve for posterity, the heritage of national cinema and a
representative collection of world cinema
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b) Classify and document data related to film and undertake and encourage research on
cinema
c) Act as a centre for the dissemination of film culture in the country, and to promote Indian
cinema abroad
The National Film Archive of India, being the national custodian for film preservation, has
envisioned the National Film Heritage Mission with the goal of synergizing the individual
efforts of various organizations to preserve their film content. This mission seeks to
accumulate and centralize the film content of these various organizations and to provide a
comprehensive platform and solution for the preservation, dissemination and monetization of
film content.
The Existing Scenario
The National Film Archive of India (NFAI) has a collection of approximately 5000 films, 2 lakh
posters / stills / photographs, 40,000 scripts and other items like song books and art work.
Films Division, Mumbai has approximately 8000 documentary and short films in their
collection. The Children’s Film Society, India (CFSI) and the National Film Development
Corporation (NFDC) also has approximately 228 and 250 films in their catalogues respectively.
The rest of the films and materials like costumes, properties equipments etc. are lying with
State Government bodies, private studios, film laboratories, institutions and individuals.
Although the NFAI regularly collects such materials for preservation, the vast majority still
remains in-accessed in private collections and remains inaccessible for studies and research.
These materials are not surveyed, catalogued, conserved, preserved, digitized or commercially
exploited.
Need for digitization of Films
All types of film are composed of chemicals, which, if not stored in ideal conditions, are subject
to decay. A further toll is taken by poor storage which leads to the decomposition due to mold
& fungi, and poor handling resulting in dirt, scratches, tears and other physical damage. A
practical solution to counter film deterioration is to convert and archive information stored on
film and magnetic media to digital format’s and media which are durable, easy to store, not
prone to wear & tear due to repeated access and have a technological life span.
The compelling advantage of digital media is the ability of maintaining content without
generational loss, and to preserve it into virtual perpetuity. Digital technologies have also
revolutionized restoration of the films enabling to significantly repair damage and deliver
versions that are visibly appealing and close to their state of initial release.
The Need and the Urgency for a Mission
There is an urgent need to conserve and preserve the films and filmic material.
Given the lack of awareness, technical knowledge, lack of commitment and the absence of
resources among the custodians of these materials, these are likely to be lost forever within a
period of 10 to 15 years. The need is to take up conservation, preservation, restoration and
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archival activities on a Mission Mode. The solution lies in combining efforts of individuals and
organizations synergistically for a comprehensive solution.
It is also extremely important to keep a certain quality benchmark and standard to work
towards. Internationally, in countries like United States, United Kingdom, Netherlands etc.,
there have been standards of quality that have been set in the area of film restoration and
preservation. We need to ensure that we also maintain a high quality standard when we
engage in this mission for Indian films and other material. The key to success lies in blending
technology, expertise and processes to make this a successful endeavor.
Targets to be achieved
The social benefit of the Mission will be the preservation of the invaluable filmic heritage of
the country which is an integral part of our socio–cultural heritage. However, there will also
be financial benefit due to preservation of this material. The catalogue of films can be
commercially exploited world-wide. Publications based on the collections, sale of footage,
exhibition of costumes, posters, etc. can also fetch revenue for the custodial organizations /
individuals. Downloads from the websites can also be an additional source of revenue.
Conclusion
Films are gateway to visually experience our history, but unfortunately are slowly deteriorating
over time. Film archives use various means for preservation including physical storage of the
film in a climate-controlled vault, and to repair and copy endangered work onto more durable
film stock. Additionally, efforts are being made across the world to digitize the films to
preserve informational content contained in decaying film and further return the film to a
version most faithful to its initial release using digital restoration techniques.
The process of digitization at appropriate resolution for the purpose of preservation ensures
that there is no avoidable loss or degradation of audiovisual information, has the ability to
support production of new film elements without significant picture or sound loss, has the
capability to record data from the original film needed for restoration, has the capability to be
stored in a reasonable temperature and humidity along with a well laid down data migration
strategy.
Digitization will also be an effective strategy to for improving the accessibility of archival film
heritage and plans for digitizing national collections are being considered in a number of
countries
The National Film Heritage Mission will certainly be a major initiative in the direction of
preservation and utilization of our socio-cultural heritage, enshrined in the form of films and
filmic material. It is important to execute this mission in a timely manner so that we do not
lose any more of this material and can begin reaping the benefits of maintaining its posterity.
This Mission will be a first major step towards our endeavor of preserving our rich celluloid
legacy as our country celebrates the Centenary of Indian Cinema in 2013.

National Report on Digital Preservation Requirements of India, Volume-II
104

Digital Preservation of Scientific Data

17.

Digital Preservation of Scientific Data

V. V. S. Nageswara Rao, National Remote Sensing Centre, ISRO

Introduction:
Earth Observation (EO) data provide global coverage of the Earth across both space and time
showing the world through a wide-enough frame so that large-scale phenomena can be
observed locally with great accuracy and gathering data from sites not easily accessible for
ground-based data acquisition facilities. EO data acquired from space have become powerful
scientific tools to enable better understanding and management of the earth and its resources.
ISRO has been acquiring and preserving scientific data from remote sensing satellites and
scientific missions like Chandrayaan, meeting long term digital preservation requirements,
ensuring continuous data accessibility for the user community. Another scientific repository
like National Database for Emergency Management (NDEM) is conceived as a GIS based
repository of data to support disaster/emergency management in the country in near real
time. Bhuvan a large national scientific repository of multi resolution images from multi sensor
IRS satellites of India is seamlessly depicted through the Bhuvan web portal to unable common
man to zoom in to specific area of interest.
Data Archival & Storage of Remote Sensing data:
Data Archival, storage and data base updating and maintenance of all the Indian and foreign
Remote Sensing satellites data includes all IRS series includes right from IRS-1A to IRS- P6
and recent Ocean sat and

foreign satellites like LANDSAT , NOAA, MODIS, ERS data in a

controlled environment. NRSC has been acquiring valuable remote sensing data since 1978 on
various media. In addition to regular archival & storage, migrating / transcribing of data on to
new media / new proven technology periodically for long term archival.
Remote sensing the moon by Chandrayaan-1 is another mile stone in Indian space programme.
Long time Archival of large volume of mission chandrayaan-1 data in the product format
is accessible in centralized SAN storage at Indian Space Science Data Center (ISSDC).
Operational use of Remote Sensing Data:
The operational use of remote sensing data

span

wide spectrum of

themes

which

include water resources, agriculture, soil and land degradation, mineral exploration, ground
water targeting, costal and ocean resources monitoring ,environment, ecology and forest and
urban areas mapping. The satellite data processing facility is equipped with necessary
infrastructure supported by trained manpower to catalog, process, qualify and disseminate the
satellite data products based on user needs globally.
Archival Size:
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The satellite data which is archived is in digital format. At present the archival facility at
NRSC contains 800 TB of data of all satellites and sensors on 30,000 SDLTs and 10,000
CDs and 5000 DVDs.
The data volumes are increasing dramatically every year as ISRO launches 2 to 3 remote
sensing satellites. Taking new missions in to account in the coming five years NRSC is
going to archive another 500 TB of data.
The volume of Chandrayaan -1 data at present is 20 TB, is available at ISSDC in the product
format. The SAN storage facility at ISSDC will also be used to preserve future scientific missions
data like Astrosat and Chandrayaan-2 missions. This data was globally accessed by several
international registered users including NASA for scientific studies.
The Bhuvan the one stop versatile web based earth observation system has 15 TB of data and
scalable up to 45 TB.
Data Format & Storage Media:
The serial digital raw data after receiving will be stored is in FRED format ( ISRO s
proprietary format ) archived in to Super Digital Linear Tape (SDLT). The processed data will
be disseminated to user in product format ( eg. Geo tiff).
Storage Requirements, Management & Backup Archival:
Super Digital Linear Tapes (SDLTs) are stored at NRSC Archival facility in a controlled
environment ie. 18 to 22 deg centigrade temperature and RH 45%. To safeguard the
archives from external factors ( floods , fire and disasters ) a mirror site was established by
keeping a dual copy of all the archived data at distant location.
The data is managed thru oracle based archival data base and centrally controlled by
Integrated Information

Management System (IMS) for sharing of archived data for

products generation for user community
Data Security:
Biometric access to the archival facility to avoid unauthorized intrusion. Safeguarding the
archives from the external factors (flood, fire, disasters in general ) thru local risk mitigation
infrastructure. Access to raw data for data product generation

with a request duly signed

from the system manager. Online accessing and delivery services of archived data / products
to the registered users.
Problems during initial Phase of Remote Sensing Data Archival:
NRSC was archiving data on to High Density Digital Tapes (HDDTs) initially. After five years
problems like tape stickiness, oxide shredding of HDDTs and tape cuts resulted data
corruption. Major suppliers like AMPEX and Honeywell stopped manufacturing HDDTs and
these were obsolete. Low cost media like SDLTs, SAIT and LTOs entered in to market.
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These are high storage Capacity will occupy physically less space compared to HDDTs. NRSC
migrated to Super Digital linear tape (SDLT).
Archival Policy:
Dept. Of Space (DOS) Remote Sensing Acquisition /Archival policy governs long

term

preservation of satellite data. The entire data archived is put on the web site in a sub
sampled form for the user community for ordering.
Difficulties faced in Preservation of data:
Since 1978 NRSC was archiving data on High Density Digital Tapes media
HDDTs

( HDDT). These

has a shelf life of 10 years as per the manufacturer. But due to wear and tear of

tapes and recorder heads the retrieval

of data has

become difficult. Data losses were

noticed while playing back the data. After 5 years of shelf storage
oxide shredding were developed

on the tapes

environment. Specially fabricated

ovens

in spite of

tape

stickiness

and

keeping in a controlled

were used to bake the sticky HDDTs before

playback.
The more effective way of preserving the archived data in better capacity media which
occupies less physical space, which provides scope for archiving future missions of data. In
1997 NRSC migrated to new technology /media SDLT and has over come above problems .
Quality Assurance Process:
At NRSC Archival processes like data screening, data base

updating, codification ,data

preservation in a controlled environment and product generation for the users are governed
by ISO 9001:2008.

Internal and external 3rd party audit is taken up to evaluate the

performance. EO product quality ensured for the product life time.
Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation:
Physical deterioration, Digital data recording media may deteriorate more rapidly and once the
deterioration starts, in most cases there may already be data loss. This characteristic of digital
forms leaves a very short time frame for preservation decisions and actions.
Digital Obsolescence another challenge is the issue of long-term access to data. Digital
technology is developing quickly and retrieval and playback technologies can become obsolete
in a matter of years. When faster, more capable and less expensive storage and processing
devices are developed, older versions may be quickly replaced.
This challenge is exacerbated by a lack of established standards, protocols and proven
methods for preserving digital information. We used to save copies of data on tapes, but
media standards for tapes have changed considerably over the last five to ten years, and there
is no guarantee that tapes will be readable in the future.
National Report on Digital Preservation Requirements of India, Volume-II
107

Digital Preservation of Scientific Data

There are several additional strategies that individuals and organizations may use to actively
combat the loss of digital information
For the short term ( 3 years )

refreshing the data by transfer of data between two types of

the same storage medium so there are no bit rate changes or alteration of data. For example,
transferring census data from an old preservation CD to a new one or to new DVD. Refreshing
will likely always necessary due to the deterioration of physical media.
Preservation strategies like replication and migration are necessary for the long-term
preservation ( 10 years). Data that exists as a single copy in only one location is highly
vulnerable to software or hardware failure, intentional or accidental alteration, and
environmental catastrophes like fire, flooding, etc. Digital data is more likely to survive if it is
replicated in several locations. Migration is the transferring of data to newer system
environments. This may include conversion of resources from one file format to another, from
one operating system to another or from one programming language to another so the
resource remains fully accessible and functional. NRSC opts for long term digital preservation
for the valuable remote sensing satellite data.
Current practices at NRSC:
Transcribing of the existing data on to new media / proven technology for every 10 to 15
years. NRSC is going to migrate to SAN storage from the existing SDLT technology in the year
2012 . Ground work was initiated at NRSC with initial storage of one petabyte and expandable
to three petabytes for the data archival on to SAN storage. The new SAN storage technology
which is faster and better for long time archival.
Internationally long time preservation is done on SAN storage with backup on LTO. For
mission Chandrayaan-1 the scientific data is already archived and preserved on SAN storage.
As far as technology / migration are concerned NRSC is on par with other international space
agencies like ESA.
International Scenario:
During the first decade of the 21st century, digital archives around the world began to share
experiences and challenges. It was discovered that these communications were made
challenging by a lack of a common vocabulary and understanding of “archive” functions. The
community of archivists tackled the issue through the establishment of the Open Archival
Information System Reference Model (OAIS-RM), the ISO standard for digital archives (ISO
14721). The OAIS-RM defines common terminology and a suite of responsibilities that must be
accepted by an OAIS archive.
European Union (EU)

community has built a frame work to support the end-to end

preservation life cycle for digital information by adoption of ISO 14721 – OAIS standard

as

reference model under CASPAR (Cultural, Artistic and Scientific knowledge for Preservation,
Access and Retrieval) project and adoption of common archive data formats for Archival
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Information

Package ( AIP). CASPAR intends to provide tools and techniques for secure,

reliable and cost effective preservation of digitally encoded information for the indefinite
future defining the methodology and infrastructure to deal with the impacts of changing
technologies, including support for new media and data formats with evolving user
communities.
World wide ocean data systems are managed by many independent organizations. Looking to
the next decade as the demands placed upon ocean archives will continue to grow the OAISRM will provide a foundation that positions them to improve efficiency, and to better meet the
needs of their users.
Conclusion:
In the coming years an initiative by adopting OAIS-RM standards and common archived data
format to be taken up for the scientific data archived in India to improve efficiency and to
meet the user requirements across the globe.
References:
1. Satellite Data Acquisition and Archival policy, Document No. NRSA/ DPG/Archival/ Ver 4.0/
May, 98
2. Establishment of Archival facility for Disaster Backup, Document No. NRSA/DPA/Backup
Archives/Oct 2005
3. Integrated Multi Mission Development For Earth Observation Satellites ( IMGEOS)
System Infra Structure (Storage, Networks, Servers& Workstations), Document No. NRSCDPA-IMGEOS-Jan 10 –TR 147
4. Website: http// www. Digitalpreservationeurope.eu
5. Long term Preservation of Earth Observation Data and Knowledge in ESA thru CASPAR by
Sergio Albani, ACS c/o ESA-ESRIN, Italy and David Giaretta, STFC Rutherford Appleton Lab,
UK, The International Journal of Digital Curtain, Issue3, Volume 4/2009

National Report on Digital Preservation Requirements of India, Volume-II
109

Digital Preservation of Scientific Heritage in DRDO

18.

Digital Preservation of Scientific Heritage in DRDO
Dr. A. L. Moorthy, Director DESIDOC, DRDO

1. INTRODUCTION
Defence Research & Development Organisation (DRDO) is the premier R&D institution in the
country, especially for Defence R&D. It has 52 laboratories and establishments and a number
of units spread all over the country. These labs carry out research as well as development
projects in diverse fields ranging from high altitude agriculture to battle tanks to missiles to
combat aircraft. A number of critical technologies have been developed and handed over to
the users, viz. the three Services. During the course, a number of research papers, technical
and project reports, designs and drawings, video graphs as well as lot of photographs of
systems, subsystems, products and components have become byproducts. As the R&D is
concentrated on security-related cutting edge technologies, care is taken while publishing
research results.
The intellectual or knowledge capital of the DRDO labs manifested in terms of research
articles, technical and project reports, designs, photographs etc has to be saved for long time
preservation and usage. A large volume of data and R&D material is generated by the DRDO
labs during the last 52 years. Many DRDO labs, especially big labs with more number of
projects have started digitization of their intellectual capital, i.e., research papers published in
journals or presented in conferences, project reports, photographs, and so on. Also the digital
resources help in e-learning, research, scholarship, and public accountability besides providing
visibility. The digitized resources open up new modes of use, enable wider potential audience,
and provide a new means of viewing the rich cultural and intellectual heritage.
2. DIGITISATION AND DIGITAL PRESERVATION AT DESIDOC
The following paragraphs provide a glimpse of and preservation activities of DESIDOC as a
central agency for DRDO.
2.1 DRDO Periodical Publications
On behalf of DRDO, the Defence Scientific Information and Documentation Centre (DESIDOC)
publishes many regular and ad hoc publications. All these publications are digitized full text
and made available on DRDO intranet as well as on Internet. These include:
Digital Preservation of Scholarly Journals: All the papers published from volume 1 (1949) till
current volume (2010) of the Defence Science Journal, a bi-monthly research periodical of
DRDO has been digitized and hosted both on DRDO Intranet and Internet for wider open
access by scholars, researchers and public at large. Also, all the papers published in 30 volumes
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(till current issue) of DESIDOC Journal of Library and Information Technology (formerly
DESIDOC Bulletin of Information Technology) were digitized and made available on DRDO
Intranet as well as on Internet.
Digitization of Publications: DESIDOC also doubles as the publication wing of DRDO for
disseminating information regarding DRDO products and technologies. Towards this end
DESIDOC brings out regular publications like Technology Focus (bi-monthly), DRDO Newsletter
(Monthly) and DRDO Samachar (Hindi-Monthly). These publications are digitised from 2001
and are hosted on DRDO Intranet as well as on Internet; all the issues of old volumes from
their start are under digitization. Two annual publications, Science Spectrum and Technology
Spectrum, covering orations delivered by DRDO scientists on National Science Day and
National Technology Day, are hosted on Intranet.
Digitisation of Translated Documents: Many requests are received from scientists for
translation of research papers, reports, manuals etc Published in languages other than English.
Nearly 4500 such documents (approximately 2.5 lakh pages) is being digitized and hosted on
Intranet for access by scientists.
2.2 Knowledge Management at DRDO
There is marked shift in the approach in handling knowledge generation and management in
DRDO; in fact the mission of DESIDOC is to provide leadership in the management of tacit and
explicit knowledge resources. In the initial stages there was no integrated approach towards
creation and holding of knowledge and information. Now while DRDO Monographs capture
the tacit knowledge, other forms of knowledge is held explicitly in portals like DRDO
Institutional Repository (IR) called Gyansrotra, e-learning, DRDO Wiki, and DRDO Blog.
DRDO Monographs: Many Senior Scientists, Project Directors and Directors of DRDO labs
retire after a long service in DRDO; they gain a lot of expertise and experience in subject areas
that are focused to defence and security. Towards knowledge management as well as creating
intellectual capital for the country in defence technologies, DESIDOC started DRDO
Monographs Series to convert tacit knowledge into explicit knowledge. Typically, the writing
part is done once the scientist retires from active service and is still fresh with wisdom of
expertise gained and has more time to recollect the knowledge gained and put to paper. This is
published into DRDO monographs on a focused area of defence technology. So far DESIDOC
brought out nearly 25 monographs; all these are archived as digitized or born digital
information. At present these are hosted on Intranet and steps are afoot to host them on
Internet.
Wiki and Blog: DRDO has hosted a knowledge network on the lines of Wikipedia – an
information portal covering all the areas of defence interest and actively solicits inputs from
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the DRDO scientific community. It is periodically edited and updated with new information and
peer-reviewed by the fellow scientists. DRDO Blog is used by scientists to inform scienstific
fraternity about the latest developments in their subject fields, conferences, seminars,
breakthroughs and share experiences to help reduce communication gap amongst them.
Separate subject streams also are created for having close interaction among them.
DRDO Institutional Repository: A number of research papers are published by DRDO scientists
in national and international peer-reviewed scholarly journals. DESIDOC initiated a project
named Gyanstrotra where over 4000 papers were collected from different DRDO Labs,
digitized and hosted on Intranet to provide open access to the user community. It is an
ongoing project and DESIDOC is receiving many papers presented in conferences/seminars,
chapters contributed to books, etc for enhancing the intellectual capital of DRDO IR. After
obtaining necessary clearance, this will be hosted on Internet at a later date.
DRDO Cell: Many DRDO labs regularly hold national and international conferences, seminars
and symposia. Some of these proceedings along with other material like brochures and adhoc
publications are received in DESIDOC. A DRDO Cell has been created in Defence Science Library
of DESIDOC with nearly 600 volumes; all these publications were digitized and made available
on DRDO Intranet. DESIDOC created E-books of older, out of print books like Popular Science
and Technology Series (14 titles), Indian Defence Technologies (7 titles of Atmabodh Project)
besides 15 books and policy documents of DRDO. These are all made available on DRDO
Intranet as well.
2.3 Preservation of DRDO Scientific Heritage
Digitisation of Photographs: DESIDOC holds nearly 65,000 old photographs of DRDO which
date back to late 1940s when DSO (precursor to DRDO) was established. These are digitized
from photo print and film negatives as part of the DRDO Heritage Photo Bank. It covers all
important events organized by DRDO and photographs of products and systems developed by
DRDO, technologies, personalities, etc. DESIDOC is receiving many heritage photographs from
DRDO Labs which are also added to the Digital Heritage Collection. This heritage collection is
available on DRDO Intranet.
Digitisation of Audio and Video Collection: DESIDOC possesses a large number of videos
(>450) and audios (>150) of speeches, lectures delivered by VIPs and eminent persons. All
these audios and videos have been digitized and are hosted on a portal on DRDO Intranet.
3. DIGITAL PRESERVATION ISSUES
Digital technologies increasingly serve in integrating information resources. Because of the
speed of technological advances, the time frame for archiving becomes shorter. The time
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between creation of digital information and preservation is shrinking. Digital information
preservation requires more constant and ongoing attention than preservation of other media.
There are many issues that are to be taken care of before digital preservation is thought of.
Important among these are as under:
Digital Obsolescence: Although it is still possible to read our written heritage including the
helioglyphs and clay tablets from thousands of years ago, due to technological obsolescence
the digital information created merely a decade ago is in serious danger of being lost, creating
a digital dark age. So it is important to ensure preservation and availability of scientific and
cultural heritage existing in digital formats both digitized and born digital without analog
counterpart.
Digital technology is developing extremely fast, and one retrieval and playback technology can
become obsolete in a matter of years. When faster, more capable and cheaper storage and
processing devices are developed, the older version gets replaced almost immediately. When
software or decoding technology is abandoned, or a hardware device is no longer in
production, records created under the environment of such technologies are at great risk of
loss, simply because they are not tangible any more. This process is known as digital
obsolescence.
Physical Deterioration: The first challenge digital preservation faces is that the media on which
digital contents stand are more vulnerable to deterioration and catastrophic loss. While acid
paper is prone to deterioration in terms of brittleness and yellowness, the deterioration does
not become apparent in at least six decades; and when the deterioration really happens, it
happens over decades too. It is also highly possible to retrieve all information without loss
after deterioration is spotted. The recording media for digital data deteriorate at a much more
rapid pace. This characteristic of digital forms leaves a very short time frame for preservation
decisions and actions.
Standards: Another challenge is the lack of established standards, protocols, and proven
methods for preserving digital information. We used to save copies of data on tapes, but
media standards for tapes have changed over the last years, and there is no guarantee that
tapes will be readable in the near future. It is further explained that almost all digital library
researches have been focused on architectures and systems for information organization and
retrieval, presentation and visualization, and administration of intellectual property rights and
not on the digital preservation which remains largely experimental and replete with the risks
associated with untested methods. While the rapid advance of technology threats access of
digital contents in length, the lack of digitizing standards affects the issue in breadth.
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Storage Media: Storage of digital version of a photograph is also concern of preservation
strategy. Digital images, their descriptions and associated information need to be stored in
pre-defined manner. For small projects, the digital images can be stored in local hard disk of
computer or external hard disk and backup to writable CDs or DVDs. For large collections, file
servers with Raid options are used for storage of digitised records. Digital media containing the
images of heritage photographs need to be preserved as per the strict guidelines for their
longevity, as these digital surrogates are equally important as original photographs. Always
One copy is kept in safe and appropriate controlled archival environmental conditions.
Longevity of digital media depends on many factors such as the type of medium, how often
and the way in which the medium is handled and stored.
Digital Storage Concerns: Although it is easy to focus on the traditional conservation of the
physical form of photography collection, it is important to recognise that most electronic
media are threatened by obsolescence of the hardware and software to access them. The
limited life of magnetic and optical media may pose a significant problem for digital
preservation. Recent research on the longevity of magnetic and optical media indicates a
useful life span of more than 30 years if they are handled and stored properly. Although lot of
research on longevity of media is going on, but at the same time, it is also important to keep in
mind that even with proper maintenance, no digital format is permanent or archival as on day.
Enhanced media longevity may have little value because the devices and retrieval software will
not exist long as the technology upgraded. Besides the data migration as the technology
upgraded, appropriate selection, storage, handling, and security of media are essentially to be
considered for any preservation strategy. The very best result to accomplish long-term
sustainability of digital material can be achieved only through a good preservation planning
and vigilant management.
Security of Digital Information over Networks: Networks—Internet, LANs, WANs, intranets
and extranets—play a vital role in distributing digital content. Millions of people are hooked
these networks. People tend to think that non-commercial distribution does not amount to
rights violation and so is fair use. This leaves the network administrators in a tight spot over
the liability of such infringements.
A digital document can potentially replace all printed copies in a networked environment and
can be accessed by multiple users simultaneously. Remote access and downloading can
virtually make one single document enough for all the libraries and users of the network.
Security of information in a network environment involves three aspects, viz. authentication,
that is, knowledge of the identity of sender to the receiver (and vice versa); confidentiality,
that is, the message sent has not been intercepted by a third person; and integrity that the
message is not tampered during transmission. One way is to provide log-in and password or
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IP-address-based access to the digital content. Many technologies have been developed for
preventing infringements and for delivering digital information to users in a network
environment. Many projects have been undertaken for digital rights management.
4. FUTURE REQUIREMENTS OF DIGITISATION
At present DESIDOC is holding a Terabyte of digital information—born digital and digitized—in
text files. Different types of software and formats are used to digitise and archive. The formats
for storage include pdf, pdf-wave, TIFF, GIF, PNG, Jpeg, Mpeg, MP4, HTML, XML, etc. This
makes the management of digital collection more difficult due to technology obsolescence and
also for data migration. DESIDOC also holds more than 1.25 Terabytes of photographic, audio
and video files in digital form.
Currently about 40 DRDO labs have created digital libraries and digitised their internal
documents like research papers, reports, designs, manuals, etc. Recently DESIDOC was
assigned digitisation of all reports including project reports from all DRDO labs and create an
archive for easy information retrieval to enable locating and accessing required reports. This is
a huge task and will generate Terabytes of digital data for long time preservation and access.
Current Practices vis-à-vis Best Practices for Preservation: Not much attention has been paid
till now towards following best practices in digital preservation. However, standard software
packages like PaperPort for OCR, Adobe Acrobat, PageMaker 7.0 for formatting, GSDL and
DSpace for creating digital library. Dublin Core standard is used to create metadata. Back-up
data is stored in separate detachable hard disc drives and DVDs. Creation of mirror site and
also alternative site for disaster recovery are under progress. Firewalls developed by internally
by DRDO and intrusion detection software along with log analysis is being used to protect data
on servers.
Short Tem and Long Term Actions needed for Digital Preservation: There is no policy as yet
for preserving digital records. This necessitates need for having a Digital Preservation policy for
the Organisation as a whole. The development of defence technologies take a lot of time,
especially in critical technologies more than a decade; so the related digital information needs
to be preserved for longer times (more than 10 years). At present it is largely in print form;
although digitization is being done in many cases. There is a necessity to take steps towards
safeguarding the integrity, authenticity and non-repudiation of digital data using trusted
computing systems with provisions to deny access to unauthorized users. Development of
suitable infrastructure exclusively for digital preservation on the lines of National Information
Infrastructure along with a dedicated country-wide network connecting all Govt departments
with a backbone of 10 GB bandwidth is also necessary.

National Report on Digital Preservation Requirements of India, Volume-II
115

Digital Preservation of Scientific Heritage in DRDO

Training & Skills: There is a need for capacity building towards creating awareness and
additional skills to the personnel involved in digital preservation and long term archiving. Also
imparting regular training for the professionals involved in digital information management as
and when the platform, technologies and software change, is a must for all the stakeholders.
Selected people from important organisations may be deputed to developed countries where
Exabytes or Zetabytes of data is being managed.
There is a need to identify a Nodal Centre to take up these activities to facilitate centralised
planning,

coordination,

providing

guidance,

training

and

troubleshooting

towards

strengthening Digital Preservation efforts. Cooperation between various stakeholders for
taking up R&D in the digital preservation and archiving, interoperability, software independent
access to digital objects irrespective of format of preservation, and digital information security.
Legal Issues: Copyright Laws are applicable to digital information also. Besides Copyright Act,
the Information Technology Act 2000 as amended in 2008 is also to be reckoned.
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19.

Digital Preservation of Oceanographic Data
Dr. Y.K. Somayajulu, Scientist F, Physical Oceanography,
National Institute of Oceanography

1. Briefly describe your domain / the type of data archive that your organization has to
manage, its applications, significance over long term duration.
Indian Oceanographic Data Center (IODC) at NIO maintains data archives from the ship-based
observational studies (collected by NIO scientists) related to the Physical, Chemical, Biological,
geological and Geophysical parameters along with the metadata and caters to the needs of the
user community for various applications related to academic, research, defense and
commercial activities.
2. Is the data in digital format? Or you have to digitize it for the purpose of preservation?
Yes, the present data is in digital format. However, some previous data in the analog form also
exists with the researchers of the Institute.
3. What is the size of the archive managed by your organization? In your estimate how
much it can grow in next 5 years?
Presently, data quantum is about 2 TB size and it is expected to reach 20 TB with in the next 5
years. Development of a web based systems with a set of tools and services for searching and
acquiring data from its holdings to support several users is crucial to the expanded use and
improvement of data products which require larger storage space.
4. Provide the characteristics of data, its users, the data formats (open source or
proprietary), storage requirements, storage media used for backup of the archive.
1) Hydrography station data: Academic, Research, Industrial/Commercial
2) Geophysical track data: applications.
3) Moored current meter data :Oracle, MySQL, ODV spread sheet & NetCDF
4) Satellite data sets : formats
5) Seismic data

: HDD, Magnetic tapes (old data)

5. What are the present archiving practices followed by your organization / repository?
What kind of technology, tools and systems are used for reading and managing data?
All cruise data are stored in the Oracle and MySQL databases on Desktop computers and
periodic backups taken on external HDD. Besides these, climatic data, improved bathymetry
data, near real time ocean parameter datasets collected by various orbiting satellites and
model

outputs from various numerical circulation models etc. are also preserved on a

separate data server. Access to the Hydrography station data and Geophysical track data from
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MySQL database is provided to the intranet users. LAS is installed on the IODC server to
provide access to the real time satellite data on surface ocean parameters and ODV website
having station data in ODV spread-sheet format to the institute users. Internet users can as
well access and download ship cruise data from NIO website via the data repositories (IODC)
portal.
6. Have you faced any problems due to format incompatibility, technology obsolescence,
data corruption, damaged backup media?
A mainframe computer having INGRESS database had crashed during 2007 due to power
fluctuations during monsoon period. Upto 90% data have been recovered from the external
HDD and since then, all cruise data have been switched over to the Oracle database on a
Desktop machine. Past data available on magnetic tapes were not readable to transfer the
same to the present systems since the file formats were not compatible. Similarly, we faced
problem in converting the HDF data from the Oceansat satellite receiving station at NIO to
NetCDF.
7. Are there any established policies, guidelines, methods defined for long term
preservation and archiving for the data managed by your organization? If yes, please
mention it.
There are general guidelines for preserving the cruise data. Accordingly, Oracle database is
maintained with periodic backups at regular intervals. However, no long term policy exists at
present and there is an urgent need to formulate a policy to preserve data over long term.
8. What difficulties and challenges are faced while preserving the data?
Challenges for today and tomorrow: New science questions demand new data (eg. Forecasting
sea level rise, understanding the impact of climate on coastal ecosystems etc.). For example,
Integrated, Ecosystem Assessment (IEA) incorporates regional physical, biological, and social
data in order to improve coastal and marine ecosystems.
9. What should be done so as to enable you, as the archivist, in preserving your data more
effectively?
More than mere mechanical or electronic acts of data archiving and transfer, data
management consists of an integrated suite of functions to preserve and realize the full value
of environmental data to ensure optimal use of oceanographic data and information, both in
current and in future, often unpredictable applications. In this connection, we propose a
centralized data storage system with separate processing and storage server units with
automatic backup facility.
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10. Do you follow any quality assurance process for maintaining your archive? What are
your thoughts on quality auditing for digital repositories, archives?
Quality assurance is accomplished through visual check of each profile. It is also done through
software and thereby removing the spikes in the data/ profile.
11. What should be the strategy to ensure that the scientific data archive managed by you
sustains and remains accessible even after 10-15 years or beyond?
A strategy needs to be adopted to backup digital data on external HDD or Optical Disks, based
on certain classification/categorization which will help in easy retrieval over a long time.
12. Are you aware of any international projects in your domain where they have evolved
some techniques to preserve similar type of data?
Linking the main server at NIO with some more regional servers (at the regional centres of NIO
and/or other national institutes such as INCOIS, Hyderabad), following data mirroring
techniques would help in keeping efficient data backup and recovery.
13. Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation
Presently we are grappling with these issues. Over long run the optical disks, DAT (Digital
Audio Tapes) Systems would be tried. We look forward for any possible support from experts.
14. Overview of international best practices within your focus area and recommendations
A dynamic website provides visual access to several terabytes of physically distributed, fourdimensional environmental data. Visualization is a very important tool for allowing scientists to
understand the evergrowing volumes of diverse environmental data and for communicating
scientific results within and beyond the scientific community. Many different approaches to
visualization are employed in the environmental sciences, including script-based plotting and
analysis tools, geographic information systems, ‘virtual reality’ systems based on threedimensional graphics and Web portals.
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20.

Digital Preservation of Health Records
Dr. S. B. Bhattacharyya, Health Records

1. Organisation specific and domain requirements, challenges, priorities of digital
preservation
Health records need to be maintained by institutions and individuals who generate them.
Although the patient has a right to his records, the ownership lies with the care providers.
While several judgements exist in this regard, the common theme underlying this is the fact
that while the de jure owner is the patient since it is his own data, the de facto owner is the
care provider who has the higher responsibility to ensure that the information contained
within the records will not harm the patient in any way. Certain information, if released to the
patient, may cause serious damage to his health and it may even be fatal (a person knowing he
has cancer might become suicidal due to depression).
However, being a custodian of sorts, care providers need to be cognizant of the fact that they
may have to release a part or even all of the information under certain circumstances like due
to court summons or insurance claims processing, that they hold these information in good
faith and trust of confidentiality and that they will not disclose to any third party without prior
consent of the patient or his legal assignees, that all health-related information is sacrosanct
and must not be subsequently altered without prior authorisation (like explicit patient
consent) or with any mala fide intentions.
Whenever so requested, the care provider is required by law to release the information.
Failure to do so might make the care provider both civilly and/or criminally liable of
negligence, deficient in providing a service, or unable to provide exculpatory documented
evidence in cases. The punishments could range from being held negligent to deficient to
imposition of fine and even imprisonment under the various sections of laws applicable in
India.
While various authorities have recommended different periods for preservation of records like
2 years for outpatients and 3 years for inpatients, in medico-legal cases these need to be held
till the case has been finally disposed off. Indian laws, under the consumer protection act 1986
allows for a minor to sue his care provider within 3 years of attaining the age of 18 years, so all
health records of children need to be preserved for 21 years.
Without any existing guidelines or laws or recommendations, most institutions have designed
and developed their own health record storing and preservation techniques. With paperrecords being the norm for most health records, storing and preserving them is increasingly
becoming an issue as organisations wrestle with increased demand for storage floor-space that
could otherwise have been utilised for providing clinical care and physical degradation of
records due to normal wear and tear, environmental reasons (dampness, fungi, insects,
variations of temperature, etc.) and misplaced/missing files. As the organisation grows and
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over time these factors play an increasingly crucial part in loss of records, which is always a
cause for concern.
Proper filing and preservation of non-paper records like radiological films, pictographs of
investigation slides, and signals captured on audio tapes (as in Holter monitoring) and video
(VHS tapes) and making them available as parts of a single case record is a massive challenge in
itself. Although most modern equipments and monitors now come equipped with RS232 serial
ports that permit generated signal data to be captured elsewhere and most radiological
equipment now making all its images available as DICOM images that can be captured on harddisks, CD and DVD, the challenge of making them available as a single life-time health record of
a particular patient remains a huge challenge. Although to some extent this challenge is due to
the lack of a single unique health identifier of a patient that is accessible from everywhere, the
major challenge rises due to the records being forcibly stored in a distributed manner – paperrecords in medical records section, radiological images in the radiology department and the
audio and video tapes lying with the patient or stored in the departments where they were
produced or with the care provider who ordered it. This disparate storage system makes it
near to impossible to retrieve the records in a short period of time and even when due notice
is provided sufficiently in advance, some item or several may not be available when actually
needed.
These records contain a wealth of clinical data that might not only diminish the overall
morbidity and mortality of the individual but also the community as a whole. To discover the
required and normally hidden information, proper data analysis, some of which might be
required to be run in real-time, is imperative. Evidence based medical practice is ineffectual
in an ecosystem that is largely paper-based and manual. Techniques like Case Based
Reasoning and Evidence Based Medicine are largely an impractical tool in paper-based
health care ecosystems.
The more critical a patient’s condition is, the more critical it is to have information in realtime. Paper based records make it imperative for the care provider to rely on his education,
knowledge, experience and intuition to do whatever is best for his patients. With well
documented evidence that every care provider makes five errors of judgment per day for
each of his patients, the situation is akin to asking a pilot to fly a fully loaded jumbo-jet
largely on visual evidence on a particularly stormy night.
All of this points to the fact that the community as a whole and the healthcare providers in
particular should actively and aggressively look at digitising and preserving these records in a
manner that will allow them to be accessed even after hundreds of years, if so required.
2. Characteristics, formats, size, type of repository (quantification of data in store)
Medical data can be of various types – hand-written (mostly), typed or printed (investigation
results and reports), thermal paper outputs (ECG, EEG, etc.), photographs (as films or digital
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images – JPEG or DICOM mostly), videos (VHS data format, MPEG or DVD). Close analysis of
medical data reveals that almost all data types are covered – alphanumeric, numeric, decimal,
logical, notes, date, time, Boolean, binary, etc.). The sizes can vary depending upon the type of
specialization of the care provider. While digital images can take up terabytes of space usual
life-long medical records may not take up more than a Giga bye of data. Paper-based records
ideally require temperature-controlled file storage areas with filing shelves with excellent
record keeping procedures in place. Microfilming paper-records is a sound way of archiving
them and it takes less space while the quality of records does not deteriorate significantly over
time.
3. Criticality of long term digital preservation in your domain
The fact that we are not only talking about a few years but for hundreds of years as the data
contained within the health records, even after stripping them of any personally identifiable
data or protected health information, significantly can help in delivering better care by helping
care providers learn what went on to provide a positive as well as a negative outcome in a
particular case so that it may respectively be used or avoided in similar cases, makes it all the
more imperative for the various stakeholders to actively look at just not fulfilling legal
requirements.
4. Legal requirements / implications related to long term digital preservation
The most significant issues of long term digital preservation are those related to confidentiality
and security. Ethics demands that no personally identifiable data be shared with any third
party without the explicit consent of the patient or his legal assignees unless compelled by law
or released under blanket permission as those given to insurance companies for claims
processing. The other equally important issues are those related to proper data capture in a
suitable format that aids their proper storage and speedy retrievals with least pain.
5. The technological issues and requirements (storage, metadata, interoperability, etc.)
It has been successfully demonstrated that the XML format is very suitable for health care
data. However, it must be noted here that this refers to the data that has been captured in
electronic format. For paper-based records, there needs to be essentially a three step process.
(1) Collating the record in a chronological manner; (2) Scanning the record; (3) Archiving the
digitized record. Depending upon the size and age of the institution (larger size and older
institutions tend to have more data, the previous having records in a relatively fresh state and
easy to handle, the latter having records in a relatively progressively degrading state and
difficult to handle), adequate number of scanners that meet the specifications required for
performing the scanning and digitization job in an efficient manner will have to be procured
and installed. Hard-disks are now available in very large sizes (several terabytes) that are
relatively inexpensive and mostly stable in most environments. Using these as primary
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storages is quite acceptable. Several fail-over storage disks to build in sufficient redundancies
needs to be put in place. Periodic and incremental back-ups in DVD and possibly newer
formats like Blu-Ray should be performed as a matter of policy. However, to make the long
term digitization effort able to deliver on most of its promises, no record should be removed,
i.e., permanently retired, so as to render them incapable of active data search. So, the
DVD/Blu-Ray back-ups should be taken strictly for back-up only and not for retired data.
It is extremely important to maintain a meta-data of all records separately from the digitized
record to cater to speedy search and retrieval functional requirements.
Interoperability is an issue where legacy systems exist as well as where disparate systems need
to be linked together to meaningfully collate records and its contents. Several standards exist
to meet these requirements like HL7 messaging standards, DICOM imaging standards, CDA of
HL7 or CCR of ASTM or CCD (amalgamation of CDA & CCR) standards for clinical documents,
are several standards that exist to provide for adequate interoperability. A word of caution is
necessary here – messaging standards are not really required for exchanging messages or data
within a single system - internal APIs are usually able to deliver better system performance.
6. Gap analysis of current practices and digital preservation best practices
Quite frankly, not too much attention had been placed on digital preservation of health
records till very recently. Apart from microfilming paper-records and with the availability of
digital images that could be copied on tapes or burnt into CD or DVDs, there was hardly
anything that was being actively done. With various national governments like Canada,
Sweden and the UK making efforts to have electronic health records from cradle to grave
made available to all clinical care providers on a national basis for all residents, and private
ISVs who manufactured electronic medical records and consequently needed an efficient
method of preserving the records, some activity has started in the recent past. Various
governments and its agencies have formulated policies and issued guidelines for the minimum
length of record preservation, the Trusted Notary Archive (TNA) model capable of archiving
EHR data in XML format and there are other efforts that are currently underway in this field.
7. Short term (3 years) and long term (10 years) actions that need to be taken for initiation,
maturation and sustenance of digital preservation in your specific domain
In the short-term the laws, policies and guidelines should be put in place with a clear mandate
to eventually digitize all health records. Simultaneously, efforts to design and develop a
sustainable digital preservation framework that may include a system should be undertaken.
Institutions should be encouraged to move over to electronic medical records while digitizing
existing paper records preferably in OCR format so that data may be meaningfully culled ondemand.
In the long-term, all care providers, institutional and individual, should be made to capture
health data in electronic format that is archived in a networked storage area from where
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various other providers may be able to access all required records and its contents. There
needs to be a unique health identifier (the UID of UIDAI could prove to be vital in this regard)
with adequate security measures built in to prevent unauthorized access (even viewing), strict
auditory controls to get alerts whenever the system has been compromised, and ability to
preserve large amounts of data (these need not be placed in a central location, as long as
meta-data exists that can accurately point to the right record at the right time is good enough)
needs to be put in place for effective performance of the system.
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21.

Metadata for Digital Preservation in Indian Context
Dr. Dinesh Katre, Programme Coordinator, C-DAC

1.1. Brief introduction:
Metadata is structured data about data which encodes human intelligence and knowledge
about the digital objects. It is tagged by using some standard terms or vocabularies for
accessibility.
Preservation and archival of digital objects requires you to create and store the associated
metadata. As per the OAIS reference model, the digital object can be tagged using various
categories of metadata namely descriptive metadata, technical metadata, structural metadata,
administrative metadata and preservation metadata. The metadata can be created by an
automated information process or by manual effort. It is usually stored as plain text in XML
format. The higher granularity of metadata is important for greater technical manipulation.
The metadata is helpful in−

finding of digital objects

−

digital identification and authentication

−

understanding the associated and contextual knowledge

−

organization of digital objects based on various parameters

−

archiving and preservation

−

facilitating interoperability

There are a wide variety of general purpose and domain specific metadata standards available.
Some examples are listed as below1.2. Standard metadata schemas and data dictionaries:
1) METS- Metadata Encoding and Transmission Standard for encoding descriptive,
administrative, and structural metadata regarding objects such as music, books,
PDFs, etc.
2) DCMI – Dublin Core Metadata Initiative offers metadata vocabularies and
schemas for simple and general resources available in different levels extended
up to building the semantic web
3) PREMIS- Metadata dictionary for preservation
4) e-GMS- e-Government Metadata Set defined by UK
5) EXIF- Technical metadata for TIFF, JPEG and WAV files
6) MARC 21- Metadata standard for libraries
7) FGDC- Federal Geospatial Data Committee standard is specially developed for GIS
resources, applicable for 3 dimensional data
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8) MusicXML- Metadata for MIDI music
9) ID3- Metadata standard for MP3 music
10) FLVMDI: Metadata for FLV video files
11) MPEG 7: Supports metadata description in XML
12) VRA Core: Visual Resource Associations standard for data description in cultural
heritage domains
13) SPECTRUM is a metadata documentation standard for museums adopted by
Canadian Heritage Information Network
1.3. The issues and challenges of metadata in Indian context


Plethora of overlapping metadata standards is causing confusion among the
archivists. Approaches for metadata description vary based on the characteristics
of domain and data types.



Metadata standards are extremely exhaustive in terms of the number of fields
and the information required. Due to poor documentation and inadequate
resource availability it becomes difficult to provide correct and useful information
as per the prescribed metadata standards.



Generally, low level granularity of metadata is available which does not offer
much usability to digital objects.



The user/usage oriented, minimum and mandatory number of metadata fields
need to be identified in Indian context. Use case scenario must be visualized
before deciding the metadata fields as different user communities access the
digital objects for different purposes.



Metadata can be managed internally within the digital object (embedded
metadata) or externally in XML format. It can also be stored as single METS file or
separate METS files based on type of metadata. Clear guidance or policy is
required about when to manage the metadata internally or externally and single
or separate METS files.



If the metadata is created without checking the accuracy then it is of no use.
Therefore, it is necessary to involve the domain experts in metadata creation and
quality process.



Proper incentives need to be provided for gradual enrichment of metadata.



Unavailability of automatic metadata creation and extraction tools for different
types of digital objects.



Remediation of old metadata with improvisation as per new standards and
mapping of old fields with new ones might be required for some repositories.



Multiple repositories that describe the metadata in compliance with relevant
standards need to be developed in the first place to explore interoperability.

National Report on Digital Preservation Requirements of India, Volume-II
127

Metadata for Digital Preservation in Indian Context

In the Indian context, following actions need to be taken to address the metadata
requirements of digital repositories.
1.4. Recommendations for metadata in Indian context
Short term1) Constitute a committee to select appropriate metadata standards and best
practices based on domain specific needs. Compare and analyze the existing
metadata schemas for identifying the suitability.
It is important to answer the imperative questions like how much metadata is
really necessary? Who will create it? What will be the costs involved in it? How to
address the IPR issues concerning the metadata?
2) Define the minimum essential limit of metadata description while keeping it
extensible. Identify the domain and culture specific variables in metadata tagging /
vocabulary if any.
3) Remediation strategy to ensure smooth transition from old metadata to new
selected standard.
4) Educate the archivists and domain experts about the best practices for metadata
creation.
Long term5) Incentivize the metadata creation process for enriching the knowledge base of
digital repositories.
6) Define a process for auditing the quality of metadata.
7) Engineer the automatic metadata creation and extraction solutions.
8) Demonstrate the interoperability between multiple repositories and re-use of
metadata different application contexts.
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Adapting OAIS-RM Model Framework for Long Term
Preservation : An Overview
Dr. Usha Munshi, Librarian, Indian Institute of Public Administration

1.0 OAIS : State of The Art
The Consultative Committee for Space Data Systems (CCSDS), established in 1982, is a forum
for national space agencies interested in the cooperative development of data handling
standards in support of space research1.The committee developed variety of science
discipline- independent Standards. Became working body for an ISO TC 20/ SC 13 around
19902 and got engaged in developing archive standards to address intermediate and indefinite
long term storage of digital data. No perceived consensus on the needs and requirements for
maintaining digital information over the long-term or a unifying framework existed that could
fill this gap would be invaluable in terms of encouraging dialog and collaboration among
participants in standards-building activities, as well as identifying areas most likely to benefit
from standards development.
The work must begin by developing a ‘Reference Model’ and one major development has
been the production of an ISO Reference Model for an Open Archival Information System
(OAIS). Defines a high-level reference model for an OAIS, “as an organisation of people and
systems "that has accepted the responsibility to preserve information and make it available for
a designated community"3 (CCSDS 1999, p. 1-11).

Got the Reference Model status on

completion of CCSDS Red Book review in November 2000, reviewed subsequently ISO Draft
International Standard (DIS) reviewed and issued as CCSDS Recommendation (Blue Book)
650.0-B-1 in January 2002 entitled Reference Model for an Open Archival Information System
(OAIS)4. Also adopted as: ISO 14721:2003. The periodic reviews to take care of emerging
changes and challenges are inevitable. Hence (Pink Book) 650.0-P-1.1 draft recommended
issue 1.1, was issued in August 2009, which is currently a draft , wherein the draft is being
updated based on the inputs from user community and working Group-internal review.5
While the primary focus of the model is on digital information, it accommodates information
that is inherently non-digital. However the modeling and preservation of such information is
not addressed in detail.

Specific aims include- a framework for the understanding and

awareness of the archival concepts needed for long term preservation and access; terminology
and concepts for describing and comparing; architectures and operations; preservation
strategies and techniques; data models; consensus on elements and processes for long term
preservation and access, and promotes a larger market; and guides the identification and
production of OAIS related standards.6 Provides a road map for standards listed at 1.57
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OAIS provides a model for how content arrives in SIPs (Submission Information Package), is
stored in AIPs (Archival Information Package), and is distributed in DIPs (Dissemination
Information Package). The OAIS high level concepts focuses on :OAIS environment derived
from the interaction of three entities:

(i)Producers (creators of the information to be

preserved); (ii)Consumers (users of the preserved information); (iii) Management (entity
responsible for establishing the broad policy objectives of the archive) that constitutes the
Archive (OAIS). Section 2 of the 2009 draft document elaborates on this (pages 2-2). Besides
OAIS information and High level external interactions are also highlighted. OAIS reference
model details models such as functional models; information model and information package
transactions.
The OAIS functional model defines a range of (six) functions that are applicable to any archive whether digital or not. These functions include ingest, archival storage, data management,
administration, preservation Planning and access. Amongst other things, the OAIS model aims
to provide a common framework that can be used to help understand archival challenges and
especially those that relate to digital information.
The information model describes the types of information that are exchanged and managed
within the OAIS. The primary goal of an OAIS is to preserve information for a designated
community over an indefinite period of time. To this end, an OAIS must store significantly
more than the contents of the object it is expected to preserve.
The other perspectives of OAIS includes : (i)Preservation (information preservation) Migration,
e.g. refreshment, replication, repackaging, transformation; Preservation of look and feel
(access and use services) (e.g., emulation, virtual machines). (ii) Archive interoperability Interaction between OAIS archives (e.g., co-operating and federated archives) detailing the
technical levels of interaction and management issues with federated archives. The range of
possible interactions between OAIS archives is discussed in section 6 (Archive interoperability)
of draft recommendations 2009.
The essence of this reference model is: Reference model is to be applicable to all digital
archives, and their Producers and Consumers. It identifies a minimum set of responsibilities
for an archive to claim it is an OAIS while it establishes common terms and concepts for
comparing implementations, but does not specify an implementation. Provides detailed
models of both archival functions and archival information and discusses OAIS information
migration and interoperability among OAISs
Applicability - For Some OAIS is “must do” while for others “it is a recipe”. OAIS is well
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trusted repositories (compliance); the analysis and comparison of repositories; informing
system design; preservation metadata; Standardising terminology, informing the design and
development of preservation metadata standards (e.g. PREMIS) and emerging registries of
Representation Information.
Thus the reference model addresses a full range of archival information preservation functions
and has been widely adopted as starting point in digital preservation efforts.

So far as the

revision of the recommended standards is concerned, the periodical reviews are an integral
part of such reference modes. Even the 2009 draft model points out that -No later than five
years from its date of issuance, this Recommended Standard will be reviewed by the CCSDS to
determine whether it should: (1) remain in effect without change; (2) be changed to reflect the
impact of new technologies, new requirements, or new directions; or (3) be retired or
canceled.
For preserving and maintaining the access to digital information over long-term, the Open
Archival Information System (OAIS) Reference Model has ,been widely adopted as the
foundation for many important digital preservation initiatives. This OAIS Reference Model
published by the Consultative Committee on Space Data Systems (CCSDS, 2000) of the
National Aeronautics and Space Administration (NASA). It became an ISO standard in 2003.
The OAIS Reference Model is a conceptual framework for a generic archival system, which is
committed to a dual role of preserving and providing access to information. The reference
model includes an OAIS Functional Model that describes the functional components, which
collectively fulfill the system’s preservation and access activities.
2.0 Requirements, Problems & Challenges
2.1. Requirements: Digital preservation systems have a simple goal, that the information
they contain remains accessible to users over a long period of time. In addressing this
goal they are subjected to a wide range of threats, not all of which are relevant to all
systems, hence an explicit threat model necessitated. There were many concerns
raised by those who reviewed the OAIS RM and those who tried to implement the
OAIS, that it did not provide enough guidance to be able to create an archive with
OAIS compliance. Long term is (presumed to be)enough for there to be a concern
about the impact of changing technologies, support for new media, data formats and
even a changing user community. The conceptual and flexible nature of OAIS allows
repositories to adapt and extend their own functional and informational models to
take local practices into account whilst staying true to the OAIS model.
However, the requirements for compliance to OAIS are low-level. What OAIS does not
provide is any indication of how metadata schemas are applied or how each block of
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information breaks down, as noted by Beedham, et al.: “in regard to the
categorisations of metadata, they are extremely broad, functionally organised (as one
would expect), and do not reflect the way metadata are packaged and used across
particular archival practices” (2005, p.70)8. In addition, OAIS appears to suggest a fairly
rigid flow between SIP, AIP and DIP, when in practice a repository might have different
procedures. The core requirements for digital archives identified by9

so that

preservation activities are subjected to be scaled to the needs and means of the
defined community or communities. The suggested core requirements are;
commitment to digital object maintenance; organisational fitness; legal & contractual
rights; effective & efficient policies; acquisition & ingest criteria; integrity, authenticity
& usability; provenance; dissemination; preservation planning & action; adequate
technical infrastructure.
2.2. Problems: One of the common complaints about the OAIS is that it is a reference
model and not an implementation one. There is

need to define a generic

implementation-level reference architecture. As suggested by10 that this should be
achieved through a combination of a top-down approach which would be based on
the OAIS reference architecture with a bottom-up approach which will crystallize an
unambiguous common set of basic concepts and qualities in the DP domain).
Extensions are required to support a next generation DP framework and underpin
associated tools lie not at the level addressed by OAIS but in the area of specification
and implementation. This, in turn, requires the provision of a DP framework that
extends beyond OAIS itself to address a range of issues associated with the reliable,
consistent, and measurable long-term implementation of the standard.
2.3. Challenges: Designing the systems in accordance with commonly accepted
conventions and standards to ensure the ongoing management, access, and security
of materials deposited within it is a prime challenge. Agencies and organizations have
a significant stewardship responsibility for the digital information obtained from their
programs. There are several issues that need to be confronted to overcome
challenges, which is not as easy as it sounds to be. Since data are often irreplaceable,
the long-term preservation of this information is difficult. Data and metadata needs
to be migrated for sustainability across new media, operating systems, and
management systems. To keep pace with evolving technologies and supported
standards, field representations and formats may need to be revised.

What

constitutes adequate metadata may not be widely understood or standardized. On
one hand, information is becoming ever more widely distributed, on the other in such
a distributed environment,

there needs to be

mechanisms in place so that

information can be readily transportable from archive to archive.
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Therefore confronting with these challenges, there is also a need to look into the aspects
like - establishing preservation policies ; how could we convince collaborating archives to
adopt an OAIS model? how would one ingest objects from non-OAIS compliant archives?
how could the OAIS model be adapted for domain-initiated ingestion? and the like.
3.0 Indian Scenario
While large scale projects have been taken in other parts of the world, much needs to be done
in India . Organizations are focused on capturing and acquiring digital information, rather than
preservation or permanent access. Even if they use the term archive or have preservation in
their mission, the initial goal is to get a critical mass of material, to promote a culture of
deposit/submission/harvesting and sharing, and to provide access to the currently collected
materials. While many of the institutional repository activities are committed to long term
preservation and access, the technical and metadata aspects required are not yet well
incorporated into their systems.
The largest initiative of UDL project 11 supposed to be based on service oriented architecture,
decentralized model motivated by factors like scalability, ease of maintenance, dependability
and economy. The process at DLI is metadata centric, with metadata having three subcategorization (regular, administrative and structural) .

At present there is no auto

identification of metadata or even auto submission, the data is uploaded manually using DVDs
received from the Mega centres for uploading on to servers. Though most of the good archives
supposedly fulfil mandatory requirements proposed in the OAIS RM, however the
conformance to OAIS could not be verified. The project has developed some tools such as
linguistic management tools, indexing tools and the like that are supposed to be kept in public
domain. There have been a few business solutions to digital content management including
long term preservation claiming to conform to some ISO standards, (IGP:ECMS Solutions)12
that needs verification. Meanwhile, Indian Space Research Organization (ISRO), India being one
of the observer agencies of CCSDS, one would expect that the data sets preserved for long
term preservation would have OAIS conformance. However, (perhaps) due to mission critical
nature of the data, this could not be verified.
On the repositories side a number of initiatives at the institutional level taking place with
around 53 OAI compliant repositories finding place in DOAR13 (www.doar.org). CASSIR --14
(Cross Archive Search Services for Indian Repositories) with 52222, as of now from 22
repositories. This service is a part of the project "Development of OAI-Based Institutional
Research Repository Services in India”
4.0 Short term/Long term actions
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Starting a technology watch to keep up-to-date on new technology and impending
obsolescence of current formats. A plan for preservation that reduces risks in the short-term
(refreshing and good storage practices) and the long-term (conversion, migration and/or
emulation; building a TDR or making plans to deposit data in a TDR) needs to be created.
Reviewing

the preservation policies (if existing) and/or records retention schedules and

modifying them so as to include a commitment and plan of action for digital preservation.
Finally analyzing the current budget to assess financial impact of short- and long-term digital
preservation activities.
The objective of long term digital preservation programmer needs to be pursued by following
4 guidelines as enunciated in.15 Building a preservation environment based on the OAIS
reference model; Demonstrating its ability to handle the preservation of the digital resources
of diverse user communities; Adapting and integrating current state of the art technology in
digital preservation; Developing technological solutions aimed at sustaining expansion; The
ability to grow and adapt in a constantly evolving technological environment is critical to its
mission.
This evolution comes in several forms: by maintaining current hardware and software systems,
imitating existing systems, migrating to new systems, and “virtualising” systems by describing
them - which will allow the archive system to operate with digital objects, not just ﬁles.
5.0 Technological Solutions
Systems solutions are being developed by a variety of stakeholders and partnerships. There
are several OAIS-related activities that are moving the reference model concepts closer to
implementation. For instance OCLC and RLG have jointly sponsored consensus-building
activities in two areas related to the OAIS reference model16. The first area addresses the
metadata requirements associated with the long-term preservation of digital materials17. An
international working group of experts (set up by OCLC and RLG) was convened to consider
this issue from the perspective of the cultural heritage community. One point of convergence
was the use of OAIS information model concepts as a starting point for the schema. The
working group published its findings in a white paper in January 200118. The framework
refined and extended the information components constituting an Archival Information
Package, and clarified how preservation metadata supports the preservation process and
published a white paper in June 2002.19 Preservation Metadata: Implementation Strategies,
or PREMIS20 a follow up in June 2003, geared towards examining alternate strategies for
encoding, storing, and managing metadata within an OAIS-type digital archiving system was
tackled by second Working group. Another OCLC/RLG-sponsored initiative addressed the
attributes of a trusted digital repositor21 published report in May 200222. A standardized
description of the Producer-Archive interface: i.e., the interactions that take place between
National Report on Digital Preservation Requirements of India, Volume-II
134

Adapting OAIS-RM Model Framework for Long Term Preservation : An Overview

Producers and an OAIS-type archive23.The architects of the Metadata Encoding and
Transmission Standard (METS)24, an XML document format supporting the management and
exchange of digital objects, point out its potential application as an implementation of the
Archival Information Package concept. Sherpa DP has outlined a mechanism for enabling
institutional repositories to engage a preservation service to undertake the Preservation
Planning function and, where necessary to undertake some sub-functions of Ingest, Access,
Archival Storage and Data Management. The SHERPA-DP OAIS report25

aligns this

disaggregation model against the OAIS, outlining any necessary re-modelling, whilst the
'Requirements for a Disaggregated Service26 takes the OAIS Mandatory responsibilities and
draws out a more detailed set of requirements for both the preservation service and the
institutional repository. PRESERV27 have identified 3 models for repository preservation: the
Service provider model using an external preservation service, the Institutional model where
institution hosts a separate preservation database and the Repository model minimal
preservation support is built into the single repository.
ECHO DEPository Project28 whose overall purpose is to provide tools and information that are
important to digital preservation currently, while undertaking the continuing

research into

the challenges of that preservation. RLG-NARA29 underway in producing a certification
process for trusted repositories.
.
Although all types of archives use the OAIS terminology and conceptual model. However, it is
not as prevalent in the scientific data community for which it was initiated, (partly their
systems, customers, producers, and processes are of a legacy nature). Efforts are underway
among some data archives to minimally ingest Submission Information Packages (SIPs) and to
produce Dissemination Information Packages (DIPs) in order to respond to the spirit of the
standard.

The issues like authenticity, rendering objects for permanent access saving the

dynamic web , appraising and retaining scientific data ; preserving government information
archiving the archive; interoperable archives partnerships ; costs and sustainability have been
deliberated in30 including the new issues and research agenda. Taking example from some
well established systems would provide the basic framework for technological solutions for
long term preservation perspective that has conformance to OAIS

specifically to the

requirements of ISO 14721:2003 specified in

The LOCKSS digital

Section 2.2 and 3.1.

preservation plan delineates the specifics of OAIS compliance and the self-assessment results
for the digital preservation program documents the status of the program’s OAIS compliance
including the variances.33 Similarly there are systems where OAIS compliance has been
deemed to implement the technological solution based on specified conceptual information
models of the OAIS RM . The National Gallery of the Spoken Word (NGSW) - a large-scale
repository of its kind through the identification and digital preservation of crucial materials in
tape libraries has adopted OAIS for the architecture of its delivery systems with some
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variances. The NGSW system resemble an Open Archival Information System (OAIS) stripped
of its storage facilities, ingesting material from diverse sources on one side, and delivering
those materials on the other. The key responsibilities of an OAIS are all present. In fact, one of
the key responsibilities is also one of the key missions of the NGSW so as to ensure that the
consumer community will be able to understand and use the archived materials.31 The
participation of the Speech Processing Laboratory at MSU (Department of Electrical and
Computer Engineering) in this project allows the development of a robust search capability. In
collaboration with the MSU Library, the NGSW is also developing a set of standards and
practices for the preservation and presentation of recorded speech, (standards of clarity for
files containing spoken sound, clarifying copyright issues, evaluating current software as well
as developing new processes for removing machine noise and reducing copying distortion,
training staff and users in the use and development of these materials).
5.1. Alternative Reference Models
There are other models and documents that could be considered as a potential reference
model. These include CORDRA, the Digital Library Federation Framework and the IMS Digital
Repositories v1.0 Final specification32 The evaluation of OAIS model has been undertaken by
Alison33 while evaluating valuating these alternate would be a useful follow-on exercise. JISC
has also funded a number of Reference Models projects and these could provide useful
information and best practice about the development of reference models for repositories.34
The Research Libraries Group35 has a web site on which it tracks OAIS-based systems, and
provides links to schema, besides, CCSDS and others have several follow-on activities
underway, which provide more detail underneath the OAIS RM.
6.0 International Initiatives
A number of initiatives have used the reference model as a conceptual foundation for more
focused work in digital preservation. Major areas of study include, but are not limited to,
developing “OAIS-compliant” repository architectures; establishing OAIS-related standards;
adapting the general OAIS model to domain-specific implementations; fleshing out the
metadata requirements of the OAIS information model; and developing methods and
protocols for encoding and exchanging archived information. The advent of off-the-shelf
solutions shows advancing maturity in the area of digital preservation.
The Stanford Digital Repository36, the Digital Information Archiving System (DIAS) built by IBM
on behalf of the National Library of the Netherlands37, and the OCLC Digital Archive service
are all positioned as conforming to the OAIS reference model. For instance - OAIS is the
“guiding principle” of CASPAR38 (Cultural, Artistic and scientific Knowledge for Preservation,
Access and Retrieval) , nestor,39 the German competence network for digital preservation and
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kopal40(German national initiatives), PLANETS41 (Preservation and Long-term Access through
NETworked Services) project. Many projects have used this as basis of systems architecture in
digital libraries and scientific archives. Examples include –NEDLIB42 (Networked European
Deposit Library) effort used OAIS Reference Model as a basis for the design and architecture of
Deposit System for Electronic Publications (DSEP); CEDARS43 a multi-site UK project to create
exemplars in Digital Archiving is using OAIS representation data as the basis for research into
long term preservation, The CEDARS and NEDLIB approaches explicitly adopt OAIS concepts
and terminology as an underlying framework for their metadata. National Library of
Australia44 using it as basis for their implementation, The NLA follows the OAIS implicitly in
the sense that its metadata elements can be mapped to the OAIS information model in a
straightforward way. NSSDC 45(National Space Science Data Center ) is evolving their archive
using OAIS RM as a basis for a new architecture, SIPAD46- French space agency plasma physics
archive used the OAIS as a basis for design. Two JISC projects SHERPA DP47 - establishing an
OAIS-compliant Preservation Environment for Institutional Repositories and PRESERV48
projects offer a vision of how OAIS can be adapted to suit the needs of institutional
repositories.49-50
.
Many examples of complete systems such as IBM DIAS (used by Koninklijke Bibliotheek); OCLC
Digital Archive Service; aDORe (Los Alamos National Laboratory);Stanford Digital Repository;
MathArc (Cornell UL and SUB Göttingen)
Enhanced Communications and Productivity among varied Communities depicted in
ARISTOTE51 The advent of off-the-shelf solutions shows advancing maturity in the area of
digital preservation. The library model with shared cataloging tools and service providers is
apparent. The six key systems, the OCLC Digital Archive52, DSpace,53 LOCKSS54 (Lots of Copies
Keep Stuff Safe), Fedora™55, PANDAS56, and the Digital Information Archive System (DIAS)57
from IBM, come from different types of organizations. The LOCKSS that has issued Formal
statement of Conformance to ISO 14721:2003 . OAIS Compliance consists of an explicit
statement of the intent of the digital preservation program to comply with the Open Archival
Information System (OAIS) Reference Model approved as ISO 14721 in 2003. A list of different
types of preservation projects is listed in58 provides key information (project, its description
and special archive characteristics) about 21 projects. NGSW Project59 adapting the Open
Archival Information System Reference Model for Consumer - Initiated Ingestion. Several
other successful examples at the international do exist. The OAIS model is being widely
adopted.
7.0 International Standards
With the growing acceptance of the OAIS Reference Model, attention is turning to identifying
and starting additional archival standardization efforts. This is reflected in the Digital Archive
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Directions (DADs) Workshop60 and the Archival Workshop on Ingest, Identification, and
Certification Standards (AWIICS)61

AWIICS identified significant interest in starting new

standardization efforts, and provided starting documents related to Ingest, Identification, and
Certification of Archives.
An effort examining the Ingest area has produced the Producer-Archive Interface Methodology
Abstract Standard. The road map for development of related standards as indicated in
Reference Model (Draft Recommended Standard) 2009, (section1 page 1-4)62 serves to
identify areas suitable for the development of OAIS-related standards. Some of these
standards may be developed by CCSDS; others may be developed by other standardization
bodies. Some areas for potential OAIS-related standards are listed below together with
references to relevant standards and/or initiatives:


Standard(s) for the submission (ingest) methodology used by an archive:
o

ISO 20652:2006 Space data and information transfer systems—Producer-Archive
Interface—Methodology Abstract Standard;

o

Standard(s) for the submission of digital metadata, about digital or physical data
sources, to the archive

o

PREMIS Data Dictionary for Preservation Metadata. Version 2.0, PREMIS Editorial
Committee, March 2008;ISO 15889:2003 Space data and information transfer
systems—Data Description Language—EAST Specification;

o

ISO 21961:2003 Space data and information transfer systems—Data Entity Dictionary
Specification Language (DEDSL)—Abstract syntax;

o

ISO 21962:2003 Space data and information transfer systems—Data Entity Dictionary
Specification Language (DEDSL)—PVL syntax;

o

ISO 22643:2003 Space data and information transfer systems—Data Entity Dictionary
Specification Language (DEDSL)—XML/DTD;

o

Standard(s) for recommended archival practices:

o

ISO 15489-1:2001 Information and documentation—Records management. Part 1:
General;

o

ISO/TR 15489-2:2001 Information and documentation—Records management.Part 2:
Guidelines;

o

ISO

23081-1:2006

Information

and

documentation—Records

management

processes—Metadata for records—Part 1: Principles;
o

ISO/TS 23081-2:2007 Information and documentation—Records management
processes—Metadata for records—Part 2: Conceptual and implementation issues;

o

Standard(s) for certification of archives:

o

Trustworthy Repositories Audit & Certification: Criteria and Checklist (TRAC), Version
1.0 (February 2007) (On July16, 2009, the working group forwarded a draft Standard

National Report on Digital Preservation Requirements of India, Volume-II
138

Adapting OAIS-RM Model Framework for Long Term Preservation : An Overview

for Audit and Certification of a Trustworthy Digital Repository to the CCSDS Technical
Editor and is expected by spring 2010)63.


Protocol standard(s) to search and retrieve metadata information about digital and
physical data sources;



Standard(s) for media access allowing replacement of media management systems
without having to rewrite the media;



Standard(s) for specific physical media;



Standard(s) for the migration of information across media and formats.

The current efforts are geared around

the development of standards for XML-based

Submission Information Packages (SIPs) that are being developed in conjunction with the
CCSDS Information Packaging and Registries Working Group; and development of archive
certification criteria in conjunction with the Research Libraries Group (RLG)
8.0 Conclusion
In view of the above and keeping in mind the long-term (long enough) preservation of the born
digital or converted data from non-digital forms, the adaptation of OAIS reference model is
recommended. The future archives intended to be preserved for long time should have OAIS
conformance and for this once OAIS draft recommended standard CCSDS 650.0-p-1.1 Pink
book August 2009 is finalised, the system implementers may fabricate any final equipment in
accordance with this document’s technical content.
It is also important to see how LOCKSS model and NGSW delivery architecture (a multi-media
resource delivery architecture for the National Gallery of the Spoken Word) who have adapted
the Open Archival Information System Reference Model
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Digital Repository: Audit & Certification

Dr. Mukul Sinha, Managing Director, Expert Software Consultants Ltd.

1. Introduction
Though the process of paper making got first invented in China during Han Dynasty (attributed
to Ts’ai Lun) in 105 AD, it slowly matured into Paper Mill technology in Europe in late
eighteenth and early nineteenth century (its patent in France in the year 1807), making paper
easily available in large quantity, and at far cheaper cost as well. As records in paper document
form is expected to survive for hundreds of years (the oldest surviving paper document in
Europe is the 11th century ‘Missals of Silos’, while in India, it is ‘Pancaraksa’ of 1105 AD,
preserved in Ashutosh Museum, Kolkata [Ramaseshan 89]), from the 19th century onwards
paper became the most common means for writing and publishing purposes across all over
world.
In last two hundred years, paper became the universal standard means for recording (write,
type, or print) any kind of information either for personal, institutional, or public purposes. A
document always meant paper document only. Consequently, all statutory requirements of
every national government as well as international organization presume that all documents
would be in paper form itself.
And there existed no confusion until documents in digital form started to make their presence
felt since early seventies of the twentieth century.
1.1. Documents: Paper Documents & Digital Documents
Since 1940s when the first digital computer made it appearance, the digital technology has
made such a tremendous progress that from mid-90s onwards, with the proliferation of cheap
desktop computers along with the spread of Internet, it has transformed almost all aspects of
our life. Almost all organizations across the world, large as well as small, govt. as well as nongovt., embraced digital technology as integral part of their business processes. First, as a
computation and compilation tool, next as a text / information processing tool, and then finally
as information storage device. The digital technology slowly morphed the task of record
keeping of business of all kinds. And hence, the digital technology was now better named as
information technology.
All business information and records that were usually kept exclusively in paper document
form, are now slowly giving way to digital document form, mainly due to latter’s extremely
attractive characteristics like its high storage density, ease of access, and convenience to

National Report on Digital Preservation Requirements of India, Volume-II
143

Digital Repository: Audit & Certification

operate on and manage, etc. Now, almost all organizations have their business records
maintained partly in paper document form, and partly in digital document form.
1.2. Digital Documents: New Challenges due to its Vulnerability
While the eligibility of paper documents can be guaranteed for few centuries, the same cannot
be assured for digital documents even for a decade, and some time even shorter than that.
Digital documents are vulnerable to loss due to technological obsolescence, viz., (i)
degradation and obsolescence of digital media on which they are written, (ii) the proprietary
format owned by specific company which decides to withdraw from that segment of business,
making it unreadable, (iii) its inaccessibility as the software required to access it is either
withdrawn, or it runs on specific hardware which has become obsolete, and is not being
maintained.
While most of the organizations, finding so many attractive characteristics of digital
technology, started to keep their records in digital form, inadvertent to their long term access
and eligibility. Consequently, many organizations, without being aware, lost their digital data
completely due to technological obsolescence, and once they realized, it was too late to
recover, causing them huge amount of credibility as well as financial loss.
1.3. Digital Preservation: Business Needs as well as Statutory Requirements
An organization generally keeps the records of all its business operations as well as its
knowledge asset created in process, in document form. Organizations involved in scientific,
cultural and professional activities generate huge amount of knowledge asset that are needed
to be preserved for their long term utilization and usage.
Further, all organizations, govt. as well as non-govt., have to comply to all statutory regulations
of their respective national governments, and for this purpose, they have to keep their
required business information and records for as many years as specified by the statutory
requirements. As these records need to be periodically audited for their compliance by
designated auditors, the legibility of the records needs to be guaranteed for statutorily
required period.
And in case, the documents are kept in digital form, they do face the threat of being lost
irrecoverably due to obsolescence. Thus, by mid-90s it was getting universally recognized that
it is imperative for all organizations to preserve their digital documents for long term eligibility,
i.e., ensuring long term maintenance of the byte stream, and continued accessibility of its
content (called Digital Preservation), both for business needs as well as statutory
requirements.
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For an organization, the task of maintaining records and documents produced by it, is its own
responsibility, which is managed either by its administrative section, or by its stores/ archive
section. But this new task of digital preservation requires additional technical and
administrative knowledge that are beyond their normal and prevalent level of knowledge and
experience.
1.4. Digital Archive: Security and Preservation Control, Audit and Certification
For an organization, the task of digital preservation requires, not only to commit additional
fund for periodic up gradation of technological infrastructure deployed for the preservation of
its digital archive but also to encompass associated systems, viz., policies, administrative
procedures, and staff with appropriate education and training to manage the digital archive
from all aspects.
Taking a cue from audit criteria for evaluation of the effectiveness of Security Control of
Trusted System [NCSC 87], a digital archive, apart from its being audited as a trusted secure
system, it also must be audited for the effectiveness of preservation control against the risk of
technological obsolescence.
Furthermore, a digital archive not only should have an internal self assessment preservation
audit program, in addition it needs to go through periodic external audit by an independent
recognized certifying agency, mainly to reassure that the deployed processes for maintaining
digital archive do provide its long term preservation.
2. Digital Preservation: International Initiatives
In 1994, realizing that each of the organizations that are involved in keeping its asset/records
in digital form, has to take special efforts for preservation of their digital documents, the
Commission on Preservation & Access of Research Libraries Group Inc., USA, CPA/RLG Task
Force on Archiving Digital Information started exploring the nature of reliable repository for
digital materials.
In the report [Garett & Waters 96] these were the following key points emerged (italic ours):
−

Long term preservation of digital information would require a deep infrastructure
supporting a distributed system of digital archives,

−

Critical components of digital archiving infrastructure is the existence of sufficient number
of trusted organizations capable of storing, migrating, and providing access to digital
collections,

−

A process of certification of digital archive is needed to create an overall climate of trust
about the prospect of preserving digital information.

National Report on Digital Preservation Requirements of India, Volume-II
145

Digital Repository: Audit & Certification

In a study conducted on RLG members [Hedstron & Montgomery 98] who were trying to
grapple with their digital preservation problems of their repository, it was found that 75%
organizations felt that irreplaceable information would be lost unless their digital materials are
not appropriately preserved, and 42% organizations felt that they completely lacked the
technical and operational capabilities for the handling digital preservation tasks. Many
organizations started to outsource their digital preservation task to third parties, providing
digital preservation services.
2.1. Digital Preservation Infrastructure: Cooperative Network of Trusted Digital
Repositories, Process of Certification of Trusted Digital Repositories, and ISO
Standardization Process
By the end of 90s, there was a broad consensus on followings:
Digital Preservation Infrastructure must be composed of a cooperative network of

−

sufficient number of Trusted Digital Repositories,
Each organization, in general, cannot afford (technically, organizationally, and financially)

−

to preserve their digital resource themselves, and it would need to outsource its digital
preservation task to any third party, i.e., Trusted Digital Repository providing digital
preservation services,
−

Need for Defining Attributes and Responsibilities of Trusted Repositories,

−

Need to Develop a Process of Certification for Trusted Digital Repositories, and it should
go through ISO Standardization Process,
Each Trusted Digital Repositories must go through a Process of Certification to create a

−

climate of trust among its subscribers / customers.
Consequently, following needs of Standards were identified:
i)

to develop a Reference Model for a Digital Archive,

ii)

to visualize the Attributes and Responsibilities of Trusted Digital Repositories,

iii)

to formalize the Criteria and Checklist for Audit and Certification of Trusted Digital
Repositories, and

iv)

to get these recognized as ISO Standards.

2.2. Open Archival Information System (OAIS)
As many parallel efforts were being pursued across the world to grapple with the challenge of
digital preservation in 90s, the Consultative Committee for Space Data Systems (CCSDS),
Washington DC, (composed of ten member agencies from different countries, and twenty
three additional organizations as observers, including ISRO) initiated a joint activity to develop
a reference model of Open Archival Information System, mainly to create consensus on:
−

Common Framework of Terms and Concepts related with long term preservation,
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−

A Reference Model of a Digital Archive, its environment, information and functional
models against which any archive can be compared and contrasted,

−

Requirements of a Digital Archive, technical as well as organizational, to provide long term
preservation services to its customers, viz., the Designated Community.

Its report, the Blue Book, which came in Jan. 2002 [OAIS 02], was later adopted as an ISO
Standard ISO 14721. Many repositories now want themselves certified as OAIS Compliant but
in the absence of any ISO standard for audit and certification process no digital repository can
be claim formally itself to be OAIS compliant.
2.3. Trustworthy Digital Repositories: Attributes & Responsibilities
As sufficient number of Trusted Digital Repositories is required to establish Digital Preservation
Infrastructure, it was an imperative need to concretize the concept of Trusted Digital
Repositories, concretizing its Attributes and Responsibilities.
Consequently, RLG and OCLC set up a Working Group to formalize Attributes and
Responsibilities of proposed Trusted Digital Repositories, and it gave its report in May 2002
[TDR 02].
This report describes a framework of attributes and responsibilities for trusted, reliable, and
sustainable digital repositories capable of handling a range of digital materials. It is broad
enough to accommodate different situations, technical architectures, and institutional
responsibilities. It concentrates mainly on high level organizational and technical attributes,
and potential model for digital repository certification.
Trustworthiness is the capacity of a system to operate in accordance with its objectives and
specifications, i.e., it does what it claims to do. In determining trustworthiness of a repository,
one must look various aspects of the organization, its governance, policy and procedure,
organizational structure, financial stability and sustainability, its licences and liabilities, and the
trusted inheritor of data, etc. In addition, its digital object management practices,
technological infrastructure, and the data security measures, to assure integrity, authenticity,
confidentiality, and availability of data, must be adequate to fulfill the commitment of the
digital preservation.
As there is always a finite possibility of organizational and/or financial failure of a Trusted
Digital Repository, it must be coupled with another Digital Repository which, in case of its
failure, would function as a trusted inheritor of its data.
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In short, a Trusted Digital Repository understands the potential threats and other risks
inherent in the system, viz., failures of media, software and hardware; communication errors
and failure of communication network; obsolescence of media, software and hardware
platforms; operator errors, internal and external attacks; organizational failure and economic
failure; etc., and transforms itself to convert them into manageable risks.
2.4. Audit and Certification of Trustworthy Digital Repositories: International Efforts
Certification of a Digital Repository is to ensure high degree of confidence among users that
the archive ingests and preserves any digital document submitted to it, and on being accessed
in future, it disseminates the same digital document [Ambacher 99]. Certification of a digital
repository, in essence is composed of certifications of (i) Organization’s Archival Program, (ii)
Archival Process, (iii) Archived Data, and (iv) Archival Staff, managing the archive.
Once the concept of the Trusted Digital Repositories got widely accepted, various international
efforts, tried to develop, in parallel, the criteria for audit and certification of trusted digital
repositories. Notable among them were:
1. RLG and NARA (National Archive & Record Administration), in the year 2003, created a
Task Force on Digital Repository Certification, and published “RLG/NARA Audit Checklist
for Certifying Digital Repositories” [Dale 06],
2. The Network of Expertise for Long-Term Storage and Long-Term Availability of Digital
Resources (Nestor) Project in Germany published a report in June 2006, “Catalogue of
Criteria for Trusted Digital Repository” [NESTOR 06],
3. Many other institutions like Digital Curation Center of UK, and Australian Partnership for
Sustainable Repository Project, etc.,
Ten Basic Characteristics of Trusted Digital Preservation Repositories
To guide further international efforts on audit and certification criteria of digital repositories,
the Center for Research Libraries convened a meeting in January 2007 with representatives of
four prominent preservation organizations, (viz., The Digital Curation Center, UK, Digital
Preservation Europe, NESTOR, Germany, and CRL of North America), first to seek consensus on
core criteria for digital preservation repositories. They identified ten basic characteristics of
digital preservation repositories:
1. The repository commits to continue maintenance of digital objects for identified
community/communities.
2. Demonstrates organizational fitness (including financial, staffing structure, and processes)
to fulfill its commitment.
National Report on Digital Preservation Requirements of India, Volume-II
148

Digital Repository: Audit & Certification

3. Acquires and maintains requisite contractual and legal rights and fulfills responsibilities.
4. Has an effective and efficient policy framework.
5. Acquires and ingests digital objects based upon stated criteria that correspond to its
commitments and capabilities.
6. Maintains/ensures the integrity, authenticity and usability of digital objects it holds over
time.
7. Creates and maintains requisite metadata about actions taken on digital objects during
preservation as well as about the relevant production, access support, and usage process
contexts before preservation.
8. Fulfills requisite dissemination requirements.
9. Has a strategic program for preservation planning and action.
10. Has technical infrastructure adequate to continuing maintenance and security of its digital
objects.
The key premise underlying the core requirements is that for repositories of all types and sizes
preservation activities must be scaled to the needs and means of the defined community or
communities
Combining all the efforts exploring audit and certification criteria for digital repositories [DINI
05, DINI 07] [CASPAR 07], CRL and OCLC, the co-chair of RLG/NARA Task Force published in
February 2007, the first version of Trustworthy Digital Repository: Establishing Audit and
Certification Criteria towards an International Audit & Certification Process using Checklist
for Audit and Certification [TRAC 07]. This checklist incorporates existing standards and best
practices for trusted repositories.
The set of existing ISO Standards with which this proposed digital repository audit and
certification standard must synchronize are:
−

ISO 9000 Series related with Quality Assurance components of an organization

−

ISO 17799:2005 addressing Data Security and Information Management aspects

−

ISO 15489-1:2001 and 15489-2:2001 related to Record Management,

mainly to

protect and preserve records as evidence of actions,
−

ISO 14721:2002 OAIS Reference Model specifying Role and Responsibility of various
participants, and the kind of information to be exchanged during deposit, ingest into,
and dissemination from a digital repository.

The fundamental principles to develop objective criteria for certification are: Documentation
(evidence), Transparency, Adequacy and Measurability. The documentation of all operational
steps would help the auditors in evaluating the repository against its commitment for longNational Report on Digital Preservation Requirements of India, Volume-II
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term digital preservation. A digital repository must be transparent in all its practices related to
preservation and security, to assert its trustworthiness against all perceived threats and risks.
Further, the set of documented steps should be asserted by the repository, as adequate
against its stated commitment of long term preservation. And the objective controls (criteria)
should help auditor to measure the effectiveness of preservation planning.
The proposed checklist for audit and certification has three sections: Organizational
Infrastructure, Digital Object Management, and Technologies, Technology Infrastructure and
Security.
Presently, efforts are on for its standardization by ISO Technical Committee, and it is expected
to be through in 2010 [Giaretta 10].
It is expected that after certification, a repository would need to go through periodic
surveillance audit, and after some period it also has to go through re-certification.
2.5. Certification of Repository: Self-Audit, and Maturity Levels
Digital Curation Center, UK, after going through many pilot projects, has developed a tool-kit
for Digital Repository Audit Method Based on Risk Assessment (DRAMBORA) for self-audit
purpose of a repository [DRAM 07]. It assists internal auditor to define the mandate and scope
of functions of repository, identify the assets and the activities of repository, identify the risks
and vulnerabilities associated with, and define risk management measures, and finally to
report on self-audit.
In Europe, there is a proposal that a repository should pass through three levels of maturity,
viz., Bronze Level, Silver Level, and finally the Gold Level [Giaretta 10]
A repository at bronze level is expected to publish evidence of a small set of criteria, and it
should go through monitored self-audit. At silver level, the self-audit needs to cover all
envisaged Repository Audit and Certification Metrics, and the gold level indicates complete ISO
audit through external certifying agency.
3. Digital Preservation: Contemporary Indian Scene
In India, though various organizations, public as well as private, are keeping records in digital
form since more than a decade, very few have realized the enormity of its associated risks.
Many organizations who have to manage and preserve large amount of digital data are trying
to grapple with the digital preservation problem at their own institutional level. There is no
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evidence of any significant coordinated effort, to handle digital preservation problem, at the
national level.
The Dept. of IT, Govt. of India, has initiated National Digital Preservation Programme in 2008,
and under its initiative an Indo-US Workshop on International Trends in Digital Preservation
was conducted at CDAC Pune, in March 2009. This workshop has nucleated serious discussions
among various institutions and organizations who have realized the threats of irrecoverable
data/information loss kept in digital form.
3.1. Digital Documents: Indian IT Acts & Prompting Modification in various Acts
As all statutory requirements presume all documents exclusively in paper form, a strong need
was felt among most of the governments of developed countries (where digital technology had
penetrated in their business processes) either to adopt new set of Acts, and/or modify existing
set of Acts so that document in digital form might be legally accepted as well.
Dept. of Information Technology, Govt. of India, in the year 2000, brought a comprehensive
act, called IT Act 2000, for legal recognition of Electronics Records, (i.e., records in digital form)
across various other existing Acts.
After few years of experience, it was amended through Information Technology Amendment
Act 2008, and was made far more comprehensive to cover various other aspects that remained
uncovered previously. (See Enclosure 1 gives, from the perspective of electronics records, the
salient features of these two Acts)
In India, the set of statutory acts in which the term document plays a significant role are given
in Enclosure 2. Few Acts have been amended to accept digital documents, few Acts
amendments have been covered by IT Act 2000 and 2008. It is important to verify that all Acts
that refer to term document are amended to accept digital document.
3.2. Management of Public Records
National Archives of India is the nodal agency for implementation of Public Records Act 1993,
and Public Records Rules 1997 made under the act. This act regulates the management,
administration and preservation of all public records of Central Govt. and its associated
institutions / organizations. Further govt. office is supposed to have a Record Officer who is
supposed to manage and administer all records, permanent as well as ephemeral types.
In each office, the permanent type records are kept in office up to 25 years, and later are
transferred to National Archives. The ephemeral type records are supposed to have their own
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record retention schedule, varying from one year to ten years, and are supposed to be
destroyed after expiry of their retention period.
3.3. Digital Preservation of Public Records: Tasks of Record Officers and National
Archives
As Public Records Act 1993 has permitted records in electronics form (i.e., digital records), well
an office can generate records, permanent as well as ephemeral records, in digital form.
In addition, under the Right of Information (RTI) Act 2005, it is the obligation of public
authority to computerize all records that are eligible to be computerized within reasonable
time (subject to availability of resources).
Furthermore, the IT Amendment Act 2008 has specified the provision for Audit of Documents,
Records and Information kept in digital form to Comptroller and Audit General (CAG) of India
for audit purposes.
Thus, the record officer has to take all necessary steps to arrange for long-term digital
preservation of all digital records either for internal use, audit purposes, or for inspection to
public under RTI Act. Even the ephemeral records has to be brought under long-term
preservation regime as even few years retention schedule may also make the records
irrecoverable due to technological obsolescence.
The National Archive is managing large volume of digital records, and hence, it has also to
equip itself for taking care of the tasks of long term preservation of digital records.
Presently, National Informatics Center and CDAC are managing large data centers where digital
records of various govt. organizations are managed and administered. But many govt.
departments are managing their digital information through intra-departmental efforts,
Are the Data Centers of NIC / CDAC, and those of Govt. Depts. having all the attributes and
responsibilities of Trusted Digital Repository?
3.4. CAG and Audit of Information Technology Environment
It is the task of Comptroller and Audit General (CAG) of India to do financial audit, compliance
audit, performance audit, as well as audit of information technology environment of all central
and state govt. organizations.
In case, a govt. organization asserts that it is managing its own information technology
environment (for long-term preservation of its digital information) it is to be certified by CAG.
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In other words, CAG must equip itself to audit and certify the trustworthiness of digital
repositories.
4. Actions to be taken at National Level
4.1. Short Term Actions


Intensive Awareness Program to make organizations, specially Govt. organizations,
sensitive to the threat of Digital Obsolescence, the imperative need of long term Digital
Preservation, and Services of third party Trusted Digital Repositories,



Review of Govt. organizations’ present Public Records preservation process, and suggest
organizational and statutory steps, to assure Public Digital Records’ long term digital
preservation,



Consortium to be formed at national level to drive the agenda of Digital Preservation
across various organizations having large repositories,



International cooperation with R & D Agenda on Digital Prevention through some pilot
project,



Funding for multiple R&D Projects in various aspects of Digital Preservation,



Identification of candidate organizations for Trustworthy Digital Repository, and also
candidate organizations authorised to Audit and Certify Trusted Digital Repositories.
4.2. Long Term Goal

Need for a National Digital Preservation Infrastructure
As most of the departments of Government of India, as well as of many State Governments,
are going through rapid computerization, it is imperative to set up a Digital Preservation
Infrastructure at National Level.
The components of National Digital Preservation Infrastructure are expected to be:
1. A cooperative network of Trusted Digital Repositories of various types,
2. One or more local organizations recognized by International body to audit and certify
Trusted Digital Repositories,
3. All Govt. Departments managing large amount of digital records must avail the services of
a third party Trusted Digital Repository
4. These departments should also get themselves certified against ISO 17799:2005,
addressing Data Security and Information Management aspects,
References:
[Ambacher 99] Bruce Ambacher, Certification Session Leader, Archival Workshop on Ingest,
Identification, and Certification Standards (AWIICS), Retrieved on May 04, 2010, from
http://nost.gsfc.nasa.gov/isoas/awiics/ , National Archive and Record Administration, College
Park, MD 20740-6001, USA, Oct 13-15, 1999.
National Report on Digital Preservation Requirements of India, Volume-II
153

Digital Repository: Audit & Certification

[CASPAR 07] CASPAR D1201: Conceptual Model – Phase 1, 2007, retrieved May 04, 2010 from
http://www.casparpreserve.eu/Members/cclrc/Deliverables/casparguidelines/at_download/file
[DINI 05] Dobratz, Suzanne; Schoger, Astrid (2005). "Digital Repository Certification: A Report
from Germany" , DINI/nestor
[DINI 07] DINI-Certificate Document and Publications Services 2007 , Draft Version, Version 2 ,
Electronic Publishing Working Group, September 2006
[DRAM 07] “DRAMBORA - Digital Repository Audit Method Based on Risk Assessment” Digital
Curation Centre (DCC) and DigitalPreservationEurope (DPE), March 2007
[Garett & Waters 96] John Garrett & Donald Waters, “Preserving Digital Information: Report of
the Task Force on Archiving Digital Information”, Commission on Preservation and Access and
RLG, 1996, www.rlg.org/ArchTF/index.html
[Giaretta 10] David Giaretta, “Trusted Repository Certification – Challenges of Scale”,
Symposium on Massive Storage Systems and Technologies, May 2010, Nevada, USA.
[Hedstron & Montgomery 98] Margaret Hedstron and Sheon Montgomery, “Digital
Preservation: Needs & Requirements in RLG Member Institution, RLG 1998,
www.rlg.org/preserv/digpres.html
[IT 00] IT Act 2000: Information Technology (IT) Act 2000, retrieved May 04, 2010 from
http://www.mit.gov.in/sites/upload_files/dit/files/downloads/itact2000/itbill2000.pdf
[IT 08] IT (Amendment)Act 2008: Information Technology Amendment (IT Amendment) Act
2008, retrieved May 04, 2010 from
http://www.mit.gov.in/sites/upload_files/dit/files/downloads/itact2000/it_amendment_act20
08.pdf
[Nest 06] Nestor Working Group, Catalogue of Criteria for Trusted Digital Repositories,
December 2006, retrieved May 06, 2010 from http://edoc.hu-berlin.de/series/nestormaterialien/8en/PDF/8en.pdf
[OAIS 02] Reference Model for an Open Archival Information System, retrieved May 04, 2009
from http://public.ccsds.org/publications/archive/650x0b1.pdf
[Ramseshan 89] Ramaseshan Sita, “The History of Paper in India upto 1948”, Indian Journal of
History of Science, 24 (2), pp; 103-121, 1989.
[Dale 06] Dale, RL., “Certifying Digital Repositories: Development of Audit Checklist”, OCLC
Research, September 2006.
[TRAC 07] Trustworthy Repositories Audit & Certification (TRAC): Criteria and Checklist Version
1.0, Center for Research Libraries(CRL) and RLG OCLC Programs, February 2007
National Report on Digital Preservation Requirements of India, Volume-II
154

Digital Repository: Audit & Certification

[TDR 02] Trusted Digital Repositories: Attributes and Responsibilities, An RLG-OCLC Report,
May 2002.
[Wiki 10] A wiki on Audit & Certification - www.digitalrepositoryauditandcertification.org
Enclosure 1
- IT Act 2000
http://www.mit.gov.in/sites/upload_files/dit/files/downloads/itact2000/itbill2000.pdf
whose salient features are:
Legal Recognition of Electronics Records,
Legal Recognition of Electronics Signatures (for authenticating Electronics Records)
Use of Electronics Records and Electronics Signatures in Govt. and its agencies
Official Gazette in Electronics form
Setting up Controller of Certifying Authority (CCA)
- for issuing Digital Signature Certificates
- Security Certification Program / Security Training
- Computer Security Resource Center
- Security Audit of Security Policy / Physical Security /
Operations on repository /
Recognition of Foreign Certifying Authority
Setting up Cyber Regulation Appellate Tribunal
Amendment of the Indian Panel Code - to accept Document or Electronic Record
Amendment of Indian Evidence Act, 1872
– to accept Electronic Records / Digital Signatures /
Amendment of Bankers’ Books Evidence Act of 1891
Amendment of Reserve Bank of India Act 1934
Information Technology Amendment (IT Amendment) Act 2008,
http://www.mit.gov.in/sites/upload_files/dit/files/downloads/itact2000/it_amendment_act20
08.pdf
Salient Features related with Digital Records:
- Digital Signature is same as Electronic Signature
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- Provision for Audit of Documents, Records and Information kept in digital form
- Organizations that are maintaining digital data, are made liable to pay damage by way of
compensation to individual against damage, loss, and protection of digital data.
- Notifying National Nodal Agency for managing Critical Information Infrastructure
Protection (comprising of those systems whose incapacitation and destruction would have
impact on national security, economy, public health, or safety)
- Setting up Indian Computer Emergency Response Team for handling Cyber Security
incidents – assist members of Indian community in implementing proactive measures for
information security. (CERT-IN of DIT).
- Notifying Examiners of Electronics Evidence.
Enclosure 2
Acts of Govt. of India where the term ‘document’ plays a significant role
- Negotiable Instruments Act, 1881
- Bankers Book Evidence Act 1891
- Indian Evidence Act 1897
- Destruction of Records Act 1917
- Commercial Documents Evidence Act 1939,
- Delivery of Books & Newspapers (public Library) Act 1954
- Companies (Preservation & Disposal of Records) Rule 1966
- Public Records Act 1993*
- Public Records Rules 1997*
- Comptroller & Audit General’s Act 1971
- Right of Information Act 2005
* Public Records Act and Public Record Rules were amended in 1993 and 1997 respectively to
accept document in digital form.

- Public Records Act 1993
http://www.rti.org.in/Documents/Documents/ramana_documents/1.7Public%20Records%20Act.pdf
- Public Records Rules 1997
http://www.rti.org.in/Documents/Documents/ramana_documents/1.8Public%20Records%20Rules.pdf
- Destruction of Records Act 1917
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Retention of Schedule
After expiry records must be destroyed.
- Companies (Preservation & Disposal of Records) Rule 1966
Permanent – Company / Registration / Members / Member Index
at the time of incorporation
For 15 years – Register of Debenture holders and their index
For 8 years – Annual Return of Companies + all certificates and documents

- Right of Information Act 2005
Section 46 – Rules / Policy
End.
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